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2. INTRODUCTION

This document describes the Administration part of the Transparency platform (Release 2). The following functionalities
are used mainly for configuration of the platform or its detailed monitoring.

Administration Guide is divided into several Chapters according to their purpose or similarity.

2.1 Referenced documents

The Guide refers to following documents

Document file name Document description

[01] FSPO2 — EMFIP R2 - FSP - 02Dataltems_DataFlows (docx Part of Functional specification of

Dataltems DataFlows  + xlsx) EMFIP describing structure, special
behaviour and features of Data Items
in EMFIP. It consists of two parts.
Document and excel sheets.

[02] FSPO4 — EMFIP R2 - FSP - 04UseCases.docx Part of Functional specification of
UseCases EMFIP describing screens and
generally Use Cases of the system.

[03] WS Integration EMFIP Web Services Integration guide Description of web services features

Guide and their ways of use.

[04] ECP Integration EMFIP ECP Integration guide Description of tool that implements

Guide MADES protocol

[05] Introduction Plan  Platform Service Introduction Plan IP addresses of FTP and other
information
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3. PART 1: ADMINISTRATION FOR ADMINISTRATORS AND
DATA PROVIDERS

This part of the Guide provides a description of system settings that can be used both by Administrators and Data
Providers, because Data Providers have access to at least some parts of described functionalities as well.

3.1 Value Detail

Each value in the Table view behaves as a link. When you click this link, a new window will appear in a new layer.
This window shows detailed information for the single value selected in the table view.
There are two versions of the Value Detail window:
> For the non-registered user
- Only the date and time of the last update of the value are displayed
- Note that the Time is displayed using the UTC time zone
> For the privileged user extended version with
- source values (if applicable)
- results of aggregations
- link to Value history (if feasible)
Note that Value detail is not offered for values that are calculated directly on Data View from different values.
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Day-ahead Total Load Forecast [6.1.B]

Final value

Value Updated (UTC)

Aggregations
Time aggregation algorithm Aggregation of SubAreas | SubBorders Aggregation per Data Provider

Average None MNane

Source values

Data Internal
Time Interval Value Area/Border Priority SubArea Submission Resolution
Provider Version

Configuration

08:00 - 09:00 N/A BZN[DE-AT-LU Lk 1 - -
08-00 - 0900 Austiia (aT)  COmguration - -
08:00-0900 /A Austiia (aT)  Comguration NIA
. . ] Configuration
08:00 - 09:00 Germany (DE) Link - +
08:00-09:00 Luxembourg (LU) Coni}l_gileleatmn - +
Figure 1

In the first table in the picture above, types of aggregations are displayed for time, SubDimensions, and data providers.
These aggregations (except for the time aggregation) are specified and editable in the configuration matrix for a given
data item and business dimension combination.

In the second table, all data providers associated with the area/border are displayed, ordered by priority. Rows can be
expanded to subareas/suborders (in case of aggregations). All rows can be then expanded to the submission resolution
level.

The hierarchy of areas/borders and their sub-areas/sub-borders is defined in reference data (registers AreaToArea and
BorderToBorder). Hierarchy of Areas can be defined also in Area Management

Associated data providers, its areas/subareas/border/sub-border, priorities, and submission resolution are defined in
the configuration matrix.

3.1.1 Modify Data

If the current user has the permission to submit data for a data item as its data provider, he or she may click the “pencil
icon” ( = ) to edit the submission value in Value Detail screen.

When the pencil icon is selected, a new window opens where you can insert/update data.
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Add/Modify data

Info

Data ltem: Physical Flows [12.1.G]

Value from 31.7.2014 2:00:00 to 31.7.2014 3:00:00 UTC
Data provider: PSE

Business dimensions: BEN|PL BZN|SK

Attributes

Attribute Value

Met flow

Add/Modify

Figure 2

Please note that there can be several input boxes required if the updated Data Item requires insertion of several
attributes at once. See the example of Balancing Data Items below.

>10<



EMFIP UNICORN systems

EMFIP Documentation
Administration Guide v4.3

Add/Modify data

Info

Data ltem: Accepted Aggregated Offers [17.1.0]
Value from 31.7.2014 0:00:00 to 31.7.2014 0:30:00 UTC
Data provider: LITGRID

Business dimensions: MBA|LT Automatic Frequency Restoration Reserve (aFRR)
Afttributes

Aftribute Value

Generation Down Accepted
Yolume

Generation Down Offered
Yolume

Generation Up Accepted
Yolume

Generation Up Offered
Volume

Load Down Accepted Volume
Load Down Offered Volume
Load Up Accepted Yolume

Load Up Offered Volume

Mot Specified Down Accepted
Yolume

Mot Specified Down Offered
Yolume

Mot Specified Up Accepted
Vaolume

Mot Specified Up Offered
Yolume

Add/Modify

Figure 3

The result of these modifications is an XML file, which is processed by the EMFIP. Note that the XML always contains
a new ldentifier generated by application and always has version 1.

Processing of the XML file can be monitored in Data Flow Monitoring as usual.
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Data Flow Monitoring

Date Data Provider Data Item

) sas a ]

Date and File Name
State 4 ¥ Y Data Provider Data ltem File Format
Time o
Rejected ﬁgggaqrgl CEPS 16_v2.xml GL Market Document +
. 26.07.2014 . Publication Market
Rejected 05-40 UTC Elia 283 vixml ot +
26.07.2014 - . . Publication Market
Processed 07-43 UTC Elia Explicit Allocations - Use of the T... 46_v1_1.xml Document
Time Interval & Nb Values Sender & Document Information
Time Interval: 31.12.2013 23:00 - 30.06.2014 22:00 UTC Sender ID: 10X1001A1001A094
MNb Values: 34744 Document 1D: 46
MNb Errors: 0 Message Version: 1
MNb Warmings: 0 Data Flow Log
Figure 4

3.1.2 Value History

If the logged in user has the permission to view history of value, he or she may click the “history” icon ( ’ ) to view how
the value evolved in time.

Month-ahead Total Load Forecast [6.1.D]
Aggregations
Time aggregation algorithm Aggregation of SubAreas / SubBorders Aggregation per Data Provider
Minimum None None
Data Internal Updated Submission
Time Interval Value Area/Border Priority SubArea
Provider Version (UTC) Resolution
06.01.2014 -12.01.2014  510.00 BZN|GB BritNed 1 - 05'_?,?‘3314 —
06.01.2014 - 13.01.2014 510.00 BZN|GB BritNed 1 05'_??_'521014 >
Figure 5

When the icon is selected, a new window opens where you can see the current (on the top) and all previous versions
of the value. All records have also a link to Data Flow Detail where more information and possibility to download original
file from DMS is offered.
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| Value History

Time interval: 01:00-02:00
Data provider: PSE-Operator S A

Value Internal Version Upload Date Data Source |
200.00 2 17.06.2014 05:54 Data Flow Detail I
100.00 1 17.06.2014 05:48 Data Flow Detail
Versions per page 10 | 25 50 100 1
Figure 6

3.1.3 CACM enhancement

The Value Detail popup on the Data View is complemented by a table including links to all Data Flow Instances which
influenced the Data Item instance. ACER status of the instance is shown as well. For relevant ACER statuses, see
data item monitoring (see chapter Data Iltem Monitoring, subchapter ACER Monitoring)

3.2 Monitoring

Monitoring provides Administrators and Data Providers with an overview of Data Item and Data Flow processing. This
is the place where Data Providers can easily check whether uploaded data is correctly processed. Data Flow Log can
be very handy for solving issues with incorrect xml files. The overview of Integration Channels can be displayed.

3.2.1 Invalid Data Providers

In case of adjusted validity or deletion of the Data Provider, DIM and GCM data removal from user's point of view are
implemented the following way:

> Standard Data Items

— When a Data Provider will be removed from CM for a monitored Data Item, all values that belong to the given
Data Provider in DIM and GCM for the given Data Item and combination of business dimensions will be removed
during a next job run.

— When a Data Provider validity will be changed in CM, all values with date before the start of Data Provider's
validity or after the end of Data Provider's validity will be removed during a next job run from DIM and GCM for
the given combination of Data Item and business dimensions.

— After a data removal, a status of aggregated values will be updated.
> Auction Data Iltems

— When a Data Provider will be removed from the tab Data Items in a Allocation Instance configuration, values for
the given Data Item and Allocation Instance will be removed during a next job run from both DIM and GCM.

— When an Allocation Instance will be cancelled, values for a given instance will be removed during the next job
run from both DIM and GCM.

— After a data removal, a status of aggregated values will be updated.

The data removal will be started periodically once per day at 00:00 CET in order to decrease impacts on DB perfor-
mance during a day. The data removal will be done on the background and can possibly take a longer period of time
(days even).
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Removed data will be completely lost / removed from DB.

For Auction DIs is used table
auctionmonitoredvaluecleanup
IV
Vv

UNICORN\Systems

O

monitoredvalueclzanup
Inner transaction

[Data Provider could be configured in
CM before the removal job start,
therefore this check is performed.

AN
O DD B

Data Removal  Find what should be For each entity | Check current  Should be something
Job removed configuration removed with

current configuration

DIM data removal for bath
standard and auction DIs is
fast as required indexes are
present.

Yes

——[

Remove data Remove data
from DIM from GCM

Figure 7 - Data Deletion solution

3.2.2 Data Flow Monitoring

B
Remove entity Finish of

data removal job

GCM data removal for auction DIs
is also fast as data are removed by
allocationInstancelD.

However data removal for standard
DIs is not that fast as the table
gatemonitoredvalue does not have
required indexes.

Data Flow Monitoring contains mainly a list of processed files or files that are currently being processed. However,
Rejected files or files marked as Error can be also found on this screen. For each file, a set of identifying information
and a set of summarized processing information is shown. For each file, a detailed data flow log can be shown.

3.2.2.1 Overview

Go to the Administration menu and choose the Data Flow Monitoring item.

@A Load > Generaion » Transmission - Balancing 2

Application Management and Settings Data Administration
Document Management System Application Settings Configuration Matrix
Update Static Content Manual File Upload

Organization Management

Alloc ation Definition

Role Management Alloc ation Calendar

Human User Management

Machine User Management

News

Reference / Master Data

QOutages 2  Congestion Management - = Administration

Maonitoring
Data Flow Monitoring
Other Monitoring

Audit Log

Systemn Unavailability

Download Statistics

Figure 8

Click the "Detail" (+) button to view details of the XML file. The Data Flow Log link in the detail points to the logs gained

from processing of the file within the system.
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Data Flow Monitoring

Date Organization ltem

25.01.2019 ﬁ Set Range | ? u Total Imbalance Volumes | u

H
State &4 ¥ Y Date and Time & W Data Provider ltem File Mame ? Channel ¥y
h d
B : Total Imbalance 20190125_IMB- Web -
Processed 25.01.2019 14:33 UTC ~ NOSBIH_Machine_User1 Volumes [17.1.H] VOL_N6M... Senice
Time Interval & Nb Values Sender & Document Information
Time Interval: 24.01.2019 23:00 - 25.01.2019 14:00 UTC Organization (Sender ID): NOS BiH (10XBA-JPCCZEKC-K)
Nb Values: 15 Document ID: 20190125_IMB-VOL_N6MGFB5BMPDKRIGEQE
Mb Errors: 0 Message Version: 16
MNb Warnings: 0 Data Flow Log
F— H  25.01.2019 1430 UTC  lrena Savkovic Total Imbalance ace_v2_2018-10-28_25 Manual +
o - Volumes [17.1.H] - = - Upload
Rejected H 25012019 14:29 UTC  Irena Savkovic Total Imbalance ace_v2_2018-10-28_25 Manual +
1 s : Valumes [17.1.H] Ve e Upload
. Total Imbalance
Processed 26.01.2019 14:29 UTC  50Henz Volumes 7.1 H] RL20190125H_v68.xml ECP +
Processed 26.01.2019 14:29 UTC ~ HU_ECP_TP_T_EP Total Imbalance BO75472286cabbccd627...  ECP +
Volumes [17.1.H]
. o Total Imbalance Web
Processed 26.01.2019 14:27 UTC  EirGrid Volumes [17.1 H] IMBVOL 20190125 2019... o =0 +
F— 25.01.2019 14:25 UTC ~ APG_Test Total Imbalance B TIV 2010012514002 ..  ECP +

Volumes [17.1.H]

Figure 9

3.2.2.2 States

As shown in the previous screenshot, there is the State column available in the table. There were two basic states
available: Processed or Rejected. However, there are several possible states:

> Processed — this state means that the uploaded xml file was correctly processed without any errors. Data Flow Log
does not contain any Error.

— Warning —XML files was correctly processed, but the warning was raised. The Warning is visible only in detail
Data Flow log and can be triggered when some “warning only” validation fails. An example of this is the file
submitted too early (even earlier than values could be obtained in reality).

> Rejected — the state of the record that informs about the fact that the XML file was processed with error(s) and had
to be rejected. The error message is recorded in Data Flow Log. Data Flow Log can be found in the Detail view.

> Received — a temporary state informing the user that the XML file has been accepted by the platform, but has not
been processed yet. Therefore, the values inside the file with such a state are not yet available in Data views. When
processing is done, the status is changed to Processed, Rejected, or Error.

> Error — this should be a very rare state. It informs the user that there has been some internal error in the system.
These are errors which cause exceptions not yet handled by the system. Users and Administrators should inform
the platform support about this. These are exceptional cases that have to be solved by the Second Level Support
of the platform. When the error is fixed, any other issue of the same type is marked with the Rejected status (the
exception is already handled). The amount of “Error” states should decrease in time.
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Data Flow Log

File: /Data Flows/APG/GL Market Document/2014/7/18/94_v1.xml

Date and Time = Message Type Subject Message

Values on data item instance recognized.

Data item: Day-ahead Aggregated Generation [14.1.C]
18.07.2014 Information Values Data ltem Time interval: 2013-12-31T23:00:00.0002/ 2014-01-
09:36:25.803 recognized 01T23:00:00.0002

Dimensions: CTAJAT

Mumber of values: 24

Data item was recognized.
) Data item: Day-ahead Aggregated Generation [14.1.C]
PGt J— Date e Data ltem Time interval- 2014-01-01T00-00-00 0002/ 2014-01-
e 9 02T00-00-00 0002

Dimensions: CTAJAT
Document Recognized document stored in DMS.

Information stored in Full path in DMS: /Data Flows/APG/ GL Market
DMS Document/2014/7/18/94_v1 xml

18.07.2014
09:35:53.996

Data flow recognized.

Data flow: / Audit/apg@emfip.test/2014/7/18/ BF - DAY AHEAD
18.07.2014 Information Document AGGREGATED GENERATION [14.1.C]l.xml
09:35:53.888 recognized Document: GL_MARKET_DOCUMENT

Document id: 94

Version number: 1

File processing started.
18.07.2014 . N DS path: / Audit/apg@emfip.test/2014/T/18/ BF - DAY AHEAD
09-35 53 863 [T TETET File received s GREGATED GENERATION [4 1 C] xm

Time of reception: 2014-07-18 09:35:53.679

Records perpage [ 10 25 | &0 [100

Figure 10

In the picture below, you can see Error in the Message Type column and the problem is described in the Message
column: “Data provider is not allowed to insert data.” It means that this data provider (e.g. RTE) has no permissions for
Data Insertion (The Configuration Matrix should be updated in such a case).
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Data Flow Log
File: /Data Flows/CEPS/Unavailability Market Document/2014/7/18/153_v20.xml
Date and
Message Type Subject Message
Time
18,07 2014 Invalid Consumption unit is not valid on unavailability interval start
09 5'2 12.803 Error consumption ~ Consumption unit code:71A000000000195C
unit Unavailability start:2014-01-20T12:00:00.000Z
18.07.2014 Invalid Consumption unit is not valid on unavailability interval start
09 5'2 12.802 Errar consumption  Consumption unit code:71A000000000199C
unit Unavailability start:2014-01-06T08:00:00.000Z
Data item was recognized
) Data item: Planned Unavailability of Coensumption Units [7.1.4]
7 201 :
g]g 2'2 %314419 Information E;i‘;‘ 'I:fz"zd Data ltem Time interval: 2014-01-20T13:00:00.000Z/ 2014-01-
9 27713:00:00.000Z
Dimensions: BZN|CZ
Data item was recognized
. Data item: Planned Unavailability of Consumption Units [7.1.A]
7 2014 !
jaar 9N s Information Data e Data ftem Time intenval: 2014-01-06T09:00:00.0002/ 2014-01-
g 13T09:00:00.0002
Dimensions: BZN|CZ
18.07.2014 Document Recognized document stored in DMS
09 5'2 43.523 Information stored in Full path in DMS: /Data Flows/CEPS/ Unavailability Market
DMS Document/2014/7/ 18/153_v20 xml
Data flow recognized
Data flow: [ Audit/ceps@emfip test/2014/7/18/ BF4 - PLANNED
18,07 2014 _ Document Ultlé.‘.-ﬁ.ILFf.ElILITY OF CONSUMPTION UNITS [7_8.1.A] -
09.52-43 291 Information recagnized Available.xml
Document: UNAVAILABILITY _MARKET DOCUMENT
Document id: 153
Version number: 20

Figure 11

3.2.2.3 Historical Flag

As shown in the screenshot Figure 8, there is a H column available in the table. There are two states available: Historical
or Non-Historical. This status depends on whether the data was processed by historical queue.

> Historical — The data is processed by historical queue. The value ‘H’ is displayed.
> Non-Historical — The data was processed by default queue. No sign is displayed.

If End of Time Interval in a sent message is older than Current Time - N where N is configurable time parameter (30 by
default), then XML file is considered as historical.

3.2.2.4 Filtering
Normally, there are a large number of items in the log; to locate specific items of interest, several filters are available.
> State filter
- available in the table header
> Date filter
> Date Range filter
- It works together with other filters, the Administrator may check files for multiple days at once

- The Set Range checkbox next the Date filter has to be selected
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- The range is limited to 10 days so that good performance could be ensured
Organization filter
— The combo box shows all available Organizations.
—  Empty by default.
— When Organization is selected, Data Flows from all machine users of given Organization are displayed

— When Organization is selected, list of items in Machine user filter is limited to machine users of selected
Organization.

Machine user filter

- The combo box shows all available machine users that can submit data into the system. It is recommended
to accompany the name of machine user with name of Data Provider (Organization).

- Note that multiple machine users can be connected to a single Data Provider
- Any user with access to this screen can see data of all other machine users

- users with sufficient user rights have their Machine user filter populated with the first machine user of their
Organization, but it is possible for them to select any other machine user or leave it empty to display all
machine users at once (same as the Administrator’s default)

Data Item filter
- Animportant filter that can be used to check specific data

- Note that sometimes a Data Item is not recognized in a file with the Error state and such records then will
not appear when the filter is applied. To find unrecognized Data Items, use the State filter.

Data Flow Monitoring

Date Machine User Data Item

s o o

Date and
State o ¥ Y Data Pravider Data ltem File Name ? File Format
Time
01.08.2014 . Publication Market
Processed 15-04 UTC 50hz@emfip.test  Day-ahead Prices [12.1.D] 591 _v1xml e +
Figure 12

To refresh the view after selecting or changing filter values, click the “Show Data” button.

3.2.2.5 Relation with DMS

When data is delivered into the system, the file is saved into the DMS. See folders in the DMS, where files are stored
according to their status in Data Flow Monitoring.

>

>

>

>

Received — “Audit” folder
Processed — “Data Flows” folder
Rejected — “Data Flows” folder
Error — “Audit” folder

For more details about Document Management System, please see the Chapter— DMS Structure.
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3.2.3 Data Item Monitoring

The data is aggregated through the filtered interval into one value per Data Item. Users may go to the detailed level to
see particular states for each Business Dimension of Data Item, as well as states per period (in the Data Item’s time
interval).

Privileged users and Administrators can see which expected data has been delivered and which not.
The screen is available in the Monitoring menu.

5- - P .\\\‘ 1 admin@entsoeeu v FAQ
en t S O@ Transparency Platform %.g
=

’ﬁ‘ Load 2  Generation 2  Transmission 7  Balancing »  Outages 7  Congestion Management - = Administration

Application Management and Settings Data Administration Monitoring
Document Management System Application Settings Area Management Data Item Monitoring
Update Static Content Configuration Matrix Data Flow Monitoring
Organization Management Manage Reference Data Gate Closure Monitoring
Role Management Manual File Upload Audit Log
Human User Management Allocation Definition System Unavailability
Machine User Management Allocation Calendar

Figure 13

The following screen shows how the summary can look like when almost no data was delivered into the system despite
the fact that Submission Gates are already closed.
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Data Items Monitoring

Date Time Interval Data ltem States
| < |EX2 5 -~ 8 (+]
Balancing
@Acce ted Aggregated Offers [17.1.0 @ Activated Balancing Energy [17.1.E @ Imbalance Prices [17.1.G
@ Prices of Activated Balancing Energy @ Total Imbalance Volumes [17.1.H
17.1.F
Generation
Actual Generation Output per Generation 6 Agaregated Generation per Type Day-ahead Aggregated Generation
Unit [16.1.A 16.1.B&C 14.1.C

6 Day-ahead Generation Forecasts for

Wind and Solar [14.1.D

Load

3 Actual Total Load [6.1.A 3 Day-ahead Total Load Forecast [6.1.8

Transmission

@ Day-ahead Prices [12.1.0 @ Physical Flows [12.1.G @ Scheduled Commercial Exchanges

121F

eTotal Capacity Nominated [12.1.8

Figure 14

As visible in the screenshot, Data Items are divided into sections according to their related Domains.

Some Data Items are not available here, because these are not expected and therefore cannot be monitored.
This is driven by internal rule in Configuration Matrix for each Data Item. Typical examples are Data Iltems of
Outage domain.

3.2.3.1 Filtering

There are several filters within three levels of Data Iltem Monitoring:

> Time Interval

- The time period used for selection of the overview level. The Administrator may check whether all data
has been delivered correctly for a specific day, as well as for a specific Month or Year.

- As a Time Interval, it is possible to choose: Day / Week / Month / Quarter / Year. Other special intervals
(like weekend or semester) are available in their parent Time Intervals (like week or a year).

Note that not all combinations are available. See the table below. For example, Daily Data Items are not aggregated
into the Year view.
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Length of selected
Interval

X - - - -

Day
Week X X - - -
Month X X X - -
Quarter - - - X -
Year - X X - X
Table 1
> Date filter

- The Date Filter shows uploaded data in a specific time interval (day, month, week, year.). Use the calendar
or the Previous / Next button to choose a specific date.

- N.B.: The screen does not show the data that should be delivered on the selected date (the Gate
Closure monitoring does this). The selected date concerns the business meaning of the data, not its sub-
mission deadline.

- For example, any data sent today with the business meaning (Time Interval in the XML file) for 2050
will not appear on the screen with the Time filter set to today. Users would find them if they set their
filter to 2050.

> Data Item State
- It provides filtering using states like for example “Complete and correct after deadline”
- All available states are briefly described in the legend below the screen with Data Items.

Data Items Monitoring

Date Time Interval Data ltem States

< |EZX =g v+ @ [«]

Transmission

Forecasted Month-ahead Transfer

Capacities [11.1

Legend

Complete and correct - Complete and correct data delivered in time. @) Rejected data - Some data were rejected.
Complete and corect after deadline - Complete and correct data delivered after the deadline. @ Missing data - Data Incomplete or missing.

Figure 15

> Data Provider
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- This filter is available at the second level of the Data Item Monitoring (Overview). For more information,
please see the following chapter Data Item Level - Overview.

3.2.3.2 Aggregation of States

There are states (at the lowest level of Data Item Monitoring) for each period in the data item’s time interval. These
states are aggregated into intervals (Days, Weeks, Months, Years.)

As source states can differ, a set of rules for their aggregation is defined. The status is used on all levels of data item
monitoring. There are monitoring statuses defined per

> Data ltem

> combination of business dimensions values for given data item

> combination of business dimensions values and data provider for given data item
>

combination of period and Data provider defined for given combination of business dimensions values and data
item.

The status also reflects the Gate Closing and Publication Time. See the table below for the list of available states.

Complete and Complete and correct data delivered in
correct time
Complete and Complete and correct data delivered

correct after deadline after the deadline

- Missing data Data Incomplete or missing Data not delivered or
not recognised

a Rejected data Some data were rejected Data delivered but
1 ' rejected

Table 2

3.2.3.3 Data Item Level - Overview

The Data Item Level overview is the second level of Data Item Monitoring. It is displayed when a specific Data Item is
selected on the first screen. The selection behaves like a filter and the new screen shows records with states for all
expected data of the selected Data Item and Time Interval.

Each basic record (w/o expanded details) consists of a State and a value of its first Business Dimension from the
Configuration Matrix.

Click the plus icon to select the row with basic information and additional rows will appear. These extra rows show:
> State

> Data Provider (responsible for data delivery, configured in the Configuration Matrix)

> Priority of the Data Provider (taken from the Configuration Matrix)

> Other business dimensions (areas, periods etc.)
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Day-ahead Aggregated Generation [14.1.C] - Overview Back to Manitoring Oveniew
Date Time Interval Data Provider

B 2072014 5 - a (v ]

State 4 W Y Acaa VW h 4
CTAIAT =
State Data Provider Priarity Area
APG 1 CTAJAT
ltems perpage 10 25 |50 100 1
Figure 16

The screen above should be read in the following way:

> The Day-ahead Aggregated Generation [14.1.C] Data Iltem had been selected on the first screen and we can see
that values for two InAreas are expected.

> Data for both control area of Austria has been delivered, state inform that this data has been delivered too late (after
the Gate Closure)

> When CTAJ|AT is selected, the user can see that the Data for the the control area were expected to be delivered by
APG.

Note the link “Back to Monitoring Overview” that returns the user to the previous level of Data Item Monitoring.

Presented data can be also filtered by Date Range and Time Interval. These filters have the same logic as in first level
of Data Item Monitoring. Also, the data can be filtered by Data Provider. Only data associated with the selected Data
Provider is presented.

3.2.3.4 Data Item Level - Details

The Data Item - Details (see the picture below) is the third and last level of Data Item Monitoring. It contains information
about the State of the data related to the selected Data Provider and Business Dimensions selected at a higher level.

The screen below appears, when you click the row with APG from the previous example.

This final (most detailed) level shows States for data in the submission resolution. In case of a Day delivered in 60
minutes resolution, 24 rows with States appear so that the Data Provider (or Administrator) can easily find that for
example data for the hour 02:00 — 03:00 were not delivered.

In the example below, all the data has been delivered correctly (we know it, because the final aggregated State is
green).
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Day-ahead Aggregated Generation [14.1.C] - Detail Back to Data Item Oveniew
Date Business dimension Domain Data Provider  Priority
< |ERED B ™ Genention arc :

Data provider data item detail

State Y Time

00:00 - 01:00 Data Flow Detail
01:00 - 02:00 Data Flow Detail
02:00 - 03:00 Data Flow Detail
03:00 - 04:00 Data Flow Detail
04:00 - 05:00 Data Flow Detail
05:00 - 06:00 Data Flow Detail
06:00 - 07:00 Data Flow Detail
07:00 - 08:00 Data Flow Detail
08:00 - 09:00 Data Flow Detail
09:00 - 10:00 Data Flow Detail
Records perpage |10 25 50 100 1 2 3
Figure 17

Note the link “Back to Data Item Overview” that returns the user to the previous level of Data Item Monitoring.

Each row contains not only a State, but also a link to the Data Flow Detail. This link opens a new window (very similar
to the Data Flow log from Data Flow Monitoring) with file processing logs for the file, which contained the value for a
given hour. The file can be also downloaded from this screen.

Note, that Data item monitoring always reflects the latest document that affected the publication for the particular inter-
val. (example, When a document with mRID="A" and revisionNumber="1" is submitted on interval 22.09.2020 00:00-
12:00(UTC) this document will be linked in via Data Flow Detail link for the particular interval as delivered, upon sub-
mission of update document with mRID="A" and revisionNumber="2" on interval 22.09.2020 12:00-22:00(UTC) this
document will be linked in via Data Flow Detail link for the particular interval as delivered and also will be linked to the
interval 22.09.2020 00:00-12:00(UTC) as Missing Data because this version de-published data from that interval. After
another publication of mRID="A" and revision number="3" on interval on interval 22.09.2020 12:00-22:00(UTC), this
document will be reflected only on that particular interval, because it does not affect publication on interval 22.09.2020
00:00-12:00(UTC) anymore.)Note that in DIM the interval will usually be reflected on a different interval against the
submitted interval in the document, because in the document, the data is submitted in the UTC, but the DIM reflects
intervals according to the configured time-zone for the particular Business-dimensions.

3.2.3.5 PDF Monitoring

The status of binary data items is available via both Data Item Monitoring and Gate Closure Monitoring where applica-
ble. The monitoring components provides three levels of data item monitoring: Data Items Overview, Data ltem View
and Detailed Data Item View. The Detailed Data Item View shows statuses per resolution of given data item. This is
not applicable for binary data items. Therefore, Detailed Data Item View are not available for binary data items including
reference from Data Item View.
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3.2.3.6 ACER Monitoring (CACM data items)

New Data Item Statuses

Secondary status type — ACER Status is used on all levels of Data Item Monitoring in addition to the Data Item status.
The Data Item Status is not influenced by the ACER Status.

Icon Short Name Full Description Note
ACER pending Some published data have not been sent to ACER

o ACER dispatched All published data have been dispatched to ACER

ACER All published data have been accepted by ACER
acknowledged
ACER rejected Some published data have been rejected by ACER This is an Error state

ACER status is assigned to all CACM data subscribed to ACER:

> On each new publication, the ACER status of the published data is set to ACER pending as this newly published
version has not yet been dispatched.

After each ACER Subscription file is dispatched, ACER status of the corresponding data is set to ACER dispatched
After ACER response to the dispatched file is retrieved, ACER status of the corresponding data is set to
— ACER acknowledged in case of positive acknowledgement

— ACER rejected in case of rejection
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Data Items Monitoring

UNICORN\Systems

Date Time Interval Data Item States ACER States

|31.052019 ﬁ|

Balancing

6 Accepted Aggregated Offers [17.1.0]

Generation
Actual Generation Output per Generation
Unit [16.1.A]

Load

6 Actual Total Load [6.1.A]

Transmission

Day-ahead Commercial Schedules

[12.1.F]
A

Day

Data Provider

6 Activated Balancing Energy [17.1.E]

) 6 Aggregated Generation per Type

[16.1.B&C]
@ Day-ahead Total Load Forecast [6.1.5]

Day-ahead Prices [12.1.D]

@ Cross-border Balancing - Energy,
Activated [17.1.J]

6 Day-ahead Aggregated Generation
[14.1.C]

@ Forecasted Day-ahead Transfer

Capacities [11.1]
e ——

CACM

@ Curtailment [CACM 1.1]

o Flow-based Capacity Allocation
and Network Utilization

[CACM 2.282.3]

NTC-based Capacity Allocation
and Network Utilization
[CACM 2.2&2.3]

NTC-based Capacity Allocation
and Network Utilization - Result

[CACM 2.282.3]

Figure 18 - Data Item Monitoring Overview — CACM monitoring

3.2.4 Gate Closure Monitoring

This is very similar to Data Item Monitoring (it also consists of several levels).

The difference is that it displays states of data according to Gate Closure and not to the business time interval as it is

in case of Data Item Monitoring.

The Gate Closure Monitoring screen shows states of expected data having submission deadline during the

selected day.

There are other differences from Data Item Monitoring:

> Only Days are available in the Time selection, as each gate ends on a certain day (even for weekly, monthly, and

yearly time intervals).

> States are no longer updated after the Gate is closed, even if correct data were sent later. Updated states are

available in Data Item Monitoring.

> The lowest level offers links to Data Item Monitoring, so that the user could check whether the data was delivered

later.
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Day-ahead Aggregated Generation [14.1.C] - Detall Back to Gate ltem Overview
Date Business dimension Domain Data Provider Priority
< |ERED S T Genertion arc :

Data provider data item detail

State ¥ Time

01.08.2014 00:00 - 01:00 Data Item detail
01.08.2014 01:00 - 02:00 Data ltem detail
01.08.2014 02:00 - 03:00 Data ltem detail
01.08.2014 03:00 - 04:00 Data ltem detail
01.08.2014 04:00 - 05:00 Data ltem detail
01.08.2014 05:00 - 06:00 Data ltem detail
01.08.2014 06:00 - 07:00 Data ltem detail
01.08.2014 07:00 - 08:00 Data ltem detail
01.08.2014 08:00 - 09:00 Data Item detail
01.08.2014 09:00 - 10:00 Data ltem detail
Records per page |10 | | 25 50 100 1 z : u a
Figure 19

> Only two States are available
- Complete and correct — complete data sent before the gate closure and publication.
- Missing data — the aggregated status of wrong, missing, and incomplete data after the gate closure and
publication.

3.2.4.1 PDF Monitoring

The status of binary data items is available via both Data Item Monitoring and Gate Closure Monitoring where applica-
ble. The monitoring components provides three levels of data item monitoring: Data Items Overview, Data ltem View
and Detailed Data Item View. The Detailed Data Item View shows statuses per resolution of given data item. This is
not applicable for binary data items. Therefore, Detailed Data Item View are not available for binary data items including
reference from Data Item View.

Privileged users are able to define Gate Closing time as usual for XML data items.

Gate Closing #
End: D + 0 1 hours 0 minutes

Valid: 01.01.1900 to Infinity

Figure 20 - Configuration Matrix - Gate Closing

PDF monitoring sends notifications in case of data unavailability at the time of gate closure. The notification follows
current functionality described in EMFIP R2 - FSP - 05MessagesNotificAckNews.docx, chapter 5. Notifications of miss-
ing data. Notifications are delivered into message board.

> 27 <



EMFIP UNICORN |systems

EMFIP Documentation
Administration Guide v4.3

Note: Problem Statement Document is NOT sent via Web Services or ECP within PDF monitoring (functionality of XML
monitoring).

Optionally a privileged user may switch on redirecting of notifications from Message board into email. The setting may
be changed in My Account Settings section.

Message Notification

| | Notify me about new messages by email
Figure 21 - My Account Settings - Message Notification

3.2.5 Integration Channels Monitoring

Integration Channels Monitoring contains the overview of monitored Integration Channels (ECP, Web services, FTPS,
Web API). The channels are monitored by instance — a specific combination of user, channel type and purpose.

Choose Type Of Monitoring

Data Item Maonitoring

Gate Closure Monitoring

I Integration Channels Monitoringﬂw

Subscription Monitoring
Acer Data Flow Monitoring

Data Repository Requests Monitoring

Figure 22 - Integration Channels Monitoring menu
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1 ceps@emfiptesteu w
& My Account Settings
My Subscriptions
My Subscription Channels

| My Integration Channel@.

£ Log Out

Figure 23 - Integration Channels Monitoring menu

3.2.5.1 Integration Channels Overview

The UC is executed from Administration section, Other Monitoring subsection. Alternatively, for non-admin users, it is
executed from User Panel > My Integration Channels.

Integration Channels Monitoring

Data File
Channel Threshold
volume Count State
Organization User Purpose type Last activity h Monitoring
[MB] v A Y
AT Y AY Y AY Y A YT AY Y A Y AYY
h 4 v
v v
v
CEPS ceps@emfi... Eata . FTPS 2019-04-02 10:38UTC  0.24 17 208 Enabled Inactive rd
rocessing
CEPS admin@ent... Subscription \é\:?'\.tr’ice 2019-03-27 14:21UTC  0.02 5 257 Enabled Unknown Y
CEPS admin@ent Subscription ~ ECP 2019-03-27 08:55 UTC  0.02 5 258 Enabled Inactive rd
Amprion amprion@e.. D2 Web 2019-03-26 15:28 UTC 0.0 0 240 Enabled  Inactie | 4
" Processing Senice ’ ) )

Figure 24 - Integration Channels Monitoring screen

3.2.5.2 Integration Channels Monitoring Edit
The UC is executed by clicking on edit icon (pencil icon).
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@ Close without saving

Edit Monitoring

Weight constant *
01

Threshold *
208

Monitoring enabled

* required field

Figure 25 - Integration Channels Monitoring Edit screen

An error notification connected to the validation failure can be seen in the printscreen below.

@ Close without saving
Edit Monitoring
Weight constant *

Must be a positive number or 0

Threshold *

Must be a number higher than 0.1

Monitoring enabled [

* required field

Figure 26 - Integration Channels Monitoring Edit screen (error)

3.2.5.3 Definition of terms
The following terms are used in Subscription Monitoring:
> Weight Constant
— The significance of the last measured period between two subscription uses in Threshold calculation.
> Threshold
— The expected maximal period length in hours between two uses of a subscription.
> Monitoring period

— The monitoring period is a global settings value, it represents the length of one monitoring cycle in hours.

3.2.5.4 Integration Channels Inactivity notification

> Ajob is run each monitoring period (which also equals to the minimal threshold value). Each channel with enabled
monitoring is checked against its threshold.

— Channels that have not been used for the duration of the threshold period are somewhat suspicious, but not yet
eligible for report.

— Channels inactive for longer than two threshold periods are marked as inactive and reported through the Mes-
sage board to the system administrator (role Administrators).
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3.2.6 Managing Reference Data

Most of the reference data is administrated via XML. To open the Manage Reference Data overview, go to the Admin-
istration menu and choose Reference / Master Data.

ﬂ Load 7 Generation 7 Transmission 7 Balancing » Outages » Congestion Management » System Operations 7 Administration

Application Management and Settings Data Administration Monitoring
Document Management System Configuration Matrix s Data Flow Monitoring
Organization Management Manual File Upload Other Monitoring
Human User Management Allocation Definition System Unavailability

Allocation Calendar CACM

Reference / Master Data

Figure 27 - Administration section: Reference / Master Data

A modal window appears. Select Reference Data and then Manage Applicable Filters option.

| mamem o | 0%

Choose Item to Configure

Search ltem

Browse ltems

== Reference Data

Area Management

Manage Reference Data

Manage Applicable Filters

== Master Data

Figure 28 - Manage Applicable Filters

Reference Data can be edited or downloaded.
> Download reference data

- To download the data, select the "Download Reference Data" radio button, then select the required refer-
ence data, and click the "Download reference data" button.

> Change reference data

- If you want change reference data, select the "Change Reference Data" radio button and click the "Browse
File" button. Select the file with updated reference data and click the "Upload reference data" button.
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Manage Applicable Filters

® Change Reference Data Download Reference Data

Choose reference data

Select xml file

Upload reference data

Figure 29 — Manage Applicable Filters UC (Change Reference Data)

Manage Applicable Filters

Change Reference Data ®  Download Reference Data

Choose reference data
Applicable Filter for RULES ON_BALANCING g

Applicable Filter for ACCEPTED_OFFERS_AND_ACTIVATED_BALANCING_RESERVES
Applicable Filter for ACTUAL_GENERATION_PER_GENERATION_UNIT
Applicable Filter for ACTUAL_GENERATION_PER_PRODUCTION_TYPE
Applicable Filter for AGGREGATED_BALANCING_ENERGY_BIDS
Applicable Filter for AGGREGATED_UNAVAILABILITY_OF_CONSUMPTION_UNITS
Applicable Filter for ALGORITHM
' Applicable Filter for ALLOCATION_AND_USE_OF _CROSS_ZONAL _BALANCING_CAPACITY
Applicable Filter for APPROVED_METHODOLOGIES
Applicable Filter for BALANCING_ENERGY_BIDS
Applicable Filter for COMMON_ANNUAL_REPORT
Applicable Filter for COSTS_OF _CONGESTION_MANAGEMENT
Applicable Filter for COUNTERTRADING
Applicable Filter for CRITICAL_NETWORK_ELEMENTS -

About ENTSO-E™ - Contact Us™®
d and Developed by Unicorn Systems a s.

Figure 30 — Manage Applicable Filters UC (Download Reference Data)

The system contains a large number of Registers. Most of them are internal and their unauthorized editing might cause
serious troubles. Therefore, only those Registers which are expected to be edited are displayed. Internal Registers are
managed by the Second Level Support of the system.

Applicable Filter for
ACCEPTED_OFFERS_AND_ACTIVATED_BALANCI
NG_RESERVES

Applicable Filter for
ACTUAL_GENERATION_PER_GENERATION_UNIT

Applicable Filter for
ACTUAL_GENERATION_PER_GENERATION_TYP
E

Applicable Filter for
AGGREGATED_BALANCING_ENERGY_BIDS
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Applicable Filter for
AGGREGATED_UNAVAILABILITY_OF_CONSUMP
TION_UNITS

Applicable Filter for ALGORITHM

Applicable Filter for
ALLOCATION_AND_USE_OF CROSS ZONAL_BA
LANCING_CAPACITY

Applicable Filter for APPROVED_METHODOLOGIES
Applicable Filter for BALANCING_ENERGY_BIDS
Applicable Filter for COMMON_ANNUAL_REPORT

Applicable Filter for
COSTS_OF_CONGESTION_MANAGEMENT

Applicable Filter for COUNTERTRADING

Applicable Filter for
CRITICAL_NETWORK_ELEMENTS

Applicable Filter for CROSS_BORDER_BALANC-
ING

Applicable Filter for CROSS_BORDER_CAPAC-
ITY_OF_DC_LINKS_INTRADAY_TRANSFER_LIM-
ITS

Applicable Filter for CROSS_BORDER_CAPAC-
ITY_OF_DC_LINKS_RAMPING_RESTRICTIONS

Applicable Filter for CURRENT_BALANC-
ING_STATE

Applicable Filter for CURTAILMENT

Applicable Filter for DAILY_FLOW_BASED_AL-
LOCATIONS_CONGESTION_INCOME

Applicable Filter for DAILY_IMPLICIT_ALLOCA-
TIONS_CONGESTION_INCOME

Applicable Filter for
DAY_AHEAD_FLOW_BASED_ALLOCATIONS

Applicable Filter for DAY_AHEAD_PRICES

Applicable Filter for DV_CROSS_BORDER_PHYS-
ICAL_FLOW

Applicable Filter for EXCHANGED_RESERVE_CA-
PACITY
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Applicable Filter for EXPANSION_AND_DIS-
MANTLING_PROJECTS

Applicable Filter for EXPANSION_AND_DIS-
MANTLING_PROJECTS_REPORT

Applicable Filter for EXPLICIT_ALLOCA-
TIONS_AAC

Applicable Filter for EXPLICIT_ALLOCA-
TIONS_DAY_AHEAD

Applicable Filter for EXPLICIT_ALLOCA-
TIONS_INTRADAY

Applicable Filter for EXPLICIT_ALLOCA-
TIONS_LONG_TERM_MEDIUM_TERM

Applicable Filter for EXPLICIT_ALLOCA-
TIONS_REVENUE

Applicable Filter for FCR_SHARES_OF_CAPACITY
Applicable Filter for FCR_TOTAL_CAPACITY

Applicable Filter for FINANCIAL_EX-
PENSES_AND_INCOME

Applicable Filter for FLOW_CAPACITY_ALLOCA-
TION_AND_NETWORK_UTILISATION

Applicable Filter for FORECASTED_TRANS-
FER_CAPACITIES_DAY_AHEAD

Applicable Filter for FORECASTED_TRANS-
FER_CAPACITIES_MONTH_AHEAD

Applicable Filter for FORECASTED_TRANS-
FER_CAPACITIES_WEEK_AHEAD

Applicable Filter for FORECASTED_TRANS-
FER_CAPACITIES_YEAR_AHEAD

Applicable Filter for FRR_FORECAST

Applicable Filter for GENERATION_FORE-
CAST_DAY_AHEAD

Applicable Filter for GENERATION_FORE-
CASTS_FOR_WIND_AND_SOLAR

Applicable Filter for IMBALANCE
Applicable Filter for IMBALANCE_NETTING

Applicable Filter for IMPLICIT_ALLOCA-
TIONS_DAY_AHEAD
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Applicable Filter for IMPLICIT_ALLOCA-
TIONS_INTRADAY

Applicable Filter for IMPLICIT_ALLOCA-
TIONS_NET_POSITIONS

Applicable Filter for INFORMATION_ON_CON-
VERSION_INTO_STANDARD_PRODUCTS

Applicable Filter for INSTALLED_CAPAC-
ITY_PER_PRODUCTION_TYPE

Applicable Filter for INSTALLED_CAPAC-
ITY_PER_PRODUCTION_UNIT

Applicable Filter for INSTALLED_GENERA-
TION_CAPACITY_AGGREGATED

Applicable Filter for INTERCONNECTOR_LOSSES

Applicable Filter for INTRA-
DAY_FLOW_BASED_ALLOCATIONS

Applicable Filter for INTRA-
DAY_FLOW_BASED_ALLOCATIONS_CONGES-
TION_INCOME

Applicable Filter for INTRADAY_IMPLICIT_ALLO-
CATIONS_CONGESTION_INCOME

Applicable Filter for NTC_CAPACITY_ALLOCA-
TION_AND_NETWORK_UTILISATION

Applicable Filter for OPERATIONAL_AGREE-
MENTS_OF_LOAD_FREQUENCY_CON-
TROL_BLOCKS

Applicable Filter for OPERATIONAL_AGREE-
MENTS_OF_SYNCHRONOUS_AREAS

Applicable Filter for PRICE_OF_RESERVED_BAL-
ANCING_RESERVES

Applicable Filter for PRICES_OF_ACTI-
VATED_BALANCING_ENERGY

Applicable Filter for PROCURED_CAPACITY

Applicable Filter for PRODUCTION_AND_GEN-
ERATION_UNITS

Applicable Filter for REDISPATCHING (legacy)

Applicable Filter for REDISPATCH-
ING_CROSS_BORDER
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Applicable Filter for REDISPATCHING_INTERNAL
Applicable Filter for RR_FORECAST

Applicable Filter for RULES_ON_BALANCING
Applicable Filter for SHARING_FCR

Applicable Filter for SHAR-
ING_OF_RR_AND_FRR

Applicable Filter for SCHEDULED_COMMER-
CIAL_EXCHANGES

Applicable Filter for TERMS_AND_CONDITIONS

Applicable Filter for TO-
TAL_LOAD_DAY_AHEAD_ACTUAL

Applicable Filter for TOTAL_LOAD_FORE-
CAST_MONTH_AHEAD

Applicable Filter for TOTAL_LOAD_FORE-
CAST_WEEK_AHEAD

Applicable Filter for TOTAL_LOAD_FORE-
CAST_YEAR_AHEAD

Applicable Filter for TOTAL_NOMINATED_CA-
PACITY

Applicable Filter for TRANSFER_CAPACITIES AL-
LOCATED_WITH_THIRD_COUNTRIES

Applicable Filter for TRANSFER_CAPACITIES AL-
LOCATED_WITH_THIRD_COUNTRIES_IMPLICIT

Applicable Filter for UNAVAILABIL-
ITY_IN_TRANSMISSION_GRID

Applicable Filter for UNAVAILABILITY_OF_OFF-
SHORE_GRID

Applicable Filter for UNAVAILABILITY_OF_PRO-
DUCTION_AND_GENERATION_UNITS

Applicable Filter for VALUES_OF_FRE-
QUENCY_QUALITY_EVALUATION

Applicable Filter for VOLUMES_OF_CON-
TRACTED_BALANCING_RESERVES

Applicable Filter for WATER_RESER-
VOIRS_AND_HYDRO_STORAGE_PLANTS

Applicable Filter for YEAR_AHEAD_FORE-
CAST_MARGIN
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3.2.7 Configuration Matrix Based Applicable Filters

There is a special Business Dimension filter created for Data Item 12.1.D Day-Ahead Prices where a part of the busi-
ness dimensions is a Submission Resolution. This filter is not configurable via Applicable filter registers, thus the Ap-
plicable filter for this dimension filter will be decided based on the Data Provider configuration in the CM.

Once the CM configuration is updated the states of the Resolution filter will updated as well.

The Area filter is still going to rely on the classic applicable register even for 12.1.D.

3.3 Document Management System

The Document Management System (DMS) is used to access documents that are organized in a directory structure.

File names in its parent folder are required to be unique, which is ensured by an internal mechanism. The DMS supports
versioning for static files. Each document version is labelled by its number (the version number is increased with later
versions). Note that the document is read only. No modifications of the document are allowed. New version of the
document needs to be created in case of update. Each document is provided with the time of saving using the UTC
format.

Any DMS document has the following properties:
Name

Version

Tag (one indivisible word)

State

Timestamp

V V. V V V V

Audit information (user name, organization name, update time etc.)

File and directory names cannot contain the following characters:
> <

>

*
?
I

3.3.1 DMS Structure
> Audit

vV V V V

- This folder contains all incoming documents (even those that are not processed yet). All these documents
can be downloaded.

— The hierarchy of subfolders is: Audit / Machine User Name / Year / Month / Day
- Subfolders for days contain documents delivered on a given day
> Data Flows
— This folder contains all processed documents.

- Note that all Data Providers can see data of all other Data Providers.
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- The hierarchy of subfolders is: Data Flows / Name of Data Provider / Name of Data Flow / Year / Month /
Day

- Subfolders for days contain documents delivered on a given day
> Static Content
- This folder stores the static website content, for example html files like FAQ
> System
= The folder containing stored maps, xsd files and templates for excel exports

3.3.2 DMS Overview

To open the Document Management System overview screen, go to the Administration menu and choose the Docu-
ment Management System. The system will display the DMS overview.

.‘_ ) l\
en t S O@ Transparency Platform

ﬁ Load 2  Transmission »  Balancing 2  Outages ¢  Administration

1 admin@enisoeeu v FAQ

Document Management System

Document Name 2 Document Tag 2 Date from 2 Dateto ?

EI -l ]

Actual path: Root folder/

MName & W Y Version 4 W h 4 Modification & W Author &4 W h 4
Audit 259.09.2013 11:56:22 System User
Data Flows 29.09.2013 11:56:22 System User
Static content 259.09.2013 11:56:22 System User
system 29.09.2013 11:56:23 System User
test 29.09.2013 11:57:16 dms test
Reference Data XML 29.09.2013 16:50:11 Admin Adminovié
Rows perpage ' 10 26 | &0 100 1

Log out = FAQ = Sitemap = Glossary = About ENTSO-E » Contact Us

Designed and Developed by Unicorn Systems a.s

Figure 31

3.3.3 Searching

Searching is an important feature of DMS screens. Users can search by document name, tag, and date range. When
filters are selected, click the "Search document” button to apply these filters.
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Document Management System

Document Name 2 Document Tag 7 Date from 7 Date to

| 23.00.2013 ﬂ| | 01.10.2013 ﬂ| Search document
Found 265 documents on set criteria. Clear search and back to browse

Modification &

Mame & ¥ Y Version A WY Author & ¥ Y Path

v
About ENTSO-E htm 1 o System User /Static content/about ... s+
Contact Us. html 1 ﬁggggw System User I5tatic content/contac... & +
Disclaimer.html 1 ﬁggggw System User I5tatic content/discla... & +
FAQAtmI 1 29.09.2013 System User [Static contentfag/FA... &+
Glossary.html 1 ﬁggggw System User IStatic content/glossa... s+
Sitemap.html 1 ﬁggg;ggﬂ System User Istatic content'sitema... R T
DAILY_EXPL_AUCTION_OFFER_CAPxmI 1 o System User /systemiData Flows/ECA.. & 4
DAILY_IMPL_AUCTION_ATC xml 1 PRt System User /system/Data Flows/ECA.. | & +
ECAMN_CAPACITY_DOCUMENT xml 1 33:23:3213 System User lzystemiData Flows/ECA. . & +
01-capacity-documentxsd 1 ﬁggggw System User Isystem/Data Flows/ECA... 2+

Rows perpage (10 |25 50 [100 1 2 3 4 E n
Figure 32

3.3.4 Browsing in DMS

Here is an example of browsing in the DMS. Imagine that you want to find processed files sent by RTE on 29. 09. 2013:
ETP — Cross-Border Commercial Schedules. First, choose the Data Flow link in the DMS overview (the file has been
already processed).

In the Data Flow file, choose the data provider (RTE). Then, select the ETP - Schedule Message (CrossBorder Com-
mercial Schedules are sent via the Schedule Message type of the XML).

Next, select the year (2013), then the month (9) and day (delivered on 29th).

Finally, you may browse the files. To see more information about the file, click the "Detail" button and the system will
display its details. Some of attributes can be empty. For example Description is optional attribute when file is uploaded
manually in DMS. XML file delivered by ECP or webservice cannot have such a value present.
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Document Management System

Document Name 2 Document Tag 2 Date from 2 Dateto ?
| SEXz— ) ]
Actual path: Root folder/Data Flows
Name & W Y  Version & W Y  Modification &4 W Author & W h 4
CEPS 29.09.2013 13:56:47 Dataprovider CEPS
RTE 29.09.2013 14:08:56 Dataprovider RTE
REN 29.09.2013 14:09:26 Dataprovider REN
National Grid 29092013 15:18:01 Dataprovider MNational Grid
TenneT DE 29.09.2013 15:28:00 Dataprovider TenneT DE
A0Hertz 29092013 15:28: 11 Dataprovider 50HzT
REE 29.09.2013 15:33:58 Dataprovider REE
Elering 29.09.2013 15:36:59 Dataprovider Elering OU
APG 29.09.2013 15:39:09 Datapravider APG
SEPS 29092013 18:49:13 Dataprovider SEPS

Rows perpage ' 10 | 25

-

T 1)

Figure 33
Document Management System
Document Name 7 Document Tag 7 Date From 7 Date To ?
| i NECE ]
Actual Path: Root folder/Data Flows/SEP S Upload New File
?
Name & W Y  SystemVersion 4 W h 4 Modification &4 W Author & W h §
Publication Market Document 27.07.2014 07:56:03 SEPS
Configuration Market Document 27.07.2014 09:59:15 SEPS
Transmission Market Document 27.07.2014 10:29:46 SEPS
GL Market Document 27.07.2014 12:22:14 SEPS
Rows perpage |10 |25 | &0 | [100 1

Figure 34
Document Management System
Document Name 7 Document Tag 7 Date From 7 Date To ?
| ECETI ] ]

Upload New File

Actual Path: Root folder/Data Flows/SEP 3/Transmission Market Document

?
Name & W Y  System Version & W b 4 Modification & W Author & W h §
014 27.07.2014 10:29:46 SEPS
Rows perpage ' 10 |25 50 100 1
Figure 35

> 40 <



EMFIP UNICORN systems

EMFIP Documentation
Administration Guide v4.3

Document Management System

Document Name 7 Document Tag 7 Date From 7 Date To ?
| ] [zoan @] @
Actual Path: Root folder/Data Flows/SEP S/Transmission Market Document/2014 Upload New File
?
Name & W Y  System Version &4 W Y Madification & W Author & W h 4
7 27.07.2014 10-29:46 SEPS
Rows per page ' 100 25 50 100 1
Figure 36

Document Management System

Document Name 7 Document Tag 7 Date From 7 Date To ?
| i ECZ——) ]
Actual Path: Root folder/Data Flows/SEP S/Transmission Market Document/2014/7 Upload New File
?
MName & W Y  System Version &4 W h 4 Modification & W Author & W h i
27 27 07 2014 10-29-46 SEPS
Rows perpage 10 |25 50 100 1
Figure 37
Actual Path: Root folder/Data Flows/SEP S/ Transmission Market Document/2014/7/27 Upload New File
?
Mame & ¥ Y System Version & W b 4 Modification &4 ¥ Author & W Y
18_v1 xml 1 27.07.2014 10:29:46 SEPS LAY A
164_v2 xml 1 27.07.2014 10:40-23 SEPS * 7S+
18_v3.xml 1 27.07.2014 10:40:37 SEPS s 2+
84_v1 xml 1 27.07.2014 13:31:45 SEPS s 75+
Rows perpage ' 10 25 50 100 !
Figure 38
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Document Management System

Document Name 7 Document Tag 7 Date From 7 DateTo ?
ECETI ) ]
Actual Path: Root folder/Data Flows/SEP S/Transmission Market Document/2014/7/27 Upload New File
?
MName & W Y  System Version 4 W b 4 Modification & W Author & W A 4
18_v1.xml 1 27.07.2014 10:29:46 SEPS y 5 -
File Overview
Creation: 27.07.2014 10:29:46 Tag
File size: 5,53 KB
File Description
164_v2.xml 1 27.07.2014 10:40:28 SEPS A AN
18_v3.xml 1 27.07.2014 10:40:37 SEPS 3
84_v1.xml 1 27.07.2014 13:31:45 SEPS A2
Rows perpage 10 25 60 100 1
Figure 39

3.3.5 Upload new file

Upload of new files into DMS is available for insertion of new Static content pages. Window for file selection is available
when Browse button is selected. Metadata section is prepared for insertion of other types of documents like report
templates (Ad-hoc reporting is not part of EMFIP R2 release).
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@ Close without saving

New file

File: *

| oo

Description:

Metadata

MName Add Entry

+ X

* - required field

Figure 40

3.4 Allocations

Besides the Configuration Matrix, Managing Allocations (covering also Auctions) is an important part of the system.
There are Allocation Definitions and Allocation Instances (forming Allocation Calendar) that are used to handle this
area.

> Duplicate validation

This validation is applied only for creation of Allocation Instances and Allocation Definitions via GUI and for submission
of Allocation Instance XML document. The validation checks whether there is a same active Allocation Instance or
Allocation Definition, i.e. with same combination of Allocation Type, Contract Type, Delivery Period, Capacity Product
(InArea, OutArea, Currency, Class. Cat. and Class. Sequence.).

3.4.1 Allocation Definition

Allocation Definition serves as a template. This template defines the Type of Auction, Contract Type (Daily Auction,
Monthly Auction, etc.) along with Capacity Products (e.g. border CZ-SK, product Base, round 1 in EUR).

Also, a set of time intervals (Delivery, Allocation, Bidding Periods), corresponding to the first instance of the allocation,
are defined here, so that the system could use them as a baseline for automated generation of Allocation instances in
the Allocation Calendar.

3.4.1.1 Overview
To open the Allocation Definition overview, go to the Administration menu and choose Allocation Definition.
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'ﬁ‘ Load 2  Generation 2  Transmission »  Balancing » Outages »  Congestion Management 2 | Administration

Application Management and Settings Data Administration Monitoring
Document Management System Application Settings Configuration Matrix Data Flow Monitoring
Update Static Content Manual File Upload Other Monitoring
Organization Management Allec ation Definition Audit Log
Role Management Allocation Calendar System Unavailability
Human User Management Reference / Master Data Download Statistics
Machine User Management MNews

Figure 41

The system shows the Allocation Definition overview (see the screenshot below). Details for each Allocation Definition
can be found in Details (click the plus icon).

Allocation Definitions

Auction D &4 W Y  Allocation Type & W Y  Contract Type & W h 4

A_D_SE4-SE3 Implicit Daily P X £ +
A_D_SE4-PL Implicit Daily P X 7 +
A_D_SE4-DK2 Implicit Daily P X £ +
A_D_SE4-DE(EON) Implicit Daily P X 7 +
A_D_SE3-SE4 Implicit Daily P X £ +
A_D_SE3-SE2 Implicit Daily P X £ +
A_D_SE3-NO1 Implicit Daily P X 7 +
A_D_SE3-FI Implicit Daily P X 7 +
A_D_SE3-DK1 Implicit Daily P X 7 +
A_D_SE2-SE3 Implicit Daily P X 7 +

Definitions per page (10 25 |50 100 1 2 3 4 5 n n
Figure 42

3.4.1.2 Capacity Product

Before Allocation Definition and Allocation Instance are described, it is necessary to clearly explain the term Capacity
Product.

The Capacity Product consists of:
> InArea
> OutArea
> Currency
> Classification Category (e.g. Base)
- Not used for implicit auctions
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> Classification Sequence (round of auction, e.g. 1, 2)

- Not used for implicit auctions

For an example, look at the following Capacity Product:

InArea (CZ), OutArea (SK), Classification Category (Base), Classification Sequence (1).

This capacity product can be easily added for example to Monthly Explicit Auctions or Yearly Explicit Auctions. It is a
“component” that can be used in several Allocation definitions of different types.

3.4.1.3 Creating Allocation Definitions

On the Allocation Definition screen, click "Create New Allocation Definition". In the new Allocation definition window,
you have to complete all mandatory fields.

Available fields in common part of the screens are:
> Allocation ID
- This is the name of the Allocation Definition and must be unique.
Description - optional
Allocation Type (records in tab Data ltems are filtered according to selection)
- Explicit
- Implicit
> Allocation Sub-Type - optional
- For Explicit auctions

- Shadow auction (when set, delivery of data for the Allocation Instance is not mandatory and not mon-
itored).

- Not specified
- For Implicit auctions

- Market coupling

- Market splitting

- Not specified

> Allocation Mode - optional

- Auction (2nd criterion first come — first served)
— Auction (2nd criterion pro rata)
- First come —first served
- Prorata

- Continuous (when set, delivery of some data for the Allocation Instance is not expected or moni-
tored).

> Contract Type (records in tab Data Items are filtered according to selection)

- The Contract Type determines the length of the Allocation’s delivery period (e.g. Daily, Weekly, Monthly,
Yearly), exception being weekend allocations

- If recurring is used, the Allocation Instance is created according to Contract Type (e.g. Daily, Yearly)
User needs to fill in quite a lot of other settings. To save the space, several tabs with other information are provided :

> Periods Tab
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UNICORN|Systems

@ Close without saving changes

New Allocation Definition

Allocation D: *

Description:

Allocation Type: *

Allocation Sub-type:

Explicit

u Mot specified

Allocation Mode:

Contract Type: *

Lnknown

B | oaiy

Specifications

Periods Recurrence

Time Zone: *

Capacity Products

CET/CEST

Delivery Period Start: *

Delivery Period End: *

Data Items

02.07.2014

Bl | 02072014

Allocation Period Start: *

Allocation Period End: *

02.07.2014

g | 02072014

Bidding Period Start:

Bidding Period End:

* - required field

— Time Zone

Save changes and close

Figure 43
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o

o

User needs to select the Time Zone for which data for Allocation Instance will be delivered (data
are submitted using UTC, but for a business time of given time zone)

The selection also affects list of Intraday periods in case that Intraday Contract type is selected.

— Delivery Period Start / Delivery Period End

o

The Delivery Period is the time interval when the capacity is going to be used. This time interval
in the Allocation definition is the very first interval that is going to be used by the automatic sched-
uler to create new Allocation Instances. The period may shift based on the selected Contract
Type.

The Delivery Period is an important period which must be present in the XML file when auction

Data Items are sent to the system. Together with capacity products it is used for recognition of
corresponding Allocation Instance.

Please note that the length of interval does not have to match with the length of selected
Contract Type. It is possible for example use Weekly Contract Type but have a delivery period
just for a weekend.

— Intraday Delivery Period

o

Specification of Delivery period in case that selected Contract type is Intraday. User has to select
required intraday period from list of available periods (loaded from register “IntradayPeriod”).
When required intraday period is not offered, it has to be created in reference data.

For hourly intraday periods the user needs to create 25 Allocation Definitions. Each of them will
differ only in Intraday Delivery Period. The one extra period (dedicated for Daylight saving time =
DST) is used only when applicable.

Periods Recurrence Capacity Products Data ltems
Time Zone: * Intraday Period: *
CET/CEST v | [+ |
00:00-01:00
Delivery Period Start: *
01:00-02:00
27.07.2014 |
| ﬂ‘ 02:00-03:00
Allocation Period Start; * 02:00-03:00D5T
97 07.2014 m‘ | 03:00-04:00
04:00 - 05:00
Bidding Period Start: 05:00 - 06:00
| | | 06:00 - 07:00
07:00-08:00
08:00-09:00
* - reguired field 09:00-10:00
10:00 - 11:00
T
Figure 44

— Allocation Period Start / Allocation Period End

@)

The time period when the attribution of capacities to the participants is realized. The period may
shift (in Allocation Instances) based on the selected Contract Type when recurrence is enabled.

Deadlines for data delivery (data for Allocation Instances) which are set in Configuration Matrix
are related to this period (exception is done for intraday Data Items where the relation is to De-
livery Intraday Period). For example If Gate Closing rule in Configuration Matrix is set as “End:
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D+0 H+1%, then the deadline for data delivery is one hour after specified Allocation period of given
Allocation Instance.

— Bidding Period Start / Bidding Period End - optional
o The time period when market participants can submit bids. The period may shift based on the
selected Contract Type when recurrence is enabled. A new Allocation Instance using shifted pe-
riods is created a given number of days in advance.

> Recurrence tab

Specifications

Periods Recurrence Capacity Products Data Items
Walid From: * Walid To
01.01.2014 g 31.12.2015 =82}

*

Recurrence Recurrence Relative Days Ahead

Enabled [ v JIED

* - required field

Save changes and close

Figure 45
— Valid from / Valid to

o The time interval that defines the period of validity. When the period is over, no new Allocation
instances are created in the Allocation Calendar.

— Recurrence tab

o When enabled, new Allocation Instances (in the Allocation Calendar) are automatically generated
based on the template (Allocation Definition). For automated generation, "Recurrence Relative
Days Ahead" must be specified.

- Relative Days Ahead

o Specifies how many days before Delivery period the Allocation Instance should be automatically
created.

> Capacity Products tab
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Specifications

Periods

In Area Y

BZM|LY
BZM|EE
BZM|LY
BZM|EE
BZM|ML
BZM|GE
BZM|GE
BZMIFR
BZM|UA

BZMISK

Products per page

UNICORN Systems

Recurrence Capacity Products Data ltems

Selected Capacity Products®

In Area Out Area Currency Class. Cat. Class. Seq.
BZM|LY BZM|EE EURD Peak 1 X
BZM|EE BZM|LY EURD Peak 1 X

Available Capacity Products

Class.  Class.
Cut Area Y  Currency

Cat. Seq.
BZNIEE EURO  Peak 1 v
BZNILV EURO  Peak 1 v
BZN|EE EURO E:ak 1 v
BZNILV EURO Sjak 1 v
BZN|GB EURO  Base 2 v
BZNINL EURO  Base 2 v
BZNIFR EURO  Base 2 v
BZN|GB EURO  Base 2 v
BZNHU EURO  Base 1 v
BZNIPL EURO  Base 1 v
10 25 50 112 '3 (4 |5

Figure 46

— Products can be selected from a list of available Capacity Products. When you make your selection in the table
(using the icon), the selected Capacity Product appears in the “Selected Capacity Products” table. If the required
Capacity Product is not available, reference data (register Capacity Product) must be extended.

> Data Items
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Periods Recurrence Capacity Products Data ltems

Data ltem Mame Data Provider

Offered Day-ahead Transfer Capacity [11.1]

Explicit Allocations - Use of the Transfer Capacity
[12.1.A] (daily)

Explicit Allocations - Auction Revenue [12.1.A] (daily)

Total Capacity Already Allocated [12.1.C] (daily)

Transfer Capacities Allocated with Third Countries
[12.1.H] (daily)

* - required field

Save changes and close

Figure 47

— The list of available Data ltems (filtered according to Allocation Type and Contract type) is available on “Data
Iltem” tab. Data Providers responsible for delivery data should be associated to these Data Items. At least one
Data Item should have a Data Provider associated.

— Data Provider must be associated to areas of selected Capacity Products

— There is specific feature for Auction revenue data, see 3.4.4 Submission Type Setting for Auction Revenue for
more information.

> Allocation Definition with the same combination of Allocation Type, Contract Type, Delivery Periods, Capacity Prod-
ucts (InArea, OutArea, Currency, Class. Cat. and Class. Sequence.) cannot be saved. If an Allocation Definition
with with this combination of these attributes already exists, message “Allocation Definition with the given combina-
tion of delivery period, contract type and capacity products already exists in the system (ID: <AllocationDefini-
tionlD>).” is displayed.

3.4.1.4 Editing Allocation Definitions
The Administrator or Data Provider roles may click the “Edit” button (the pencil icon) to update allocation definitions.
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ﬁ‘ Load 2  Generation 2  Transmission 2  Balancing 2  QOutages 2  Congestion Management 2 = Administration

Application Management and Settings Data Administration Monitoring
Document Management System Application Settings Area Management Data ltem Monitoring
Update Static Content Configuration Matrix Data Flow Maonitoring
Organization Management Manzage Reference Data Gate Closure Monitoring
Role Management Manual File Upload Audit Log
Human User Management Allocation Definition System Unavailability
Machine User Management Allocation Calendar
Allocation Definitions

AuctionlD & W Y  Allocation Type & W Y  Contract Type & ¥ Y

A_ID_CZ-5K_23-00 Implicit Intraday P X £ +
A_ID_CZ-SK_22-23 Implicit Intraday P X
A_ID_CZ-SK_21-22 Implicit Intraday P X £ +
A_ID_CI-SK_20-21 Implicit Intraday P X £ +
A_ID_CZ-SK_19-20 Implicit Intraday P X 7 +
A_ID_CZ-SK_18-19 Implicit Intraday P X &£ +
A_ID_CZ-SK_17-18 Implicit Intraday P X &£ +
A_ID_CZ-SK_16-17 Implicit Intraday P X £ +
A_ID_CZ-SK_15-16 Implicit Intraday P X 2 +
A_ID_CZ-SK_14-15 Implicit Intraday P X &£ +

Definitions per page ' 40 25 50  [100 1 2 3 4 5 u a
Figure 48

A window appears which is the same as the Create New Allocation Definition window, but populated with already saved
values.

Please note that if Recurrence is enabled for an Allocation Definition, updates of the Allocation Definition (Allocation
Instance template) will appear only in new Allocation Instances. Any previously created Allocation Instances are not
affected.

3.4.1.5 Deleting Allocation Definitions

Allocation Definition can be removed even if Allocation Instances were created based on the definition (there is no link
after the creation of Allocation Instance).

When the Allocation Definition is not needed any more, its Time Validity should end or the definition should be removed.

3.4.1.6 Relation to Configuration Matrix

Despite the fact that Data Providers and Time zones are defined directly on each Allocation definition / Instance. There
are still rules that needs to be defined in Configuration Matrix.
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Configuration matrix rules are defined only on a level of the complete Data Item and therefore the settings affects all
Allocation Instances that cover the given Data Item.

Explicit Allocations - Auction Revenue [12.1.A] (daily)

Change

Domain: Transmission Show default values

Actual Rules Inherited rules  Rules with different time validity

Submission Gates and Publication

Gate Closing #" Publication Time | #*

End: D + 0 1 hours 0 minutes ASAP - received

Walid- 01.01.1900 to Infinity Walid- 01.01.1900 to Infinity
Figure 49

3.4.2 Allocation Calendar managed in GUI

The Allocation Calendar consists of Allocation Instances (representing a real-world allocations). Please understand

that an Allocation Instance is basically configuration specifying what data should be delivered when and by which Data
Provider.

Each Allocation Instance is uniquely identified by its combination of the Allocation ID and the Delivery Period time
interval.

Please note that if there is no Allocation Instance in the Allocation Calendar (for example for the future), the XML file
with data (for example for the Offered Capacity) will be rejected with the “no capacity product instance found” message.
A Capacity Product Instance is basically a Capacity Product for a defined Delivery period.

3.4.2.1 Overview

The Allocation Calendar is available from the Administration menu.

/ﬁ Lload »  Generation »  Transmission » Balancing » OQutages 2  Congestion Management - | Administration

Application Management and Settings Data Administration Maonitoring
Document Management System Application Settings Configuration Matrix Data Flow Monitoring
Update Static Content Manual File Upload Other Monitoring
Organizaticn Management Alloc ation Definition Audit Log
Role Management Alloc ation Calendar System Unavailability
Human User Management Reference [ Master Data Download Statistics
Machine User Management News

Figure 50

The Allocation Calendar screen is quite similar to the screen with Allocation Definitions list. There is only one more
column for Delivery Period and extra icon for cancelling of allocation. A combination of an Auction ID and a Delivery
Period creates a unique record in the Allocation Calendar.
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Allocation Calendar

[ ECETI -1 > 1 ¢ |ECETR-| > |

Auction D 4 W ¥ Allocation Type 4 W ¥ Contract Type 4 W ¥ Delivery Period

BE FR Explicit Intraday 01.01.2014 17:00 - 01.01.2014 18:00 (CET/CEST) e 7 +
A_M_UAHU Explicit Monthly 01.09.2014 - 01.10.2014 (CET/CEST) e 75 +
A_M_SK-PL Explicit Monthly 01.09.2014 - 01.10.2014 (CET/CEST) e 7 +
A_M_SK-HU Explicit Monthly 01.09.2014 - 01.10.2014 (CET/CEST) e 7 +
A_M_SK-CZ Explicit Manthly 01.09.2014 - 01.10.2014 (CET/CEST) e 75 +
A_M_SHT Explicit Monthly 01.09.2014 - 01.10.2014 (CET/CEST) e 7 +
A_M_SI-HR Explicit Monthly 01.09.2014 - 01.10.2014 (CET/CEST) e 7 +
A_M_SI-AT Explicit Manthly 01.09.2014 - 01.10.2014 (CET/CEST) e 7 +
A_M_RS-HU Explicit Monthly 01.09.2014 - 01.10.2014 (CET/CEST) e 7 +
A_M_RO-HU Explicit Monthly 0109 2014 - 0110 2014 (CET/CEST) e 7 +
Instances perpage |10 25 50 100 1 2 3 4 5
Figure 51

In case the number of the filtered allocation instances available on the UC exceeds 10 000, the displayed records on
the UC will be limited to 10 000 and a notification: “Number of displayed instances is limited to 10 000. Please use the
filters for searching of Allocation Instances.” will be displayed.

Click the "Detail" button (the plus icon) to see instance details. There are important differences comparing to details of
Allocation Definition.

The detail displays all configured Capacity products including derived Capacity products (without sequence, oriented
borders or non-oriented borders).
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Allocation Calendar

n | 09.07.2014 ﬂ| n to n | 09.07.2014

Allocation Type & W
AuctionlD & w F

=] > | eer |

Contract Type & W

Delivery Period

UNICORN\Systems

Create New Allocation Instance

i i
Guide Explicit Monthly 01.07.2014 - 01.08.2014 (CETICEST) e 5 =
Allocation Info Time Intervals
Allocation Type: Explicit Delivery Period: 1.7.2014 to 1.8.2014
Allocation Sub-type: Not specified Allocation Period: 9.7.2014 to 9.7.2014
Allocation Mode: Unknown Bidding Period: -
Contract Type: Monthly
Status Code: ACTIVE
Description
Description:
Capacity Products
In Area OutArea Currency Classification Category Classification Sequence
BZN|SK BZN[HU EURC Base 1 +
BZN[HLU BZN|3SK EURO Base 1
Derived Capacity Products
Without Classification Sequence
In Area OutArea Currency Classification Category
BZN|SK BZN[HU EURC Base +
BZN[HLU BZN|SK EURC Base
Oriented Borders
In Area Out Area Currency
BZN|SK BZN[HU EURC
BZN[HU BZN|SK EURC
Mon-oriented Border
Border currency
BZMN[HU - BZM|SK EURC +
Figure 52

3.4.2.2 Creating Allocation Instances
There are three ways to create an Allocation Instance.

The first one has been described in the Chapter Allocation Definition.
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There is a scheduler that can automatically generate new Allocation Instances till the end of the Allocation Definition
validity. This option can be used for all recurring allocations. Once Recurrence is enabled in Allocation Definitions,
there is no need for the Data Provider to configure such allocations any more. Only exceptional cases have to be
handled in the Allocation Calendar.

The second, “manual” option should be used when the expected allocation is exceptional and shows no signs of
recurrence.

> |n the Allocation Calendar window, click "Create New Allocation Instance".
> Select between “Empty” and “from Allocation Definition (Template)” choice for the creation

— If “from Allocation Definition (Template)” option is selected, the form is populated with the data defined in the
selected template, but the values can be modified. Actually, such modifications are expected, because user
should specify required periods and possibly other data (when generating instances manually). Available fields
have the very same meaning as in the Allocation Definition. Note that when an Allocation Instance is
changed, the associated template (Allocation Definition) is not updated. Click the “Save changes and
close” button to save your configured Allocation Instance.

The third option is management of Allocation Calendar using XML files. This option is shortly described in next chap-
ter.

Allocation Instances with the same combination of Allocation Type, Contract Type, Delivery Periods, Capacity Products
(InArea, OutArea, Currency, Class. Cat. and Class. Sequence.) cannot be saved. If an Allocation Instance with with
this combination of these attributes already exists, message “Active Allocation Instance with the given combination of
delivery period, contract type and capacity products already exists in the system (ID: <AllocationlnstancelD>).” is dis-
played. This validation is skipped for Allocation Instances created by the recurring job.

3.4.2.3 Editing Allocation Instances

Click the “Edit” button on the Allocation Calendar screen. The editor window appears. Fields and their meanings are
the same as explained in Chapters Creating Allocation Instances / Allocation Definition.

3.4.2.4 Cancelling Allocation Instances

Click the “Cancel” button on the row of selected Allocation Instance in Allocation Calendar screen. The Allocation is
cancelled immediately and can be activated again if needed (“cancel” button is changed to “reactivate”).

When allocation is cancelled, it remains visible in Allocation calendar, just the status (visible in icon) is changed. If there
are already data delivered for the Allocation Instance, the record does not disappear from the Data View.

It is not possible to send data for cancelled Allocation Instance. Such file would be rejected because no valid configu-
ration would be found (since it was cancelled).

3.4.2.5 Deleting Allocation Instances

Allocation Instance cannot be deleted, just cancelled.

3.4.3 Allocation Calendar managed by XMLs

In addition to management of Allocation calendar in GUI, there is also a possibility to manage the calendar using
submission of XML files that can create, update or cancel records in Allocation Calendar.

XML files need to follow allocation-configuration.xsd file which was created by system vendor. It is not an ENTSO-E
standard.

Management via XML files can do most of actions that can be done in GUI. But there is one main difference:
> Allocation Instance is always created as “Empty”. Allocation Definition (template) cannot be used.

More details about the structure of XML files is available in separate document called “UNI-1-allocation-configuration-
document”.

> Validation against duplicate allocation:

It is not possible to upload Creation message of Allocation Instance in case of already existing active one with the same
combination of Allocation Type, Contract Type, Delivery Periods, Capacity Products (InArea, OutArea, Currency, Class.
Cat. and Class. Sequence.).
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3.4.4 Submission Type Setting for Auction Revenue

Data for Data Item [12.1.A] EXPLICIT ALLOCATIONS — AUCTION REVENUE can be delivered in two submission
modes:

> Oriented border (derived Capacity product),
> Standard Capacity product.

The differences between these modes and how data are processed and published is described in the EMFIP R2 - FSP
- 02Dataltems_DataFlows, chapter Transmission Domain - [12.1.A] EXPLICIT ALLOCATIONS — AUCTION REVE-
NUE.

3.4.4.1 How to set the Submission Mode in Allocation Definition or Allocation Instance:

When added Data Provider for 12.1.A — Auction Revenue in Allocation UC on the tab Data Items, the submission mode
has to be set.

Specifications

Periods Capacity Products Data ltems

Data Item Name Data Provider

Offered Day-ahead Transfer Capacity [11.1]

Explicit Allocations - Use of the Transfer Capacity
[12.1.A] (daily)

Explicit Allocations - Auction Revenue [12.1.A] (daily) 50Heriz

Capacity Product Submission Type:

Total Capacity Already Allocated [12.1.C] (daily)
Oriented Border

Transfer Capacities Allocated with Third Countries Standard
[12.1.H] (daily)

* _ required field

Save changes and close

Figure 53

This ensures that Data Item Monitoring will monitor data correctly according to the set mode.

3.4.4.2 Submission Type Recognition during Processing:

When the mode is set for Auction revenue data then submitted data has to correspond to the set mode otherwise is
rejected by the system. The way of submission is recognized based on elements in submitted XML file.
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Standard (Standard Capacity Product)
In this case XML file has to contain following elements in order to recognize a capacity product:

e Classification Category
e Classification Sequence

Please note, when the user sends XML containing only one option element, then XML is recognized as Oriented
Border data.

Below you can find example of that file:
<TimeSeries>
<mRID>1</mRID>
<auction.mRID>A_D_AT-CZ</aucticn.mRID>
<auction.type>A@2</auction.type>
[<auction.category>ABl</auction.category>
<businessType:B@7</businessType>
<in_Domain.mRID codingScheme="ARL">10YAT-APG------ L</in_Domain.mRID>
<out_Domain.mRID codingScheme="AB1">18YCZ-CEPS----- N</out_Domain.mRID>
<contract_MarketAgreement.type>ABl</contract_MarketAgreement.type>
<currency_Unit.name>EUR</currency_Unit.name>
<price_Measure_Unit.name>MwWH</price_Measure_Unit.name>
[<classificationSequence AttributeInstanceComponent.position»1</classificationSequence AttributeInstanceComponent.position>
<curveType»AB3</curveType>
<Periods
<timeIntervals:
<start>2013-12-31T23:88Z</start>
<end>»2814-81-81T23:86Z</end>
</timeInterval>
<resolution>PTE8M< /resolutions
<Point>
<position>1</position>
<price.amount>51</price.amount>
</Point>
<Point>
<position:2</position:
<price.amount»52</price.amount>
</Point>

Figure 54

Oriented Border

If XML file does not contain both option elements, then is recognized as Oriented Border data because the Capacity
product cannot be determine.

3.5 Configuration Matrix

The Configuration Matrix is the most important part of the system from the configuration point of view. There are con-
figurations for all Data Items and for all combinations of Business Dimensions (BDimensions).

The purpose of CONFIGURATION MATRIX iS:
> To provide Default settings for Data Items
> To enable easy configuration updates

> To use as few configurations as possible (Inheritance of Configuration)

The link to the Configuration Matrix is available in the Administration Menu
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/ﬁ‘ Load 2  Generation 2  Transmission 2 Balancing »  Outages »  Congestion Management » = Administration

Application Management and Settings Data Administration Monitoring
Document Management System Application Settings Configuration Matrix Data Flow Monitoring
Update Static Content Manual File Upload Other Monitoring
Organization Management Allec ation Definition Audit Log
Role Management Allocation Calendar System Unavailability
Human User Management Reference / Master Data Download Statistics
Machine User Management News

Figure 55

3.5.1 Selecting Data Items

When Configuration Matrix is selected from Administration menu, the Data Item selection screen appeatrs.
The user can filter required data in Configuration Matrix with three options
> Only configured

— Configuration Matrix will display only those combinations of Business Dimensions (e.g. borders) where the
user’s Data Provider is set.

— This is a default filter for Data Provider role
> My Areas and Borders

—  With this option the user will be able to work with combinations of Business Dimensions that are relevant to
user’s Organization. The filtering is based on relation of Organization and Areas in Organization Management.

— Example: The German TSO ,TenneT DE" has no relation to area of Greece. Therefore the CMatrix will not offer
any records related to greek areas or borders.

> All
— All records are available in Configuration Matrix
— Only possible option for Administrator
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Choose Data Item to Configure

Search Data Iltem

Type Data ltem name to configure

Data Item filters
® Only configured ® My areas and borders

Browse Data ltems

Load

Generation

Transmission

Congestion management

Balancing

Outages

Figure 56

There are two ways to select a Data Item.
> Selection from the list of related Domains
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Choose Data Item to Configure

Search Data Item

UNICORN|Systems

Type Data Item name to configure

Data Item filters
' Only configured ('My areas and borders

Browse Data Items

Load

Generation

Transmission

Congestion management

¥ Balancing
Data item 4

Data item 13
Data item 75

Qutages

Figure 57

> Search

- Note that the characters you specify are searched for in the middle of Data Item names as well.
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Choose Data Item to Configure

Search Data ltem
load|

Actual Total Load [6.1.A]

Day-ahead Total Load Forecast [6.1.8]
Manth-ahead Total Load Forecast [6.1.0]
Week-ahead Total Load Forecast [6.1.C]

“ear-ahead Total Load Forecast [6.1.E]
Day-ahead Total Load Forecast [6.1.5]

VWeek-ahead Total Load Forecast [6.1.C]

IMonth-ahead Total Load Forecast [6.1.0]

Year-ahead Total Load Forecast [6.1.E]

Year-ahead Forecast Margin [8.1]

=+ Transmission

=+ Outages
<4 Generation

= Balancing

-+ Congestion

Figure 58

3.5.2 Business Dimensions

The Business Dimension is an important term in the configuration of the EMFIP system. Business Dimensions are
sometimes considered the most important attributes of Data Items. Rules can be used to define special behavior for
combinations of these attributes. These are usually called “Combinations of Business Dimensions”.

The screen in the next Chapter provides a table listing many combinations of BDimensions. There can be a different
configuration for each of them. For the Data Item “Physical Flows [12.1.G]”, there are two BDimensions: InArea and
OutArea (forming a border).

3.5.3 Inheritance of Configuration

The fact that the configuration can be inherited is an important part of the whole idea of the Matrix.

It should be stressed that there is always a combination of BDimensions with the value ALL. The configuration
for this combination of BDimensions affects all sub-configurations.

In the following example, one Data Provider delivers data for all borders of Country CH (Switzerland). The Data Item
has two BDimensions (In and Out Areas). It is possible to configure the Data Provider just once for the combination of
BDimensions CH-ALL. All borders will have the same inherited configuration. It is not necessary to configure the same
Data Provider for each border.
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Physical Flows [12.1.G] chanae

Domain: Transmission Show default values

InArea & W Y OutAreas ¥ h §

BZM|CZ ALL +
BZMICZ BZMIDE-AT-LU +
BZM|CZ BZMIPL +
BZNICZ BZMISK +
BZMILV ALL +
BZHILV BZMIEE +
BZMILV BZMILT +
BZMIME ALL +
BZMIME BZMIRS +
BZMIME BZMIBA +

Rows perpage |10 25 | 50 100 112 /3| 4 5 u u

Figure 59

The very same idea is used for Data Items that have more than two BDimensions. Note that in this case, the row with
the value ALL in the second Business Dimension will affect not only all combinations with the second BDimension, but
also with all values of the third BDimension.

Amount of Balancing Reserves Under Contract [17.1.B] (hourly) change

Domain: Balancing Show default values

Market Balance Area 4 W Y ReserveType & W Y  Base Reserve Source 4 W Y

MBAJAT Affects all other combinations ALL +
MBAJAT Automatic Frequency Pzoisiation Reserve (aFRR) ALL +
MBAIAT Automatl Frequency Restoration Reserve (aFRR) Generation +
MBAJAT f.utomatic Frequency Restoration Reserve (aFRR) Load +
MBAJAT Frequency Containment Reserve (FCR) ALL +
MBAJAT Frequency Containment Reserve (FCR) Generation +
MBAJAT Frequency Containment Reserve (FCR) Load +
MBAJAT Manual Frequency Restoration Reserve (mFRR) ALL +
MBAJAT Maaual Frequency Restoration Reserve (mFRR) Generation +
MBAJAT Manual Fregeancy Restoration Reserve (mFRR) Load +

Rows perpage [0 25 | 50 | 100 1 2 3 4 5 n
Figure 60
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UNICORN\Systems

The following diagram describes the Inheritance of rules in terms of Time Validity.

InArea OutArea Intraday
Period

Business Dimensions Rule with Time validity
(e.g. Publication Time)

Time of validity

¢

TOD | ==

ALL ALL ALL

=

Inhereted from default
combination of BDimensions

@ @ @ [Eon -2

DE ALL ALL

[ BEGIN + 1H

/

New value of the rule on given
combination of BDimensions

BEGIN + 1H

@ @ @ [ e l
[ As soon as received ]
DE Ccz ALL

@ @ @ [ BEGIN + 2H [ As soon as received l BEGIN + 1H
BEGIN + 3H [ ]
DE cz Gate 1 BEGIN + 5H ] m

Time validities in
singler rule shall not
overlap each other.

BEGIN + 3H

I BEGIN + 5H ]

Figure 61

Another diagram for a special Data Provider rule (several other rules are associated with this rule).
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Business Dimensions Rule with Time validity
(Data Providers)

InArea OutArea  Intraday
Period Time of validity

¢

@ @ @ DP NordPool

ALL ALL ALL @ @

% Inhereted from default

combination of BDimensions
DP NordPool

@OD | o= G

DE ALL ALL

DP NordPool

mNE BO C4

DP NordPool DP NordPool
@ @ @ ABEACcE A B C4
DE Ccz ALL
DP NordPool [ ]
DP NordPool m

Same data providers
on single combination
of BDimensions can
not overlap each other

DP NordPool DP NordPool
Al B8 ©CN ANEBECH

There can be several same
Data providers with different
settings on a single combination
of BDimensions

Figure 62

3.5.4 Rule-based Configuration

Configurations can be updated using Rules. A Rule defines behavior of data processing, displaying, monitoring or
sending of messages.

For example, the “Gate Closing” rule defines values that are used by Monitoring. It specifies at what time the submission
gate should close.

Rules defined on a level of Data Item
> Values are internal and cannot be changed in GUI
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— Time Aggregation — an internal rule that is not available on the screen. It manages aggregation from the Sub-
mission Resolution into Publication Resolution (for example submission is in PT30M and data should be pub-
lished in PT60M). Typically set to SUM or MIN (for NTCs).

— Be aware that there is no defined algorithm for aggregation of Price. Therefore Data Items that use price
have to be submitted in the same resolution as in which they are published.

— Time Disaggregation (where applicable) — Data disaggregation follows the similar logic: if data is sent in for
example Submission Resolution PT15M and the Publication Resolution is PT1M, disaggregation is performed
based on the defined disaggregation Algorithm (AVERAGE, SAME)

— Monitoring — when set to “Off”, the monitoring of data delivery is not performed for the complete DI. This is used
for example for Outages or some balancing Data Items.

Rules available to users are divided into three sections:

> Submission Gates and Publication

> General

Gate Opening — a rule that allows to set a relative time of the Submission Gate Opening. Data delivered
before the gate is opened are accepted with warning. The relative time can be set with respect to the
Beginning or End of Data Item Time Interval (MTU, day, month etc.)

Gate Closing — a rule that allows you to set a relative time of the Submission Gate Closure. The relative
time can be set with respect to the Beginning or End of Data Item Time Interval (MTU, day, month etc.).

Publication Time — a rule that allows to set the Time of Data Publication. Similarly to the Gate Closing rule,
the relative time can be set with respect to the Beginning or End of Data Item Time Interval. There is also
the ASAP option (used in most of configurations), which indicates that the data should be available in the
Data View as soon as the file is processed.

Publication — Aggregation Completeness — a rule which defines whether values based on incomplete ag-
gregation can be published. Settings “No” means that if value should be calculated as a SUM of four values
but just three were delivered, the value is published anyway. It affects both aggregation of SubAreas/Sub-
Borders and aggregation of Data Providers. When set to “No”, system will publish data even from single
SubArea from single Data Provider.

Aggregation of SubAreas/SubBorders (SubDimension) Algorithms — a rule created for management of
Aggregations. A typical example is the border DE-CZ, which actually consists of two borders: (DE(50HzT)-
CZ and DE(TenneT)-CZ. This rule allows you to specify an algorithm to be used for aggregation. In this
example, the SUM algorithm should be used, so that the complete border DE-CZ is correctly calculated.
This functionality is closely related to Configuration link (also used for aggregations). Aggregation of Sub-
Dimensions has to be set (value different from “none”) so that Configuration Link would be available.

Aggregation of several Data Providers Algorithm — applicable when more than one Data Provider submits
data for the same area or border and Time Interval. The Value Minimum is an example for managing the
minimum calculation for NTC Data items. Nevertheless this rule is most typically set to “none” which means
that priorities of Data Providers are used.

Data Item Time Interval — The Data Item Time Interval defines the length of period that should be covered
by data. It is a Time Dimension of the Data Item. The Time Dimension is important for Data Items of
archetype “standard” because it is used for monitoring of data delivery. For example Physical flows
[12.1.G] has Data Item Time Intervals set to MTU which means that system expects data for each Market
Time Unit. Another case can be Week-ahead Total Load [6.1.C] with value of the rule set to Week which
indicates that system monitor delivery of data for each week.

Note that Gates and Publication Time rules are related to this value. They use Beginning and End terms
based on the value of Data Item Time Interval. When END + 1 day is set in Publication Time rule, the END
means the end of Data Item Time Interval, for example a week.

Publication resolution — this rule defines the number of rows to be displayed in a Data view. If the Publica-
tion resolution is PT15M, the Data View will typically show 96 rows in the Table view. The submission
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resolution is aggregated into Publication resolution (for example, data can be delivered for every 30
minutes, but the Publication resolution can be P7D).

- Time Zone — The time zone from which the data is sent. For example, data from Belgium is sent in the
UTC format, but its business meaning is related to the CET. This rule defines such a Time Zone.

- Price Type — arule designed for several Data Items in balancing domain. It defines what meaning has the
delivered price. The settings can be “Marginal” or “Average”

- Pricing Schema - a rule designed for Data Item 17.1.G. It defines whether values will be delivered with
Resolution of Source Type (generation, consumption) or without resolution of Source Type.

> Data Providers

- The Data Provider rule consists of several other rules that are related to the Data Provider.

o

(¢]

Data provider name

Priority — Priority 1 is the highest priority. Data from the Data Provider with the highest priority
is published.

Time Validity — interval in which the record of Data Provider is valid. The system will accept
data only for this time interval from the given Data provider.

Submission Resolution — the permitted resolution(s) in the XML file. If the delivered resolution
is different from this settings, the file is rejected. Nevertheless there are some Data Items
(with values delivered in curves) that do not use this validation because the Data view displays
whatever resolution that is submitted.

Missing Data Notification — When set to “No”, Problem Statement Documents are not sent to
Data Provider even if expected data are missing in the platform.

Warning Messages — When set to “No”, warning messages (e.g. too early submission) are
not sent to Message board

Netting — a rule designed just for Data Item “Physical flows”. It specifies if Data Provider de-
liver already netted or not netted values. Used for validations.

Consumption Capacity Type (“How is capacity submitted?”) — rule designed for Data Items
10.1.A and 10.1.B (Outages in Transmission grid) where two options of submissions are pos-
sible. The first is available capacity. The other one unavailable capacity. Unavailable capacity
is deducted from Installed capacity in the latter case (which creates the available capacity
value).

- The Configuration Link also consists of several other rules. The Configuration Link is used only for aggrega-

tions

Priority - Priority 1 is the highest priority. Data delivered by subject with higher priority are
published. Priorities are not used if rule Aggregation of several Data Providers is set differently
from “none”. Note that both Data providers and Configuration links can use priorities.

Assigned SubDimensions are SubAreas or SubBorders in most cases. SubDimensions are
offered mainly based on records in AreaToArea register. See the Configuration Link chapter
for more details.

Rules can be changed for any combination of BDimensions. When this is done, the configuration defined for
a given combination of BDimenstions has priority over the inherited one.

See for example values of the Gate Closing rule. Two rules are available for the same time (with overlapping Rule
validity), but the one on the second row is the original inherited rule (indicated by the info icon). The value on the first
row is defined specifically for this combination of BDimensions and therefore takes precedence.

When the validity of the value on the first row expires (in May 2015 in our example), the inherited rule will start to apply
to this Combination of BDimensions once again.
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Gate Closing

Time Expression

Elegin| u Day u . * 1

Time Validity

From: | 29.07.2014 28%)

Mote: Default settings is to infinity

Rule

Begin: D - 0 8 hours 0 minutes

Begin: D - 1 6 hours 0 minutes

Fows perpage 40 | 25 50 (100

UNICORN\Systems

6 h: |0 min
To
Rule Validity
31.07 2014 to Infinity ra
01.01.1900 to Infinity i
1
Figure 63

Rules can be edited when the pencil icon is available. These rights are assigned only to the Administrator. Rights for
Data Providers are very limited in this case. A user from Data Provider can only update records relevant to his own

Data Provider.
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Physical Flows [12.1.G] chanae

Domain: Transmission

InArea & W

BZN|CH

BZN|CH

Actual Rules

Submission Gates and Publication

Gate Opening #
Begin: D'+ 0 1 hours 0 minutes

Valid: 01.01.1900 to infinity

Aggregation Publication Completeness: Yes

rd
General

Agar. per SubAreas/SubBorders: None

Data ltem Intarval: MTU
Publication Resalution: PTGOM #

Time Zone: CETICEST #

Data Providers
Drata Provider 1 SWISSGRID

Priarity: 1

Add Data Provider
Add Configuration Link

Y Outhreas W

ALL

BZN|DE-AT-LU

Gate Closing &
End: D+ 01 hours 0 minutes

Valid: 01.01.1200 to infinity

UNICORN Systems

Show default values

Y

Inherited rules Rules with different time validity

Fublication Time #
ASAP - received
Walid: 01.01.1900 to infinity

Aggr. of several Data Providers : None &

MTU/BTU: PTEOM

Valid: 29.07.2014 to Infinity

Submission Resolution: PT30M

Figure 64

There is the “Show Default Values” button located in the upper right corner of the Configuration Matrix. When selected,
the Configuration Matrix shows the rules defined for this Data Item. These are the rules defined for a basic combination
of BDimensions (ALL, ALL for two BDimensions).

3.5.4.1 Configuration Link

Designed only for aggregations and available only for Administrator. The button for creation is available (visible) only
if value of rule “Aggregation of SubDimensions” (SubAreas, SubBorders) is differently from “none”.

The Configuration Link defines from which combinations of BDimensions (e.g. SubAreas or SubBorders) the value
should be calculated. The picture below shows that area Germany (DE) can be constructed from four control areas.
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@ Close without saving changes

Add Configuration Link

Priority:

Time validity:

From: | 09.06.2014 | iR m

Mote: Default settings is to infinity.

Available borders/areas: Associated borders/areas:
CTAIDE(50HzT) - -
CTA|DE(Amprion)

CTA|DE(ENBWY)
CTAIDE(TenneT) >
<

Save changes and close

Figure 65

Administrator should select appropriate subDimensions (e.g. borders or areas) from the list of Available subDimen-
sions and move them to the right column..

If no values are offered in the left column, there are no SubDimensions from which the value could be con-
structed. If there should be some, the registers AreaToArea or BorderToBorder should be updated first. Mainly
these two registers are used for aggregations.

Note that configuration link cannot be saved empty (without selected SubDimensions).

Total Capacity Nominated

Total Capacity Nominated (12.1.B) is quite a complex when we speak about Configuration Link.

Sub-areas are available only on combinations with Total Contract type. There are two options how Configuration Link
can be configured

> To aggregate value for Total contract type CTA|AT - CTA|CH and then pass this value as input for Configuration
link defined on level of Bidding Zone.
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Option 1 - forwarding of aggregated data

UNICORN\Systems

Aggregation to

Total on given
Area type level

|

Contract Type I In Area Out Area Contract Type I In Area Out Area
Intraday BZN|CH BZN|DE-AT-LU Intraday CTA|CH CATIAT
Daily BZN|CH BZN|DE-AT-LU Daily CTA|CH CATIAT
Long Term BZN|CH BZN|DE-AT-LU Long Term CTA|ICH CAT|AT
Total BZN|CH BZN|DE-AT-LU %;;? C:[ Total CTA|CH CATI|AT

Combinations on CTA | Configuration
level available on Link
Total contract type

Figure 66

Configuration
Link

> Configuration link defined on level of Bidding Zone (total contract type) will take data directly from Intaday, Daily
and Long Term contract types on a level of Control Area (no aggregation to Total contract type on a level of CTA)

Option 2 — forwarding of original data

Contract Type In Area Out Area
Intraday BZN|CH BZN|DE-AT-LU
Daily BZN|CH BZN|DE-AT-LU
Long Term BZN|CH BZN|DE-AT-LU
Total BZN|CH

BZN|DE-AT-LU } %;:?

3.6 Manual Upload

All Human users with Data Provider role can access a screen where XML files can be uploaded manually using a
browser. This type of upload can be used for example in cases where Data Provider’s integration channel does not
work but deadlines for upload of data have to be met.

/ Long Term

Combinations on CTA | Configuration
level available on Link
Total contract type

Figure 67
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Application Managemeant and Settings Data Administration Manitoring
Document Management System Application Settings Area Management Data ltem Monitoring
Update Static Content Configuration Matrix Data Flow Monitoring
Organization Management Manage Reference Data Gate Closure Monitoring
Role Management IManual File Upload Audit Log
Data Provider Role Management Allocation Definition System Unavailability
User Management Allocation Calendar

Manual File Upload

Manual upload of XML

Select xml file

Upload XML file

Figure 68

3.7 Machine User Management

Machine User Management is designed for management of M2M (machine to machine) connections and it is available
both for Platform Administrator on Organization Administrator (See also chapter Role Management). While the list of
machine users is very similar to management of human users (see chapter Human User Management) , the attributes
and information needed for creation or update are different.

Machine users can be maintained by two roles:

> Platform administrator (can manage machine users of all Organizations)

> Organization admin (can manage machine users only of given Organization)
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New Machine User

Mame *

Channel Type *
Please select one (or more) of the data-sending channels.

| | ECP - ECP Endpoint Code:

|:| FTPS 2 FTPS Password:

|:| Web service | 2 O F'uIIO Push

Endpoint:

Certificate:

Crganization *

Description | %

* - required field

Figure 69

The name of the machine user is a unique identifier. It is recommended to include name of Data Provider in this field
(e.g. APG_machine01). Created folders on FTP server would then be easily associated with Data Provider.

>72<



EMFIP UNICORN systems

EMFIP Documentation
Administration Guide v4.3

Description of Integration Channels is described in chapter Configuring Submission Channels.

3.8 Subscriptions

The functionality offers automatic download of ordered data. The feature can be used only by users with role “Sub-
scriber” which can be assigned to any user by Administrator of the platform in Human User Management.

Available Roles: Roles Associated to User:
Back-end Support Administrators
Guest ;
Organization Administrator |Subscriber
Analyst >
Empowered Data Provider
<
Figure 70

3.8.1 Management of Subscription Channels

The screen is designed for management of needed channels. Two types of channels are currently supported — ECP
and WebService.

User can create several channels (instances) for a single type of channel, i.e. several connections using ECP type or
several connections based on WebServices. As a result (one of possible use), user can own several WebServices (or
ECPs) that will consume different types of data.

4 by
ﬁ 1 N, i
Central collection and publieation of electritity generation, - L Jan.kaderavek@unicornsystems.eu v EAQ

e n t S 0@ transportation and cnnsumptmndém and information

forthe pan-European market. e ﬁ Iy Account Settings ges 0

Transparency Platform kL

X . My Subscriptions
ﬁ Load 2  Generation 2  Transmission 2  Balancing »  Outages 2  Con 1
I Iy Subscription Channels I
Subscription Channel Management @ Logou
Technical Specification
Name Type Status URL / End Point
Guide ECP ECP ? test X &

Figure 71

Creation, update and removal are supported. For definition of new channel the user has to fill in the name which will
be later offered when subscription from Data View is triggered.

Channels of ECP type require insertion of EndPoint Code while records of WebService type require WebService URL
address.
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Create Channel

Name™*

Type:*

ECP| B
EndPoint Code:™
Figure 72

The Edit functionality enables change of any of originally saved attributes.

The table contains also column for a Status. The Status represents a functionality which check validity and correct
working of given channel. Following states are available

State Description
N/A The Test button has not been used and channel has not been used for subscription yet. No
information about status is available.
OK Channel has been successfully tested or used.
FAILED Test of channel or last subscription failed. Ten attempts to connect is performed. Then the

channel is blocked and user is informed about this action in his Message Board.

To unblock the channel and enable next ten attempts, change any attribute of the
subscription or only save existing record without any change.

Be aware that Channel can be removed only in situation that it is not used in any subscription. User needs to remove
related subscriptions or at least change their subscription channel.
3.8.2 Creation of New Subscription

The user subscribes data from a Data View using a link in the panel for functions. Note that the link is
available only for users with needed role. Registered users with default rights cannot use this option.

k‘ . - 2 jan kaderavek@unicomsystemseu v FAQ

en t S O@ Transparency Platforﬁ- = ie?] %\

=. -
/ﬁ\ Load »  Generation »  Transmission 2  Balancing » Outages »  Congestion Management 2  Administration

Total Load - Day Ahead / Actual

Actual Total Load [6.1.A]
Day-ahead Total Load Forecast [5.1.8]

Day
Control area Bidding zone Country n 12122014 ﬁ
Area BH ol snowmiscreen  ExportData ¥ CET (UTC+1)/ CEST (UTC+2) [~]

M| Czech Republic (CZ) w * BZN|CZ
BNZICZ+DE+SK Time Day-ahead Total Load Forecast 7 Actual Total Load 7

v| BZNICZ [Mw] Mw]
00:00 - 01:00 5

Denmark (DK} v

01:00 - 02:00
Estenia (EE) w

02:00 - 03:00
Finland (FI)

03:00 - 04:00

Figure 73

A screen depicted below appears with following options
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What Data Item Subscribe

All Areas/Borders for selected Area Type — this options enable user to subscribe all combinations of Business
Dimensions (i.e. typically all borders or areas) in single Subscription. Currently selected filter is not taken into
account. Be aware that we still speak about single Data Item. If the Data View consists of several Data Items,
separate subscriptions have to be done to cover the whole content of Data View.

Only filtered data on Data view — this option will subscribe only data (of selected Data Item) that user has
currently filtered.

Data ltem to Subscribe

If Data View contains several Data Items, one of them needs to be chosen. If Data view consist just from one
Data Item, the combo box automatically set the only item.

Subscription Reference

Description that can be inserted by user. Nevertheless the system offers automatic suggestion consisting from
Article number of given Data Item in Regulation, Name of Data Item and selected filter on Data view

Valid From and Valid To

Defines since when the ordered data should be sent to user and optionally also end of data sending. This time
is not related to time of business data. If an update of historical data (before Valid From date) is sent for sub-
scribed Data Item, the data is still delivered to user.

Start date cannot be set to past. Therefore it needs to be highlighted that it is not possible to order delivery
of historical data (the system prepares Subscribed data in time of Data Publication) unless there are updates
of data after the Subscription is set.

When should data be send

Two options are offered. Immediately after the system publish them or once a day in 00:00 UTC

Select Subscription Channel - many values can be offered based on configured Subscription channels in screen
“My Subscription Channels” available from the User area element.

If Subscription channel of ECP type is selected, the application offers option to insert Message Type — free text with
limited length and structure (e.g. ActualLoad) that is displayed in ECP application in Message Type column. This
allows to user describe each subscription and distinguish delivered data in ECP.
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New Data Subscription

What data subscribe:*
O All Areas/Borders for selected Area Type.
@ Only filtered data on Data View.

Data Item to subscribe:*

‘ Actual Total Load [6.1.A]

Subscription Reference:*

‘ 6.1.A - Actual Total Load - BZN|HU

Yalid from:* Valid to:

13042015 = O

When should data be send:*
@ After data are published or updated
O Changed data once per day (00:00 UTC)

Select subscrption channel:*

‘ Guide ECP

ECP Message Type:

‘&1-@\

Figure 74

3.8.3 List of Subscription

The List of existing Subscriptions is available after the user with Subscriber role in the User area element on the top of

the page.
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Central collection and publication of eletintity generation, - AL jan kaderavek@unicomsystems.eu v | EAQ

e n t S o@ transportation and consumption data.and information

for the pan-European market : , B My Account Settings ges: 0

Transparency Platferm

b
a8 - q . I My Subscriptions I
4 load - Generation »  Transmission 2  Balancing 7  Outages 7  Cor

Iy SUDSCI’iQtiDn Channels
My Subscriptions

£ Log Out
Subscnption reference & W Y Valdfroma W Validto & W Type & ¥ ¥  Subscriptionchannel &4 W
6.1.A - Actual Total Load - BFNICZ 11.12.2014 00:00 Infinity Per update TODO - correct channel setting X &£ +
6.1.B - Day-ahead Total Load Forecast - - - Time: 00:00 . .
sZNCZ 12.12.2014 16:55 Infinity uTC TODO - correct channel setting X £ =+
6.1.A - Actual Total Load - BZNIHU 13.04.2015 18:59 Infinity Per update Guide ECP X £ +
5.1B - Day-ahead Total Load Forecast= 4304 50151911 Infinity Per update Guide ECP X /7 +
BZNIHU
Items perpage 10 |25 |50 100 1
Figure 75

The list of subscribed items enable to see details about what is actually ordered together with possibility to remove or
update the subscription.

The Edit functionality is however limited. It is not possible to change Data Item or filters. Only following updates can be
done:

> Subscription Reference (user’s label for Subscription]

Validity start and end can be changed

Time of delivery can change from immediate to once a day or vice versa
Channel can be changed (ECP / WS)

Message Type (text description of content in case of ECP channel type)

vV V V V

3.8.4 Deactivation of subscription definition

The subscription Definition can be Deactivated via My-Subscriptions UC by selecting the delete button. The subscrip-
tion can also be deactivated by Setting the end date via using the EDIT UC in the Subscriptions Data View.

Special case of deactivation:

Apart of the common deactivation the definitions are also deactivated when the subscription rights are removed from

the user. In the case of the subscriptions That are currently valid, the Subscription definition shall obtain the end date
according to the date of the removal of the right. In case that the right is removed, and the user has Subscription defi-
nitions that are not active yet, these definitions shall be removed.

Note that by the removal of subscription rights is meant the subscription privilege, not the subscriber role, the privi-
lege can be contained in multiple roles, apart of the subscriber, it also is Administrator role and a Back-end support,
which is a child of Administrator.

The basic flow is the following:

When a role that contains subscription, privilege is removed from the user, the system checks, whether there are any
other roles left that contain subscription privilege, so in case that a subscriber role is removed, but the user still has
for example the Administrator role, no subscriptions should be deactivated. But if there are no such roles left, the de-
activation will be performed.
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3.9 Message Board
The Message Board is available only to user with specific user Role

> Organization Administrator

— Users in this role (even several users of given Organization can have this role) are informed about missing data
(data not delivered after delivery deadline) and warnings (exceptional situations like forced outage announced
in advance). To receive these messages, rules “Missing Data Notifications” and “Warning Messages” has to be
sent to value “Send” on given Data Item, Combination of business dimensions (e.g. area or border) and Data
provider.

> Subscriber

— Users having their own subscriptions using WebService with Push method are informed in case that their chan-
nel could not be used for subscription. Number of available attempts is included.

— Users having their own subscriptions using WebService with Push method are informed in case that their chan-
nel would be failed due to unavailability of their systems.

— Users having their own subscriptions using WebService with Push method are informed in case that their chan-
nel would be disabled/blocked due to unavailability of their systems.

> Reporter

— User who triggers creation of new report is informed by message in Message board when the Report is gener-
ated and available for download.
— User who triggers creation of new report is informed by message in Message board when generation of the
Report fails.
The screen of Message Board is opened via link “New messages” in the header of the page. The link is accompanied
by a number indicating amount of unread messages.

Rows in the list can be expanded and details provide additional information. When report is correctly created, the
message also contains a link for direct download.

. . . . ian. i . Q
Central collection and publication of electrcity generation, - l J?n kadeck@uicomygescy v REAQ

e n tS O@ transportation and consumption data.and information - " e = —

forthe pan-European market. sy I' New messages!
| s =
] T

o

Transparency Platform

/ﬁ“‘ Load » (Generation 2  Transmission 7  Balancing »  Outages »  Congestion Management -+  Administration

Message Board Refresh All
v Source & W Y Subject &4 W h 4 Creation Date &4 W Type 4 ¥ Y
Reporting Generation of report "Test Exports” failed 31.03.2015 11:18 ERROR —

Generation of report "Test Exports” failed with following error: Cannot get result set.
Reporting Report "Monthly Report” created 31.03.2015 10:55 INFO _—

Report "Monthly Report” was successfully generated. You can download it from MonthlyReport. xlsx or from DMS felder "Reperting/Report”. You can also find
the report in section Ad-hoc Reporting in Administration menu.

Figure 76

User can set in its settings on “My Account Settings” screen if he/she wants to receive e-mails with sum-
mary of events in Message Board. When this option is enabled, the user receives e-mail to the address
which was used for registration.
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Single e-mail is sent every hour, but only in case that there was at least one message in Message Board
during last hour. Otherwise no e-mail is sent to user. Already reported messages are not included again,
only new messages in given hour are included in the e-mail summary.

%,

§ i ) ) ¢
Central collection and publication of electricity generation, - l jan kaderavek@unicornsysiems.eu v | FAQ

e n t S O@ transportation and consumption dataand infarmation

for the pan-European market. . ‘.‘I ﬂ My Account Settings I ges: 0
Transparency Platform “

. . ; Iy Subscriptions
'ﬁ‘ Load 2  Generation 2  Transmission 7  Balancing ? Outages 2  Con L

Iy Subscription Channels
My Account Settings

€ LogOut
Personal Information Competency
Title Roles- Registered user

Administrators

Report Viewer

First Name® Last Name*
Jan Kadefavek Reporter
. Report Template Creator
Mobile Phone Number Office Phone Number
. . Organization: Statnett

Login Information Show privileges

Email Address*

jan.kaderavek @unicomsystems.eu
Message Notification

Current password . :
passw Notify me about new messages by email

Figure 77

3.10 Email Message

E-mail message has the similar content as the internal message. Message will contain basic summary about number
of events providing link directly to Message Board so that details of Messages could be checked.

The E-mail message consists of:
> Do-not-reply warning
> Information that the message was delivered according to the settings in ENTSO-E TP

> Table with numbers of messages grouped by Message source (table depicted below)

Message source Number of messages

Missing Data Notifications 15
Subscriptions 3

XML file Validations 32
Acknowledgements 160
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Note that precondition of email natification is following:

> A user has checked the “Message Notification” checkbox in their My Account Settings.

Message Notification

Notify me about new messages by email

Figure 78 — Message Notification section in My Account Settings

The Email Message notifications are available only to users with specific user Role

> Subscriber

— Users having their own subscriptions using WebService with Push method are informed in case that their chan-
nel would be has been disabled due to unavailability of their systems.

— Users having their own subscriptions using WebService with Push method are informed in case that their chan-
nel would be has been enabled due to unavailability of their systems.

3.11 Web API

Web API is another interface for downloading of data from Transparency platform. The main reason for its
creation was a fact that consumers of data often created robots that accessed web sites and by frequent
demanding downloads caused performance issues of Transparency platform web. Offering API to providers
should help to solve the issue.

Web API needs to be first enabled before it can be used. This can be done only by administrators of the
platform. End users need to request access to web API by sending email to TP helpdesk, indicating the
user ID that should be granted access. Both Human and Machine can use the Web API.

Once access to web API has been granted by administrators, system generates a Web API Security Token
which has to be used for the communication via API.

Tokens will be displayed for Human users after login in section My Account settings.

For Machine users the Token is visible in detail of Machine users in Machine User Management. Be aware
that this screen is available for Organization Administrators only.
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My Account Settings
Personal Information Competency
Tithe: Roles; Analyst
Data Provider
Orpanization; CEPS
First nams * Last name *
Alan Cooper
Mobile Phone humber Office Phone Number e
+ | 420 + 420

Login Information Web API Security Token

Email Address * 25597 Ged daea-45bT abBa. 1969d841226¢c
@

Password ° Repeal your password to confirm *

Additional Account Settings and Information

Country ? Preflered Timezone 7
| Proase setect country = | CET (UTC +1)/CEST (UTC +2) .

Position and Responsibilities *

* - required fiald
R

Figure 79 - Web API Security Token for Human users in My Account Settings screen
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Machine User Management [ create newmacnine user |
Cuser AV Y_I onanizaton AY ¥ | Staws AV T[ \
weps@emfip test WEPS Active ® X 7 +

tso-cyprus@emfip test Cyprus TSO o x ,
tera@enmip test Terna - R 1
General Information Integration Channels
Name: terna@emfip.test ECP:TER
Crganization: Terna FTPS: configured
Web service: Pull
Wep API Security Token '
| 255976e4-4aea-45b7-abBa-1969d841226¢
——
Name Crganisation name Active e X 7/ +
Name Organisation name e X J +
Name Organisation name Active ® X 7 +
Name Organisation name m e X 72+
Name Organisation name Active e X 7 +
Name Organisation name m o X 2=
Name QOrganisation name Active ® X J +
Rows per page: 10 25 50 100 123..15 Next==

Figure 80 - Web API Security Token for Machine users in Machine User Management

The complete documentation for use of Web APl is publicly available as one of links in the Help page of
Transparency platform.

Central collection and publicati
e n S O transportation and consumptiof

for the pan-European market.

Transparency Platform

o

ﬁ Load »  Generation »  Transmission 2 Balancing » Outages 2  Congestion Management »  Data Pre-5.1.15

Figure 81 - Documentation of Web API available on Help page

3.12 CACM section

The CACM domain is available under Administration > CACM. This is due to CACM section being accessible to Plat-
form administrator and Back/end support (vendor) and users with a dedicated privilege CACM viewer All or CACM
viewer Own. only.

Platform administrator and Back/end support (vendor) CACM viewer All:
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e Users with these roles will be able to se CACM data on CACM data-views, CACM submission in the DFM,
submissions in ADFM, DIM and GCM records.

Data provider with CACM viewer Own:

e These users will be able to see data on CACM data-views published by their own organization, CACM sub-
missions submitted by their own organization in DFM, DIM and GCM.

e These users will not be able to see ADFM submissions as data in ADFM don’t have a distinguishable organi-
zation that originated the submission.

stem Operations 2 Administration

Monitoring

Data Flow Monitoring

Other Monitoring s
Audit Log
System Unavailability

Ad-hoc Reporting

Download Statistics

CACM

Figure 82 - CACM section

3.13 Bid Archiving

The bid archiving procedure removes data from live storages after the retention period. Curve data are transformed/ex-
ported into XML files that are compressed into ZIP files form and moved to new DMS. The detail procedure is described
further in the following chapters.

3.13.1 Archiving Procedure

The standalone tool is repeatedly launched once a day. The following steps describes the procedure:

1. At a beginning of the procedure each bhid is stored separately. Delivery period of each bid is used to identify
bids for archiving:

e Delivery_Period_End + Retention_Period > Current_Date_And_Time — bid to be archived
e Delivery_Period_End + Retention_Period <= Current_Date_And_Time — bid inside retention period
e Note:

e the data cannot be submitted/changed after retention period (for archived bids)
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6.

e itis recommended to use retention period for archiving 1 day longer than retention period
checked by validation that ensures data are not submitted/changed after retention period.
This will guarantee correct archiving of data in case of delay in publication.

The tool identifies group of bids according to their dimensions — see chapter structure of archived data.
XML and ZIP files are created
e The selected bids are exported using standard XML functionality.

e Toolcreates and store ZIP archive in dedicated NFS, archive is properly linked to be downloadable
through Balancing energy bids data view.

e Metadata of ZIP archive are stored

The tool cleans up individual storages. Bid data are removed from databases and filesystem.

Tool moves Data flow files to dedicated NFS. All incoming XML files are stored in Data flow folder for audit
purposes. These files are accessible in the platform via DMS use case. Bid XML files are moved to new NFS.
To ensure their accessibility, new NFS is mounted to current DMS use case

The record is removed in case of successful archiving performed.

Details are needed, regarding what audit data will be moved.

3.13.2 Structure of Archived Data

The tool uses standard XML export to create several XML files that are compressed into one archive file.

> Exported XML files have the same combination of attributes

Direction

Type of product

Complexity (optional attribute — to be omitted if not available)
Status

— Example: Up_Standard_Exclusive_Available.xml

> Bids are grouped by their dimensions

Area
Reserve type
Delivery period

— Example: SCA-CZ_aFRR_201810180000-201810201200.zip

Folder structure of the archived data:

> /emfip-archiving/storage/[Year]/[Month]/[Day]/Balancing/BALANCING_ENERGY_BIDS

The following example depicts the structure of archived data. SCA-CZ_RR_202002120000-202002120600 folder may
contain up to 64 (Direction, Type of product, Complexity, Status combinations) XML files:
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[ SCA-CZ_RR_202002120000-202002120600

B Down_Converted_Available.xml

B Down_Converted_Linked_Available.xmi

B Down_integrated process_Exclusive_Unavailable.xml
B Down_Specific_Available.xml

B Down_Specific_Exclusive_Available.xml

B Down_Specific_Linked_Available.xml

4 Down_Standard_Multipart_Unavailable.xml

4 Down_Standard_Unavailable.xml

4 Up_Converted_Available.xml

B Up_Converted_Multipart_Available.xml

B Up_integrated process_Linked_Unavailable.xmi
B Up_integrated process_Multipart_Unavailable.xml
B Up_Standard_Exclusive_Available.xml

B Down_Converted_Exclusive_Available.xmi

B Down_Converted_Exclusive_Unavailable.xml

B Down_Converted_Linked_Unavailable.xml

E Down_Converted_Multipart_Available.xml

4 Down_Converted_Multipart_Unavailable.xmil

Y Diow arte ilable

Figure 83: example of the archived data

3.13.3 Displaying in Data View

The available ZIP archives are displayed according to filters:

UNICORN Systems

> Day and Time Range — selected timestamp has to be in Delivery period of ZIP archive inclusively

> Area

> Reserve Type
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Balancing energy bids -
Balancing energy bids [GL EB 12.3.B&C]

Scheduling Area

Area

Czech Republic (CZ) v
SCAlCZ

— Reserve Type

aFRR (-
mFRR 2
RR 2

3

+ Direction

+ Type of Product

+ Status

+ Complexity

ol Show fuliscreen

UNICORN\Systems

Day and Time Range

18.02.2020

=B

sca|cz
Delivery Period Reserve Type of
Start-End Type Direction Product Complexity Status
18.02.2020 01:00 - 18.02.2020 07:00 RR Down Converted Available —
Validity Period
13.11.2019 00:00 - 13.11.2019 03:00 (CET)
Volume Price
From To
[Mw] [EUR / MWH]
18.02.2020 01:00 (CET) 18.02.2020 01:15 (CET)
18.02.2020 01:15 (CET) 18.02.2020 01:30 (CET)
18.02.2020 01:30 (CET) 18.02.2020 01:45 (CET)
18.02.2020 01:45 (CET) 18.02.2020 02:00 (CET)
18.02.2020 02:00 (CET) 18.02.2020 02:15 (CET) 1 11.00
18.02.2020 02:15 (CET) 18.02.2020 02:30 (CET) 434 1666.00
18.02.2020 02:30 (CET) 18.02.2020 02:45 (CET) 55 322.00
18.02.2020 02:45 (CET) 18.02.2020 03:00 (CET) 70
18.02.2020 03:00 (CET) 18.02.2020 03:15 (CET)
18.02.2020 03:15 (CET) 18.02.2020 03:30 (CET)
10 20 50 100 12588
Export
Balancing energy bids [GL EB 12.3.B&C) m (84)

ltems perpage |10 |25 | 50

100

Figure 84: Balancing energy bids before archiving
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1 ceps@emfiptest.eu v

I

[

e _—
Central collection and publl of e%__ \gal"leralion,
e n S 0 transportation and consumption d nd information "

for the pan-European market.

Transparency Platform

ﬁ‘ Load -2 Generation 7 Transmission » Balancing » Outages » Congestion Management » System Operations » Administration

Balancing energy bids -

Balancing energy bids [GL EB 12.3.B&C]
Day and Time Range

Scheduling Area | 11.02.2020 ]

Arsa E il show tuilscreen

Czech Republic (CZ) « scAlczZ
SCA|CZ Bid Delivery Period Reserve Type of
. D Start-End Type Direction Product Complexity Status

No data found for criteria selected

— Reserve Type

[w] aFRR (2 SCA|CZ
mFRR 7 Delivery Period
Archived files
[JrRR? Start End
12.02.2020 00:00 12.02.2020 06:00 SCA-CZ mFRR_202002120000-202002120600 zip

o 12.02.2020 00:00 12.02.2020 06:00 SCA-CZ_aFRR_202002120000-202002120600.zip

+ Direction
Rowsperpage 10 25 50 [100 1

+ Type of Product
+ Status
+ Complexity

Figure 85: Balancing energy bids after archiving
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UNICORN\Systems

entso@®

Transparency Platform

Central collection and pubii‘ of 2!95; generation,

ind information

transportation and consumption dal
for the pan-European market.

L ceps@emfiptesteu v
| S
New messages: 0

g

ﬁ Load » Generation » Transmission » Balancing » Outages > Congestion Management > System Operations » Administration

Balancing energy bids
Balancing energy bids [GL EB 12.3.B&C]

Scheduling Area

Area

v | Czech Republic (CZ) «

v | SCA|CZ

Latvia (LV) »

= Reserve Type

+ Direction

<+ Type of Product

<+ Status

+ Complexity

BB .l showfullscreen

Bid Delivery Period
ID Start-End
1 14.02.2020 01:00 - 20.02.2020 07:00

ltems perpage 10 25 50 100

Delivery Period

Start End
14.02.2020 00:00 14.02.2020 06:00
14.02.2020 00:00 14.02.2020 06:00
14.02.2020 00:00 14.02.2020 06:00

Rowsperpage 10 25 50 100

Day and Time Range

[ 14.02.2020

| > |

SCA|CZ
Reserve Type of
Type Direction Prouct Complexity Status
RR Down Converted Exclusive  Available <
1
SCA|CZ
Archived files

SCA-CZ RR_202002140000-202002140600.zip
SCA-CZ mFRR_202002140000-202002140600.zip
SCA-CZ_aFRR_202002140000-202002140600.zip

Figure 86: Balancing energy bids - both data in retention period and archived data displayed

3.13.4 Data Repository

The archived data are available via data repository channel. The query for live data is the same as for archived:

> DocumentType A37

ProcessType A51 A47 A46

>
> Area_Domain
>

Timelnterval

3.13.5 Operation and Monitoring

The archiving tool is operated by the TP maintenance team. It is automatically launched based on configuration (cron
expression). The configurability allows to modify tool usage according to the current needs of a given environment
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(number of values, load of system, available time slot for archiving). Duration of retention period is configuration pa-
rameter as well. The following default setting is considered:

> Launch frequency: once a day
> Launch timing: 02:00
> Retention period: 31 days

The archiving process is monitored via the standardized Zabbix tool. Specific triggers will be set by M&S in order to be
notified via email.

> Zabbix tool will monitor DataltemArchivingGroup collection in MongoDB once a day (for example 10 AM). A notifi-
cation is sent if the collection contains at least one metadata document with ArchivingState different from FOR_AR-
CHIVING state after archiving has been performed. l.e. if the tool is not running and one of ARCHIVE_CREATED,
AUDIT_MOVED, DATA_FLOW_MOVED, CURVES_DELETED, DETAILS_DELETED, PUBLICATION_DE-
LETED, RELATIONAL_DELETED states is found. It indicates that archiving has not been completed successfully.
Moreover, it determines which step of archiving procedure failed.

> Zabbix tool will monitor a process of the archiving tool. The check is performed periodically (e.g. each 30 minutes).
A notification is sent as soon as inactive process is detected. It indicates that the archiving tool is not running (it is
not ready to perform archiving in defined time).
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4. PART 2: ADMINISTRATION FOR ADMINISTRATORS ONLY

This part of the Guide describes the administration activities available only to Administrators. Data Providers may not
access them.

4.1 Monitoring

Monitoring provides Administrators with an overview of Subscription Monitoring.

4.1.1 Subscription Monitoring

Subscription Monitoring contains the overview of all subscriptions defined in the system.

Choose Type Of Monitoring

Data ltem Maonitoring
Gate Closure Monitorin

Integration Channels Monitorin

I Subscription Monitoringn»_r

Acer Data Flow Monitorin

Data Repository Requests Monitorin

Figure 87 - Subscription Monitoring menu

4.1.1.1 Subscription Monitoring Overview
The UC is executed from Administration section, Other Monitoring subsection.
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Subscription Monitoring

Channsl
Last State
Organization User type Frequency Domain Dataitern  Walid from  Valid to
sctvity A Y
AY T av Y AT AYY AY T AY T AY Y AYTY
AYT ¥
v
Total
1 . 3 - Web Per A Commercial 2015-09-23 2018-11-26
MIA pavel. michalicek@unicomsystems.cz Service Upd Transmission Schedules  14:38 UTC 00:00 UTC N/A Unknown =
[12.1.F]
Threshald [h]
240 Vi

Total Data Volume [MB]
0.0

File count

]

Subscription channel

test

Endpoint
https:iitptest. free. bescaptor.com

Failed attempts on channel
2018-11-27 12:02 UTC
2015-11-27 12:02 UTC
20151127 12:02 UTC
20181127 12:02 UTC

1w 3 50 10 1

Retry mechanism test channel history

2018-11-27 14:02 UTC NOK
2018-11-27 16:02 UTC NOK
2018-11-27 18:02 UTC NOK
2018-11-27 20:02 UTC Ok
2018-11-27 22:02 UTC NOK
2015-11-28 00:02 UTC NOK
2018-11-28 02:02 UTC 0K
2015-11-28 04:02 UTC Ok,
2015-11-28 06:02 UTC NOK
2015-11-28 08:02 UTC NOK

RO T A > > |
Test channel connection

Figure 88 - Subscriptions Overview |
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Organization User Channel type Area
AY Y AV Y AY Y AV

MIA tamas_borbath@entsoe ey Web Service  #ALL#

Mo data

Valid from

Valid to

UNICORN Systems

Last activity State

Y AV Y AYY AV Y AVYY

2019-03-20 12:43 UTC

Threshold [h]

108.6 rd

Total Data Volume [MB]
0.06748485565185547

File count

49

Subscription channel

Name

centOS_test

Endpoint

http://194.78.48.248:8080/axis2
/senices/ServiceEME ?wsd|

Failed attempts on channel

Retry mechanism test channel history

2019-12-23 16:02 UTC

2019-12-23 18:02 UTC

10 25 50 100

Test channel connection

Infinity

oK
oK

Figure 89 - Subscriptions Overview Il

4.1.1.2 Subscription Monitoring Edit

The UC is executed by clicking on edit icon (pencil icon).
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@ Close without saving

Edit Monitoring

Weight constant *
01

Threshold *
208

Monitoring enabled

* required field

Figure 90 - Subscription Monitoring Edit
An error notification connected to the validation failure can be seen in the printscreen below.

@ Close without saving
Edit Monitoring
Weight constant *

Must be a positive number or 0

Threshold *

Must be a number higher than 0.1

Manitoring enabled [

* required field

Figure 91 - Subscription Monitoring Edit (error)

4.1.1.3 Definition of terms
The following terms are used in Subscription Monitoring:
> Weight Constant

— The significance of the last measured period between two subscription uses in Threshold calculation.
> Threshold

— The expected maximal period length in hours between two uses of a subscription.
> Monitoring period

— The monitoring period is a global settings value, it represents the length of one monitoring cycle in hours.

4.1.1.4 Status
> Status of subscriptions is highlighted

— Subscriptions with last activity inside the threshold period are highlighted in green.
— Subscriptions without activity for longer than one threshold period are highlighted in yellow.

— Subscriptions without activity for more than twice the threshold period are marked inactive and highlighted in
red.
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> Subscriptions with disabled channel (due to too many unsuccessful connection attempts) are marked by grey back-
ground.

4.2 Managing Reference Data

These are more or less complex lists which are also used as inputs for the system configuration.

Most of the reference data is administrated via XML. To open the Manage Reference Data overview, go to the Admin-
istration menu and choose Reference / Master Data.

ﬁ‘ Load 72  Generation 2  Transmission 2  Balancing 2 Outages 2  Congestion Management 2 = Administration
Application Management and Settings Data Administration Menitoring

Document Management System Application Settings Configuration Matrix Data Flow Monitoring

Update Static Content Manual File Upload Other Monitoring

Organizaticn Management Alloc ation Definition Audit Log

Role Management Alloc ation Calendar Systemn Unavailability

Human User Management Reference [ Master Data Download Statistics

Machine User Management News

A modal window appears. Select Reference Data and then Manage Reference Data option.

@ Close

Choose Item to Configure

Search Item

Browse ltems

= Reference Data

Area Management

Manage Reference Data

=+ Iaster Data

Reference Data can be edited or downloaded.
> Download reference data

- To download the data, select the "Download Reference Data" radio button, then select the required refer-
ence data, and click the "Download reference data" button.

> Change reference data

- If you want change reference data, select the "Change Reference Data" radio button and click the "Browse
File" button. Select the file with updated reference data and click the "Upload reference data" button.
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UNICORN Systems

- Typically, the administrator will download the reference data first. This data will be updated (configured) in
an XML editor and then the updated XML file will be uploaded using the Change Reference Data option.
The system automatically loads the changed reference data and starts to use it immediately.

Manage reference data

® | Change Reference Data

Choose reference data

Select xml file

Upload reference data|

Manage reference data

Change Reference Data ® Download Reference Data

Choose reference data
Acquiring Connecting Area a

Acquiring Connecting Area
Area

Area to area

Area to time unit

Border - Bidding Zone
Border - Control Area
Border - Country

Border - Market Balance Area
Border Code

Border To Border
Border to time unit
Capacity product

Currency -

Download Reference Data

Figure 92
Log out - FAQ - Sitemap - Glossary @ - About ENTSO-E™ - Contact Us @
Designed and Developed by Unicorn Systems a.s.

Figure 93

The system contains a large number of Registers. Most of them are internal and their unauthorized editing might cause
serious troubles. Therefore, only those Registers which are expected to be edited by administrators are displayed.
Internal Registers are managed by the Second Level Support of the system.

Acquiring — Connecting Area

Acquiring — Connecting Area LFB

Area

Area MTU & BTU

Register for 17.1.J Data Items, The content creates
combination of Business Dimensions

List of Acquiring — Connecting Areas (LFB type)

List of all available areas of all area types. One of basic
registers.

Market Time Units (or Balancing Time Unit for Market
Balance Areas) for each area. Data are used for
deadlines. Gate Closing rule in Configuration Matrix use
these values in some cases.
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Hierarchical relationshi mong ar . for
Area to Area erarchical relationships among areas. Used fo

aggregations.
Area type List of Area types
Border Code Border codes mapped to codes of bordering areas.
Border MTU Similar to Area MTU&BTU, just for borders.
Border — Bidding Zone List of borders between areas of Bidding Zone type
Border — Bidding Zone Aggregation Bidding Zone Aggregations
Border — Control Area List of borders between areas of Control Area type
Border — Country List of borders between areas of Country Area type

List of borders between areas of Market Balance Area

Border — Market Balance Area
type

Border To Border Similar to Area to Area, just for borders.

List of Capacity products that are available for Allocation

Caipeiy Ploelie! Definitions and Instances in Allocation Calendar.

Currency List of currencies

Combined register that defines which currency is used

Currency for country ot GEAy

Combined register that defines which currency is used

Currency for border for which border

Organization Type Auction Office, Transmission System Operator, etc.
Time zone List of Time zones
Table 3

4.3 Managing Master Data

The Release 2.0 enable management of Master data (Transmission Assets, Consumption units, Production & Gener-
ation units) only via XML upload. See the corresponding Implementation Guide and XSD.

Note that if Administrator should manage all master data of Data providers, the Administrator’s organization should
have assigned all areas. Otherwise XMLs submitted by Administrator would be rejected.

4.4 Area Management

The purpose of Area Management is to allow the administrator to create, update, delete, and view areas in the system.

Each area can include references on other areas. Such references form a hierarchy of areas (e.g. Country of Norway
references Bidding Zones NO1, NO2, NO3, NO4, and NO5). Note that the “AreaToArea” register is updated based
on these changes.

Each area must have its Area Type defined.
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4.4.1 Area Management Overview

To select the Area Management overview, go to the Administration menu and choose Area Management. You can

create, edit, delete, or view details of Areas on this screen.
Area Management

AreaMame & ¥ Y AreaEIC A ¥ Y AreaType A ¥ Y Validity & W h ¢

GB 10YGE——A Synchronous Area alid X 5 =-

Area Information Associated Areas

Area Display Mame: SHA|GB Bidding Zone Aggregation:

Map Code: SNA_GB Bidding zone:

150 Currency Code: EUR Control area: CTA|National Grid

Effective Start Date: 2019-04-05 Country:
Effective End Date: LFC Area:
Time Zone: WET LFC Block:

Out of EL: No Market balance area:

Region:

Synchronous Area:

Area Comment

Continental Europe 10YEU-CONT-SYMNCO Synchronous Area alid X I' +
Maordic 10Y1001A41001A91G Synchronous Area Valid X |75 +
Ireland SNA 10Y1001A1001A59C Synchronous Area Valid X £ +
CWE Region 10YDOM-REGION-1Y Region Valid X &£ +
Turkey MBA 10YTR-TEIAS—W IMarket Balance Area Valid X £ +
SEPS MBA 10YSK-SEFPS—HK Market Balance Area Valid X £ +
ELES MBA 10YSI-ELES—0 Market Balance Area Valid X £ +
Sweden MBA 10YSE-1——K Market Balance Area Valid X 7 +
Transelectrica MBA 10YRO-TEL—P Market Balance Area Valid X £ +
Areas per page 100 4 5 n

4.4.2 Creating Areas

To create a new Area, click the "Create New Area" button in the Area overview. The create area window appears. This

window contains the following fields:

> Area Name

Figure 94

- The area name must be unique (e.g. former Czechoslovakia).

> Display Area Name

- The name of the area which is displayed in the Business filter on the Data view page (e.g. CS).

> Area Type

- Here you can choose the Area Type (a Country in our example).

>97 <



EMFIP UNICORN Systems

EMFIP Documentation
Administration Guide v4.3

> Area EIC

- This is a unique and mandatory code (let’s use 10-CS as an example). This code is used to detect the
Area in xml files.

> Outof EU

= Information whether the area is in or out of European Union.
> Time Zone Code

= The time zone for the area (e.g. CET). Just informative field.
> |SO Currency Code

- The currency for the area (e.g. EUR). Just informative field.
> Effective Start / End Date

- The time interval describing a validity period (e.g. 09.10.2013). If the Effective End Date is left blank, the
validity is unlimited. It is not possible to upload data for time when area is not valid.

> Area Associations (Super-Areas)
— Here you can choose the Super-Area associated to the created Area.
— LFC Area must have exactly one LFC Block assigned as a Super-Area
— LFC Block must have exactly one Synchronous Area assigned as a Super-Area
> Area Associations (Sub-Areas)

— Here you can choose the Sub-Areas associated to the created Area.
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@ Close without saving

Create Area

General Information
Area Name * Displayed Area Name *

Area Type * Area EIC*

| Bidding Zone

o |
Qut of EU*
o o

Time and Date Information
Time Zone Code*

ISO Currency Code*

e g o ]
Effective Start Date™ Effective End Date
30052019 = | =

Area Associations (Super-Areas™)

CTA REG LFA BZN SNA BZA CTY
MBA

Available areas: Associated areas:

LFB

CTAJAL a
CTAJAT

CTAIBA

CTAIBE >
CTAIBG

CTAIBY <
CTAICH

CTAICY

CTAICZ

CTAINERNLTY

= ;lAéssign only those super-area which can be constructed from the area (cumrently being

edited).
Area Associations (Sub-Areas**)

CTA REG LFA BZN SNA BZA CTY
MBA

Available areas: Associated areas:

LFB

CTAIAL -
CTAIAT

CTAIBA

CTAIBE >
CTAIBG

CTAIBY <
CTAICH

CTAICY

CTAICZ

CTAINERNH=TY

** - Assign only those sub-area from which the area (currently being edited) can be

constructed.
Area description

* - required field

Create new area

Figure 95
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> Area Association (Sub-Areas)

There is a component called "Area Associations” at the bottom of the form, that is used to build the hierar-
chy of areas. In the example depicted in the screenshot above, you can see some Bidding Zones in the
selected bookmark. These areas (of the Bidding Zone type) were created in the very same way as the
example of Czechoslovakia (the Country type).

To create a hierarchy for example between a country and its bidding zones, the administrator needs to
create or edit Country and select required Bidding Zones as subAreas (areas situated inside the country
from which the country can be constructed).

In this example, bidding zones of the Czech Republic and Slovakia are moved to the right column (asso-
ciated areas). This move defines the relation. All Data views that use Bidding Zones start to use this rela-
tion immediately.

The figure below shows that the Business filters include the newly created Czechoslovakia. All borders of
both the Czech Republic and Slovakia are available, because we have defined that the bidding zones of
the Czech Republic and Slovakia belong to the CS country. Note that different Data Views can use
different area types. We defined this relation only for Bidding Zones. Area Types for different Data
Items can be found in the Configuration Matrix — the Area Type rule.

Area
Austna (Al) v
Belgium (BE) w

Bosnia and Herz. (BA) w

Bulgaria (BG) w

m

Croatia (HR) w

Czech Republic (CZ) v

v | Czechoslovakia (CS) w
v CZ-AT
v | CZ-DE

v CZ-PL

v|CZ-SK
v | SK -HU

v SK-PL

v | SK - UA

Figure 96

> Area Association (Super-Area)
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— If anew Area (LFC Area or LFC Block) is added via XML, its Super-Area needs to be filled in manually or by
additional XML containing the relation. Until this is done, the Area will be marked (value Missing Associations
in the column “Validity”) in Area Management. Once the Area is assigned its Super-Area, the value will be
updated to Valid. Any Areas that do not need to have a Super-Area assigned will have value Valid.

— The expected value is Valid.
— The value Missing Associations will be displayed if:
— LFC Area does not have exactly one LFC Block assigned as a Super-Area

— LFC Block does not have exactly one Synchronous Area assigned as a Super-Area

443 Area Deactivation

To deactivate an area, first select the area you want deactivate and then click the Deactivate Area (cross) button. The
Deactivation notification appears (see the picture below).

Deactivate area

This operation cannot be undone. Are you sure you want to deactivate
Czechoslovakia 7

Figure 97

Upon deactivation, the area is not deleted from the system. It is only deactivated and is not available in the Area
Management any more. However, using the Manage Reference Data (Download Reference Data) functionality, you
can download the associated xml file (e.g. Areas). This document still contains the deactivated area (see the screenshot
below). Note that the record has the “active” tag set to false. The tag can be changed back to “true”. When such
updated XML file is uploaded back to the system, the area will be available in the list of areas again.
</area>
<areax
<code>CTY | 10-C3K</code>
(name>Czekaslavakid(/name>
<description»</description>
<activerfalse</active>
<startDate>2013-10-09T10:04:00.000Z</=scarcDatce>
<areaCode>10-C5K</areaCode>
<areaTypelode>CTY</areaTypeCaode>
<displayName>CSK«</displayName>
<utclimeZoneCode>CET</utcTimeZoneCode
<mapCode>< /mapCode>
</areax>

Figure 98

444 Editing Areas

Area management also supports editing. You can edit an Area, when you click the "Edit" button. The meaning of its
fields has been described in the Chapter Creating Areas.
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445 Areato Area association

Area management supports association between Areas and Sub-Areas. Association of areas is managed via Edit Area
modal window, section Area Associations. Assign only those sub-areas from which the area (currently being edited)
can be constructed. Note that same type of areas cannot be associated. Association between areas is maintained in
Area management or in AREA_TO_AREA combined register.

> For Example: Association of area Albania — CTY with its Sub-Areas — CTA, BZN and MBA.

— CTY associated with BZN in Area Management in the screen below
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Albania - Edit area

General Information

Area Name * Displayed Area Name *
‘ Albania ‘ ‘ Albania (AL)
Area Type * Area EIC ™

' (v | 0YAL-KESH—5
Out of EU”

Yes u‘
Map code: AL

Time and Date Information
Time Zone Code™

ISO Currency Code®

‘CET

ﬂ‘ ‘EUR u‘

Effective Start Date®

Effective End Date

Area Associations (Sub-Areas™)

CTA BZN

Available areas:

BZA MBA EY

Associated areas:

BNZ|CZ+DE+3K
BZN|BA

BZN|BE

BZN|BG

BZN|BY

BZN|CH
BZNICY
BZN|CZ
BZN|DE-AT-LU
BZN|DKA1

BZNIAL -

o

** - Assign only those sub-area from which the area (currently being edited) can be

constructed.

Area description

* - required field

Figure 99
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The same action is represented in the XML file AreaToArea in Manage Reference Data UC. See the rec-
ord which is automatically created when the settings in Area Management is saved.

<registers>
<reglster>
<registerCode>AREA TO AREA</registerCodeX
<items>
<registerItemCombined:>
<code>BZN| 10¥YAL-KEESH-———— 5 _CTY|10YAL-EESH---——- 5</code
<name>BZN | AL< /namel> SUbArea ﬁrSt
<actiwvertrue</actig
<:Egiste::tem30delj§ZH]1DYAL—KESH ————— S<fregisterltemCodel>
<registerltemCodel>CTY|10YAL-EESH-———— S</registerltemCodel>
</registerltemConmbined:

Figure 100

4.5 How Organization, Roles, and Users Works Together

The following two diagrams should help you understand the relationship between the next few Chapters. The Organi-
zation, Role and user are closely connected entities.
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Relation created in
Area Management.
Used for filtering in
Use Cases or
validations

sy <

Organization

A

Relation done
in Human User
Management

Users gains automatically Data
Provider role if Organization Type is
considered to be Data provider
(TSO, Auction office)

0O X O
[ Il

Data Provider Human
Role User

O

b

Organization
admin

Figure 101

~— @

Area

T

Machine
Users

Organization admin can
manage Machine users
of given Organization

The following order of creation is expected and recommended. The example defines the steps the Administrator should

take to configure a new Data Provider on the platform.

> 105 <



EMFIP UNICORN systems

EMFIP Documentation
Administration Guide v4.3

Time

Management.

D@ Create Organization in Organization

Organization SetOrganization Type to be a Data
Provider (e.g. TSO or Auction office)

2]

& Create Machine user in Machine User
Management.

Assign corresponding Organization.

Machine

AN Z Users
Figure 102

Machine users can be managed also by administrator in Organization. The role “Organization admin” has
to be assigned by Administrator first.
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Time Platform Administrator

(1

D& Create Organization in Organization

Management.

Organization Set Organization Type to be a Data
Provider (e.g. TSO or Auction office)

Create/Edit Human user in Human User
Management.

B0

User

Assign Organization and role to selected userin
@ Human User Management

O = =
Organization
D . 5

User 0

Organization
Admin

Organization Admin

Create/Update/Remove Machine users of its own
Organization in Machine User Management.

Machine
Users

Figure 103

4.6 Role Management

The purpose of Role Management is to allow the administrator to create, update, delete, and view roles in the system.
Each role defines a user role in the system, with an assigned set of privileges.

The Administrator can also define a parent role. The same parent role can be used by several roles. However, each
role can be assigned to only one parent role. This ensures a proper hierarchy of roles. Lower-level roles inherit their
privileges from higher-level roles and the privileges are cumulative (e.g. user U is assigned roles A and B, where role
A has the permission and role B has not the permission for resource R. The result is that user U has the permission for
resource R. A role can be also defined without any privileges. Each user has a basic role in the system assigned to
view contents of the public section of the website.

46.1 Role Management Overview

To open the Role Management overview, go to the Administration menu and select Role Management. The system will
show the Role Management overview.
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ﬂ Load »  Generation 2  Transmission »  Balancing »  Outages 2  Congestion Management 2 = Administration

Application Management and Settings Data Administration Monitoring
Document Management System Application Settings Area Management Data ltem Monitoring
Update Static Content Configuration Matrix Data Flow Maonitoring
Organization Management Manage Reference Data Gate Closure Monitoring
Role Management Manual File Upload Audit Log
Human User Management Allocation Definition System Unavailability
Machine User Management Allocation Calendar

Figure 104

Click the “Detail” button to view details of the selected role.

Role management

Role Name & W Y PaentRole 4 ¥ Y  Assigned Organization & W h 4
Analyst Registered user X &£ +
Organization Administrator Data Provider X 75 +
Data Provider Registered user X £ =
Assigned Privileges Privilege Description
Value Detail - view Access right for view complete Value detail in Data Vie .
DMS - Browse All Access night for browse of DMS.

Data Flow Monitoring - Browse All

Access right for browse of Data Flow Monitoring.

Manage Reference Data - Manage

Access right for browse, download and upload of data in ...

Madify data - Add and Edit

Access right for Add and Edit data via Modify Data use ...

Manage Reference Data - Browse

Access right for browse and download of data in Referen ...

Allocation Definition

Access right for Create, Read, Update and Delete action ...

Allocation Calendar

Access right for browse of Allocation Calendar.

Data Item Monitoring - Browse All

Access night for browse of Data ltem Monitoring.

System Unavailability - Browse

Access right for browse of Unavailability.

CMatrix - Browse Access right for browse of Configuration Matrix.

My Account Access right for browse and Update of My Account. Logge ...
CMatrix - Manage All Access right for all Create, Read, Update and Delete ac ...
Manual upload - Add Access right for Add file via Manual File Upload use ca ...
Dashboard setup Access right for setting user dashboard.

Role Description

Figure 105

4.6.2 Creating Roles

To create a new Role in the Role Management overview, select "Create new role" in the upper right corner of the
screen.
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The Create Role window contains the following fields:

> Role name

- Mandatory field

- Must be unique

> Assigned organization to role

UNICORN\Systems

- Used to assign a specific organization to the role. The filed can be left blank. The relationship between
roles will be used in EMFIP R2, for example for Messages.

> Parent role

> Privileges

Privileges to Associated Privileges) to assign the privilege.

Create role

Role name: *

Assigned organization to role:

Parent role:

Close without saving

If a parent role is selected, privileges are inherited from the parent. Only one parent role can be selected.

Here you can assign system privileges to the role. Move a desired item to the right column (from Available

Awailable privileges:
Administrator

Allacation Calendar
Allecation Definition
Application Settings - Browse
Application Settings - Manage
Area Mgmt. - Browse

Area Mgmt. - Manage

Audit Log - Browse

CMatrix - Browse

Role description:

Associated privileges:

m s

* - required field

Create new role

4.6.3 Editing Roles

Figure 106

To edit a selected role, click the "Edit" button. When the editor window opens, it is populated with all already saved

data.

Note that once set, the Parent Role cannot be changed. Changes have consequences that prevent such behavior.
If any such changes are necessary, please contact the Second Level Support.
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46.4 Role Management KeyCloak

It is possible to manage roles in the KeyCloak as well, however it is recommended to user the TP-based role manage-
ment over the KC-based role management and mapping in order to avoid inconsistencies. In case that it is necessary
to manage and map TP-based roles in KC, the KC-based composite roles should be created for such purpose.
4.6.4.1 KC-based Role Creation

1. Log into the KeyCloak Ul as an KC administrator.

o User is redirected to the Transparency Platform realm.
2. Select the “Roles” in the “Configure” sub-menu.

GAKEYCLC 2 Adrin

a Add Role
Role Name Composite Description Actions
fline_ace False Strole_offin dit
True Edit Delete

ma_authorization Falsz Sirole_uma_autharizatian} Edit Delete

3. Select “Add Role”.

e [

4. Fill into the form Role Name and optionally some description.

o After the form is submitted a Composite Role selector appears, that will allow the user to assign
multiple Roles to the newly created Role.
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Role Name

Description This Is @ new KC based role.

composte roiso [0

~ Composite Roles

Realm Roles Available Roles Associated Roles
offli
role

client Roles Available Roles Associated Roles
tpweb v z

5. In the “Composite Roles” section the user can assign multiple Roles to the newly created Role and if in the
“Client Roles” selector is selected “tp-web”, even TP-based Roles can be assigned.

o Note: This way a KC composite Role can be created from multiple TP based Roles, this is the only
permitted way how to assign TP-based Roles to a User in KC Ul. If a TP-based Role is assigned to
a user via the KC-based composite role, the Role will not be visible in the Role mapping in TP.

o Warning: To avoid inconsistencies, the KC-based role should never have an
Organizational Role as its composite Role.

4.6.4.2 KC User to Role Mapping.

In order to display Roles that are assigned to the User or assign some KC-based roles to the user, the KC Role mapping
can be used.

1. Log into the KeyCloak Ul as a KC administrator.
o User is redirected to the Transparency Platform realm.

1. Select the “Users” option in the “Manage” sub-menu.
o Alist of Users appears.
2. Filter for the desired User, or just select “View all users”.
3. Select the “Edit” button.
o Useris redirected to the User’s card.
4. Select the “Role Mappings” option.
5. In order to display assigned TP-based Roles, select the “tp-web” option in the Client Roles combo-box.
o At this point the assigned roles can be displayed or assigned or assigned.
o Note: Only the Realm roles are permitted to be assigned, the client roles section
should be used solely as a read-only.
3. As a second option of displaying mapped roles, the “Impersonate” button can be selected next to the desired
User.
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Applications

Account
Password plication | Avallable Roles Granted Additional | Action
Authenticator p-wet Offlin Ad gistered us Full Access
pi Cansumer in tp-web tp-web
5
n tp-web n tp-web unt in Account
— t links In Account . View profile In Account
Applications
ount 28 acCcoUNt In Account . Manage account links In Account Full Access
roker Full Access

4.6.4.3 KC Role to User Mapping

An alternative to the user to role mapping is the role to user mapping, where will be displayed all users that have a
specific role assigned.

1. Log into the KeyCloak Ul as a KC administrator.
o User is redirected to the Transparency Platform realm.
2. Select the “Roles” option in the “Configure” sub-menu.
o Alist of Roles is displayed.
3. Select the Edit option next to the desired Role.
o User s redirected to the Role Edit UC.
4. Select the “Users in Role” option.
o All users that have the Role assigned will be listed.

MKEYCLO 2 Admin

Tp

username Last Name First Name. Email
Juk Lukas Edit
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4.7 Organization Management

Under Organization Management, viewing, creating, editing, and deleting of organizations is supported.
Each organization has a type assigned and can be associated with one or more areas of different types.

4.7.1 Organization Management Overview

To open the Organization Management overview, go to the Administration menu and select Organization Management.

The system will display the Organization Management screen. Click the “Detail” button to view details of the selected
organization.

Organization Management

Displayed name & W Y  Organization name &4 W Y Contact Person & W Y

FAT Organization FAT Organization FAT Test user 2 X 7 +
TIWAG TIWAG 1 X 7 +
KESH KESH - Korporata Elektroenergjitike Shgiptare sh.a 2 X s +
VKW VKW 1 X 7 +
WEPS WEPS 1A X 7 +
CWE CWE 1A X 7 +
Mord Pool Spot Mord Pool Spot 2 X 7 +
CASC CASC 1A X 7 +
ADMIE ADMIE 1 X 75 +
ELEXON ELEXON 1A X 7 +

Organizations per page [ 10 25 | 50 100 1 2 3 4 5 b
Figure 107
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Organization Management

Displayed name & W Y  Organization name & W Y  ContactPerson 4 W h 4
MEFSO Macedonian Transmission System Operator AD 2 X 5 -
Organization Information Assigned Areas
Full name: M donian Tr ission System Operator AD Control Areas
Displayed name: MEPSO Bidding Zones
Abbreviated name: MEP 50 Bidding Zones Aggregation
Organization type: Transmission system operator Market Balancing Areas
EIC: 10XMK-MEP SO----M Countries

Legal Entity Identifier

European Article Number Code: 0

Tax Identification Number: 0

Organization Contact Information Contact Person Information
Organization Info Email First name
Web Address: http:/fwww.mepso.com.mk Last name
Street Address: TODO: ENTSO-E Netification email address
Street Address 2: TODO: ENTSO-E Office telephone
City: TODO: ENTSO-E Maobile phone

Postal Code: TODO: ENTSO-E

Country: MK

Figure 108

4.7.2 Creating Organizations

To create a new Organization, click "Create new organization" button. A window appears, containing the following
sections and fields:

> General Information
- Full Organization Name: The name of the organization must be unique.
- Displayed Organization Name: The name which is displayed by the system.
- Abbreviated Organization Name: An abbreviation of the organization name.
> Type of Organization

— Auction Office and Transmission System Operator (TSO) are implicitly considered Data Providers. These
can also be configured ENTSO-E members.

- Subsequent Organization types could be for example University. The list can be extended in reference data
- Mandatory field. Please select item “Other” when any other listed item is not suitable for the organization.
> Master Data Failed Validation Result

— Result of the cross-validation of Master Data submitted by the Organization against EIC Library, either
WARN or ERROR.

> Contact information
- These fields contain the contact information for the organization.
> Associate Organization to Area

- Here you can associate the Organization with Areas.
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Create new organization

General Information

Full Organization Name *

Displayed Organization Name *

‘ Guide Organization

‘ ‘ Guide Org

Abbreviated Organization Name *

Type of Organization *

‘ Guide O ‘ ‘ Auction office u‘
European Article Number EIC **
0 || 10Y1234567891234 |

Legal Entity Identifier

Tax ldentification Number

| [

Master Data Failed Validation Result *

ENTSO-E Member

‘ Warning

[l

Contact Information
Street Address 1 *

Street Address 2

City * Postal Code *
Country * Organization Info Email
Albania o | |

\Web Address *

Associate Organization to Area

SCA CTA REG

BZA CTY IBA LFB

Available areas:

LFA
IPA MBA

Associated areas:

SNA

CTAJAL -
CTAJAM
CTAIAT
CTAJAZ
CTAIBA
CTAIBG
CTAIBY
CTAICH
CTAICY

CTAL

CTAIBE

* - required field

** - field is mandatory for Auction office and Transmission system operator

Figure 109
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4.7.3 Editing Organizations

Click the "Edit" button to start editing the selected organization. Displayed fields have the same meaning as in the
creation process.

4.8 Human User Management

Human User Management is a set of screens to be used by administrators to manage user accounts including roles of
users.

The EMFIP platform supports several operations (create, read, update, and delete) with human user accounts. It is
also possible to suspend (deactivate) user accounts or reactivate any already suspended accounts.
4.8.1 User Management Overview

To open User Management, go to the Administration menu and select Human User Management. The Human User
Management screen will appear. Click the "Detail" button to view details of the selected user. Use this screen to create,
edit, delete, and/or suspend/reactivate user(s).

Last Login & Organization W

E-mail Address &4 W h 4 User g W Status &4 ¥ Y
v AT
zdenek janda@unicorn com Zdenek Janda 33 ;16'2020 Active 8 F +
useripcreated@somenonexistentserveredu.fake  User TPcreated Active 8 £ +
userkcereated@somencnexisieniserveredu fake  User KCerealed Active 8 5 +
user@entsoe. e fake User Userovic 3; }13'2020 Suspended e 5 +
tso-cyprus@emfiptest eu fake CYPRUS Cyprus TSO Active e 5 +
fransnetbwi@emfiptest eu fake TRANSHETBW TRANSNET BW Active 8 5 +
franselecirica@emfiptest. eu fake TRAMSELECTRICA Tranzelectrica Active e 5 +
fest@test test Lukas Jukl gg ‘1;'2”20 Active 0 + +
test user@entsoe eu fake Test_user User_fest %g }15'2“20 Active e 5 +
terna@emfiptest eu fake TERMNA Tema Aclive e 5 +
Users perpage | 10 | 25 20 100 1 2 3 4 5 n
Figure 110

4.8.2 Creating Users

To create a new user, go to the Human User Management overview and click "Create Human User". There are a few
mandatory fields such as First Name, Last Name, Login and Email Address, both Login and Email Address can be
used as a Login.

There are now three ways how to register a User. One is from the Users perspective via the login dialog. The other two
ways are from the administrator’s perspective, the first one via Human User Management in TP and the second one
via the User Management in the KC Ul.

Figure 111
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New User Account

Title
[#]
First Name * Last Name *
Mabile Phone NMumber Office Phone Mumber
* +
Login *

Email Address *

Organization

Available Roles: Roles Associated to User:
Administrators
Analyst

Back-end Support
CACM Viewer - Al >
CACM Viewer - Own
Data Repository User <
Guest

Organization Administrator

Registered user -
| w1 4 T L=, 4.

User Position and Responsibilities Description

* - required field

Create User

Figure 112

Default roles (e.g. Administrator, Data provider) are available in list of Available roles. Note that if there are special
roles created for a specific Organization (role can be created for a specific Organization in Role Management), these
roles will not be offered if different Organization is selected for the user.

Note that if user is associated with Organization of Data Provider type (e.g. TSO or Auction office), the user implicitly
gains a Data Provider role (the user can manually submit data, see monitoring screens etc.)

It is recommended to have at least one user with “Organization admin” role for each Organization of Data Provider
type. This role grants access to Machine User Management where machine users of given organization can be created
and maintained.
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4.8.2.1 Creating Users in the KeyCloak
1. Log into the KeyCloak as an administrator.

o User is redirected to the Transparency Platform realm.

@EKEYCL
Tp > Ip
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
Realm Settings * Name T
Display name Transparency Platform

HTML Display name

Frontend URL

Enabled | on |
Authentic
User-Managed Access oFF
Endpoints. OpenlD Endpoin
Groups

SAML 2.0 Identity

2. Select the “Users” in the “Manage” sub-menu.

o User is redirected to the User Management
3. Select “Add User”.

o Useris redirected to the Registration form

4. Fillin all mandatory fields

UNICORN Systems

5. Via the Required User Actions field, the administrator can optionally send a password configuration request.

EKEYCL

Tp
Add user
1D
created At

Username *

Emai
First Name
Last Name
User Enabled [ on |
Email Verified oFF

Required User Actions

Configure OTP

Update Profile

Verify Email

o After the form is submitted, the user is created.
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4.8.2.2 Creation of Password

When a user is created from the Administrators point of view it also is necessary to assign password for that user. This
UC can also be used for any other event when a user’s password needs to be changed.

1. Log into the KeyCloak as an administrator.
o User is redirected to the Transparency Platform realm.
2. Select the “Users” in the “Manage” sub-menu.
o Useris redirected to the User Management.
3. Search for the desired user
EKEYCL & Admin ~

L : Users

testuser Q || View all users Unlock users | Add user
D Username Email Last Name First Name Actions

testuser@testuser. festuser testuser @testuser. testuser testuser testuser Edit mpersonate Delete

Expert

4, Select “Edit”.
o User is redirected to the Users card.
5. Select “Credentials”.

MAKEYCL  Admin

testuser@testuser testuser

P

ser.testuser

ser@testt
Details Attributes Credentials Role Mappings Groups Consents Sessions
Manage Credentials
Position Type User Label Data Actions
Set Password
Password

Password Confirmation

. |

Credential Reset

Reset Actions

Export

Expires In 2 Hours v

Reset Actions Email
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6. Atthis UC, in the “Set Password” section, the Administrator can either configure users password as temporary
and/or permanent based on the “Temporary” selector as well as an email password reset request can be sent
to the user via “Credentials Reset” section.

4.8.2.3 Registration from the User Point of View
To create the user from his own point of view, the following steps must be concluded.
1. Enter the transparency platform and select login.

N, v 4 ram
entso@ — Fﬁ'"‘m ; ;

M Loz o Generation - Transmission - Balancing » Outages - Gongestion Management > System Operations. » Data Pre-5.1.15

oste:[ 19112020 [#]

Dashboard

Actusitene on map |07 000800 B ()

Actual Generation per Producton Type - Spai Total Load - Day Ahead / Actual - Norway

o The user is redirected to the KeyCloak landing page.

TRANSPARENCY PLATFORM

2. Select the “Register” option.

o The user is redirected to the registration form.

3. Fillin all mandatory fields. (minimal requirements for the password are 14 character and at least one special
character)
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TRANSPARENCY PLATFORM

4. After the contents of the form is sent, the user is Redirected into the Transparency Platform and logged in.

4.8.3 Editing Users

To edit user(s), go to the same screen of Human User Management and click the "Edit" button. A window will appear,
populated with already saved data. The meaning of these fields is the same as when creating a user. You can edit all
fields except for the Login. Apart from the TP-Based User management, it also is possible to manage the Users via
KeycCloak.

4.8.3.1 Editing Users via KC
1. Log into the KeyCloak as an administrator.
o User is redirected to the Transparency Platform realm.
2. Select the “Users” section in the “Manage” sub-menu

3. Search for the desired user.
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Q | view all users Unlock users | Add user

Username Email Last Name First Name Actions

esteu test

Export

4. Select the “Edit” button next to the user.
o Useris redirected to the User’s card.

5. After the form is successfully submitted, the user’s account will be updated.

admin

Admin

Detalls Attributes Cradentials Role Mappings Groups Consents Sessions

D
Created At 5720 11:40:35 AM
Username
Email
First Name Lukas
Last Name jukd
User Enabled [ on |
Emal Verified osF

Required User Actions

Impersonate user Impersonate

Export

Note: In this use case the User can be fully disabled, via the “User Enabled” selector. If the User is disabled through
this selector, they will not be permitted to log into any environment integrated to the KC instance with this account.

4. Atthe “Users” UC it is possible to delete the user account from the KC.

o This action will remove the user from all environments integrated to the KC instance.
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admin Q| view all users Unlock users | Add user

Username Email Last Name First Name Actions

Adminovi? g Imp

484 Authentication and Authorization

When a user with administrator rights (Roles Administrators and Back-End support) logs into the Transparency Platform
the 2-factor authentication is required. The process of the login with 2FA is the following.

Note: For non-Administrator roles, the login process is the same but without the two-factor authentication.

4.8.4.1 First login + 2FA configuration:
1. Go to the Transparency Platform

2. Select Login

=, ==
¥ =¥

M Load - Generation : Transmission * Balancing - Outagss - Congastin Management > System Operations - Data Pre-5.1.15

Dashboard e 73 2020 =]
News

3. Login with account that has Administrator rights.
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TRANSPARENCY PLATFORM

Username or email

Password

o Useris required to configure 2FA.

Mobile Authenticator Setup

/A Youneed to set up Mobile Authenticator to activate your

Device Name

4. Open one of the supported OTP applications in your mobile device.
5. Scan the QR code.
6. Fill the passcode into the first field and submit.

o Useris logged into the Transparency Platform.

4.8.4.2 Login After the 2FA is configured:
1. Go to the Transparency Platform
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=

pi
4 Load » Generation : Tranemission » Balancing 7 Oulages ° Congestion Managemenl » System Operations  Data Pre-5.1.15

Dashboard Date: 23112020 =]
News
Ho news aalstie
bws i
Cross Border Physical Flows
ctuat tmes o mac: | 1600 -17.00 B ()
.. .
L]
(]
LY
Actual Generation per Praduction Type - Spain Total Load - Day Ahead / Actual - Norway
lac mplote data
v 0t avallable:

2. Select Login

3. Login with account that has Administrator rights.

TRANSPARENCY PLATFORM

Username or email

Password

o The 2FAis required.
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TRANSPARENCY PLATFORM

One-time code

Cancel

Back

4. Open the OTP app in which the 2FA was previously configured.
5. Filin the passcode.

o Userislogged in.

485 Configuring Submission Channels

There are three possible submission channels available.

4.8.5.1 ECP (MADES)

The Energy Communication Platform (ECP) is a channel available for submission of data into the system. ECP tool
implements Market Data Exchange Standard (MADES) protocol. The sender is certified and the submission cannot be
faked. Detailed information about installation or ECP settings is available in [04] ECP Integration Guide .

4.8.5.2 FTPS

The FTP Secure (FTPS) protocol is another possible channel for data upload. Please note that standard FTP or
SFTP protocols are not supported.

Folder used on FTP server is created based on the name of the Machine user. The user record in Machine User
Management needs to be filled with a password that will be used for the access to FTP server together with
name of the machine user (username). Find IP addresses of environments are available in [05] Introduction Plan.
4.8.5.3 Web Service

The connection to Transparency platform using the WebService (WS) option is the most complicated option. Please
find more technical details in [03] WS Integration Guide.

User needs to select a strategy of the WS. Both Pull and Push strategies require a certificate for security reasons. The
certificate needs to be inserted in a text form into the prepared text field in Machine User Management. When
Push strategy is selected, also WS EndPoint (URL address of webservice) needs to be set.

4.9 Application Settings

Application Settings are used only by system administrators. Use them to set attributes and rules that are common to
the whole application. Other settings common to the whole platform may appear here in the future.
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To manage Application Settings, go to the Administration menu and select Application Settings.

’ﬂ Load »  Generation 2  Transmission 2  Balancing 2  QOutages »  Congestion Management - = Administration

Application Management and Settings Data Administration Manitoring
Document Management System Application Settings Area Management Data ltem Monitoring
Update Static Content Configuration Matrix Data Flow Monitoring
Organization Management Manage Reference Data Gate Closure Monitoring
Role Management Manual File Upload Audit Log
Human User IManagement Allocation Definition System Unavailability
Machine User Management Allocation Calendar

Application Settings

Default Time Zone Extra Time after Unavailability 2

CET (UTC+1) / CEST (UTC+2) [« ] 0

Day(s) |1 Hours(s) [0 Minute(s)

Figure 113

Following settings are available:
> Default Time Zone

- This Time Zone is used for not registered users without any cookies. When cookies are enabled, the
cookies have priority over this setting. Registered users may specify their preferred Time Zone in their
Account Settings.

> Extra Time after Unavailability

- There are inputs for the number of Days, Hours and Minutes. The time assembled from these inputs (e.g.
0 Days 5 Hours 15 Minutes) will be used as the delay before data monitoring (Data Item Monitoring and
Gate Closure Monitoring) will start to check data again, so that Data Providers would have some time e.g.
to resend their data.

4.10 Static Content Management

There are few pages with text areas that are available to Transparency platform users. Find the list of these pages
below:

> About ENTSO-E
> Contact us

> FAQ

> SiteMap

If needed, some new pages can be easily added to DMS in future. All the content of these files (html pages) can be
maintained in WYSIWYG (what you see is what you get) editor. When required page is selected in combo box, the
editor is opened with the content.
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Application Management and Settings

Data Administration Maonitoring
Document Management System Application Settings Area Management Data Item Monitoring
Update Static Content Configuration Matrix Data Flow Monitoring
Qrganization Management Manage Reference Data Gate Closure Monitoring
Role Management Manual File Upload Audit Log

Human User Management

Allocation Definition System Unavailability

Machine User Management

Allocation Calendar

Update Static Content

Static content:

FAQLhtm B8

@B I Ul = = 4 | 99 BR || Format - [ ?

Frequently Asked Questions (FAQ)
Introduction

ENTSO-E is pleased to present its transparency platform. Its objective is very simple: to facilitate access to
information by all market participants and stakeholders in promoting the transparency goals of the IEM.

Overview

Currently. there are four main categories of fopics:

. Navigation

Data

Administration
General information

el

Figure 114

All changes in content are applied (visible on web for users) immediately after saving.

4.11 Audit Log

The audit log allows the administrator to view audit information, to filter user events, severity, date and time. To open

the Audit Log screen, go to the Administration menu and select Audit Log. The system shows the audit log overview.
The detailed view can display one of following types of information:

> Simple message + comparison of original values and updated values in two columns

This type is used for all changes in all management screens of application, Configuration matrix and both Allo-
cation definition and calendar managements.

> Simple message + links to original version and newer version of XML file in reference data

Displayed when updates were done using upload of newer version of reference data
> Simple message only

Used in simple cases like information that user changed its own password
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Audit Log

Date User

B 1300205 B [ setroce 2 [ | Admin Adminovit

Date and Time User 4 ¥ Component & W Y Event 4 W Y Severity & W Y
Mon Apr 13 20:06:47 UTC 2015 Admin Adminovié Area Management Update MEDIUM -_
Message
Area updated
Attribute name Old Values New Values
Area Name Ukraine Ukraine
Area Display Name Ukraine (UA) Ukraine (UA)
Area Type CTY CTY
Area EIC CTY|UA CTY|UA
Time Zone Code EET EET
SO Currency Code EUR EUR
Effective Start Date
Effective End Date
SubAreas BZN|UA, BZN|UA-WEPS, CTA|UA, CTAJUA-WEPS, MBA|UA BZN|UA, BZN|UA-WEPS, CTA|UA, CTAJUA-WEPS, MBA|UA
Active true true
Out of EU true false
Figure 115

4.11.1 Filtering

The audit log also supports filtering. A specific user can be selected for filtering. It is also possible to filter by date and
time or by range of dates (with time specification, if needed). Click the "Show Data" button to view filtered data.
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Select User to Filter Audit Log

User 4 W
50HZ
ADMIE
AMPRION
APG

AAT
BRITHED
CAD

CASC
CEPS

CWE

Users per page

4.12 System Unavailability

10

25

Account Type & W
Human User
Human User
Human User
Human User
Human User
Human User
Human User
Human User
Human User

Human User

50 100

Organization & W
50Hertz

ADMIE

Amprion

APG
Augstsprieguma tlkds
BritMed

CAD

CASC

CEPS

CWE

Figure 116
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UNICORN\Systems

Show all users in audit log
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Select
Select
Select
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The System Unavailability screen shows information related to time periods when the EMFIP platform is temporarily
down. The page also contains the reason why EMFIP was inaccessible.

The data on this screen is managed by the Second Line Support, not by the administrator.

To access the System Unavailability screen, go to the Administration menu and select the System Unavailability item.

ﬁ‘ Load =

Transmission -2  Balancing 2

Application Management and Settings

Document Management System

Organization Management

Role Management

Application Settings

Data Provider Role Management

User Management

Transparency Platform Unavailability Overview

Unavailability Date and Time

2014-04-29 11:15:00.0 - 2014-04-29 11:45:00.0
2014-03-03 17:45:00.0 - 2014-03-03 21:45:00.0

Rows per page | 10

25

50

100

Outages 7 = Administration

Data Administration

Area Management

Configuration Matrix

IManage Reference Data

Allocation Definition

Allocation Calendar

Figure 117
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4.13 Validations

In addition to the validations defined via rule settings in the Configuration Matrix, several validations are implemented
in such a way that they can only be modified by second-line support.

4.13.1 EDI Validations

EDI validations are validations developed based on requirements specified in Implementation Guides for various types
of Messages. These validations are coded and they are impossible to change or disable via EMFIP configuration set-
tings.

Note that some of them were already disabled for the purpose of migrations of historical ETP data.

ID Validation Element / Description
Type
CTO01 Version number is higher than version of Document -
preceding submission Version
number
CT02 Unique identification of Time Series Time Series Time Series have unique
identifiers.

CT04  Series periods within document time interval ~ Series Period The time interval of a series
period is within the time interval of
the document.

CT05 Non-overlapping Series Periods Series Period The end date and time of a period
is less than or equal to the start
date and time of the next period.

CT06 Maximal number of positions (all positions Series Period, curveType=A01, A02 or A03:
are within time interval of series period) Point (EndDateTime — StartDateTime) /
Resolution
curveType=A04 or AO5:
1 + (EndDateTime —
StartDateTime) / Resolution

CTO07 Completeness for curveType=A01 Series Period, The number of positions is
Point (EndDateTime — StartDateTime) /
Resolution.
All positions are present in the
time series.
CT08 No gaps for curveType=A01 Time Series, The end of the series period time
Series Period interval must coincide with the

start of the time interval of the
next series period.

CT09 Completeness for curveType=A03, A04 or Series Period, Points must cover the time
AO05 Point interval of the subordinate series
period.
CT10 End date and time position for Series Period, Position 1 + (EndDateTime —
curveType=A04 or A05 Point StartDateTime) / Resolution is
included in the series period.
CT11 No overlapping breakpoints for Series Period, If the end of the series period time
curveType=A05 Point interval is equal to the start of the

time interval of the next series
period, then point values for both
the end and the start in question
are equal.

Table 4

>131 <



EMFIP

EMFIP Documentation
Administration Guide v4.3

4.13.2 Specific Data Item Validations

UNICORN Systems

Another kind of validations that are coded directly in the EMFIP platform is validations related to Data Item recognition.

Data Items use various Document Types, Process Types, or Business Types, or even lengths of Time Intervals that
are specific for a given Data Item.

Values of these attributes cannot be easily changed in EMFIP configuration settings

4.14 Capacity products

Capacity products are associated with Capacity Allocations. New capacity products can be created via submission of
XML in Manage reference data UC.

There are Standard and Derived capacity products that need to exist in the register. See the schema below

Explicit —- STANDARD

P 9 ©®@ © @

InArea OutArea  Class. Cat. Class. Seq. Currency

Implicit — STANDARD

9 O

InArea OutArea

N3]

Currency

Explicit - DERIVED_WITHOUT_SEQUENCE

© © © B @

InArea  OutArea  Class. Cat. Currency

Explicit — DERIVED_ORIENTED_BORDER

© O 8 Y8 @

@

Currency

InArea OutArea Currency
Implicit —- DERIVED_BORDER
Border
Figure 118

4141 Capacity product structure

Each Capacity product consists of several attribures

> In Area

Area into which electricity flows

In case of Derived Capacity product “Non-oriented border” it is considered to be Area 1.
should be earlier in alphabet (in register Capacity Product) than EIC code of Area 2

> Out Area

Area from which electricity flows

In case of Derived Capacity product “Non-oriented border” it is considered to be Area 2.

> Classification Category
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— There are following items available: Base (A01), Peak (A02), Off-Peak (A03), Hourly (A04). Categories are not
harmonized through the Europe, but for example Base is usually defined as working days (Monday-Friday) since
08:00 to 20:00. Peak is even shorter, inside the Base. Off-Peak is usually defined as the rest before/after Base.
The item Hourly should be used in cases where time intervals are not relevant because the capacity is different
each hour (form of diagram).

— Note that selection of correct category is not crucial in term of configuration. It “just” affects on which Data View
will the data be displayed. Nevertheless it is important from a business point of view.

— Each of items can be used together with any Contract type of allocation (intraday, daily, weekly, monthly etc.).
No limits applied

> Classification Sequence

— Only number 1 should be sufficient in most cases. But there are situations when different sequences is always
needed. That is a case when the cross-border capacity is not offered at once, but it is offered several times in
smaller amounts, broken to pieces. This is typical for Split auctions (where each TSO of the border offer 50%)
and also some commercial projects like undersea links (e.g. BritNed).

> Currency
>
The register Capacity product available in Manage Reference Data UC also contains items:
> Code
— Just a identifier of the product that needs to be unique within the register
> Capacity Product Type
— Identifies the type of product (e.g. standard, derived oriented border etc.), see chapters below

— Notice that for example standard Implicit Capacity product and derived product Oriented border use the very
same structure (no class. Category, no class. Sequence). The value of Product Type makes the different and it
is important for correct recognition.

4.14.2 Standard Capacity products
Capacity product differs based on allocation type:

> Capacity products for Implicit allocation contains two Areas with a direction, Currency, Type (STANDARD) and
Code.

<capacityProduct>
<code>A_D SE1-SE2</code>
<capacityProductType>STANDARD< /capacityProductType>
<IS0CurrecncyCode>EUR</ISOCurrecncyCode>
<inAreaCode>BZN|10Y1001A1001A44P</inAreaCode>
<outAreaCode>BZN|10Y1001A1001A45N< /outAreaCode>
</capacityProduct>

Figure 119
Following derived capacity products are required in register for each Implicit standard Capacity product:

— Oriented Border (despite it is explicit Capacity product)
— Non-oriented Border
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Explicit — STANDARD Implicit — STAN DARD

-1 o | - = = -

D @ O N D QD D ? @
InA rea OutArea Class. Cat. Class. Seq. Currency InArea CuthArea Class. Cat. Class. Seq. Currency

Explicit- DERNED_WITHOUT_SEQUEN CE

InA rea QutArea Class. Cat. Class. Seq. Cumency

Explicit - DERIVED_ORIENTED_BORDER Needed
@ @ B T8 @
InA rea QutArea Class.Cat. Class. Seq. Cumrency

Implicit — DERIVED_BORDER

® P 9 ®

Border Class. Cat. Class. Seq. Currency

Figure 120

> Capacity products for explicit allocation contains two Areas with a direction, Currency, Code, Type (STANDARD),
Classification category and Classification Sequence.
<capacityProduct>
<code>A_OffPeakl_IT-GR</code>
<capacityProductType>STANDARD< /capacityProductType>
<classificationCategoryTypeCode>A@3</classificationCategoryTypeCode>
<IS0CurrecncyCode>EUR</ISOCurrecncyCode>
<inAreaCode>BZN|26Y1001A1001A08Y</inAreaCodes
<outAreaCode>BZN|18YGR-HTSO----- Y</outAreaCode>
<classificationCategorySequencefuctionRoundiumber>1</classificationCategorySequencefuctionRoundiumber:>
</capacityProduct>

Figure 121
Following derived capacity products are required in register for each Explicit standard Capacity product:

— Without Classification Sequence
— Oriented Border
— Non-oriented Border (despite it is implicit Capacity product)
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Explicit - STANDARD

D @ @

InArea OutArea Class. Cat.

D @

Class. Seq.

Currency

Implicit — STAN DARD

D D

InArea Outhrea

4.14.3 Derived Capacity products

Class. Cat.

UNICORN\Systems

Class. Seq. Currency

Explicit - DERNWED_WITHOUT_SEQUENCE h Needed
InArea OutArea Class.Cat.  (Clas= Seq. Cumency
Explicit—- DERIVED_ORIENTED_BORDER Needed
@ '} TR @
InArea OutArea Class. Cat.  Class Seq.  Cumrency
Needed
implicit - DERIVED_BORDER
@ @ C N
Border Class. Cat. Class. Seq.  Currency
Figure 122

For some Data Items there are Derived Capacity products. These Capacity products contains less data than standard

Capacity products.

Note that Derived Capacity products are closely related to STANDARD Capacity Product. When STANDARD Capacity
product is created, corresponding derived products have to be created (unless it already exist) as well and vice versa.

4.14.3.1 Without classification sequence

> Capacity products for explicit allocation without Classification sequence. Contains two Areas with direction, Type
(DERIVED_WITHOUT_SEQUENCE), Currency, Code and Classification category.

<capacityProduct>

<code>ADWS_Base_BE-NL</code>
<capacityProductType>DERIVED_WITHOUT_SEQUENCE</capacityProductType>

<classificationCategoryTypeCode>A@1</classificationCategoryTypeCode>
<ISOCurrecncyCode>EUR</ISOCurrecncyCode>

<inAreaCode>BZN|10YBE---------- 2</inAreaCode>
<outAreaCode>BZN|10YNL---------- L</outAreaCode>
</capacityProduct>
Figure 123

4.14.3.2 Oriented border

> Capacity products for explicit allocation without Classification sequence and Classification category. Contains two
Areas with direction, Currency, Type (DERIVED_ORIENTED_BORDER) and Code.
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<capacityProduct>
<code>ADOB_SE3-N01</code>
<capacityProductType>DERIVED_ORIENTED_BORDER</capacityProductType>
<ISOCurrecncyCode>EUR</IS0CurrecncyCode>
<inAreaCode>BZN|10Y1001A1001A46L </inAreaCode>
<outAreaCode>BZN|10YNO-1-------- 2</outAreaCode>

</capacityProduct>

Figure 124

4.14.3.3 Non-oriented border

> Capacity products for implicit allocation with non-oriented Border. Contains two Areas, Currency, Type (DE-
RIVED_BORDER) and Code.

<capacityProduct>
<code>ADB_EE-LV</code>
<capacityProductType>DERIVED BORDER</capacityProductType>
<IS0CurrecncyCode>EUR</ISOCurrecncyCode>
<inAreaCode>BZN|10Y1001A1001A391</inAreaCode>
<outAreaCode>BZN|10YLV-1001A00074< /outAreaCode>

</capacityProduct>

Figure 125

— Although this is Derived Capacity product with non-oriented border, it shares the same structure of XML with alll
others Capacity products. It uses In and Out areas attributes (despite there is no direction needed). Please be
aware that values in attributes for areas have to be sorted alphabetically (e.g.: In Area: 10YBE---------- 2, Out
Area: 10YNL---------- L).

4.15 Reporting

The reporting functionalities offer an export of data mainly for statistical purposes. It enables manually trigger generation
of required report. As the data are coming from Databases (MySQL or Mongo), the user preparing the template for
Report has to have a knowledge of database structures.

Both solution is integrated into DMS and use it for storage of both templates and created reports.

4151 Report Template

The presence of Report template in DMS is essential step for creation of a new Report. Templates are stored in direc-
tories as depicted below.
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Document Management System

Document Name 7 Document Tag 7 Date From 2 Date To ?
] ][ s rcvmes |
Actual Path: Root folder Upload New File
. 7 . .
Name A W Y  System Versicn A W h 4 Last Update Date & Time & W User o W Y  Organization
system 07.04.201512:17:29 System User
Subscriptions 27.03.2015 08:51:36 System User
Reporting 27.03.2015 08:46:57 System User
Static_content 18.03.2075 145139 System User
Legacy data 10.03.2015 17:23:32 Pavel Michalicek
Reference Data XML 02.12.2014 17:28:09 Jan Kadefavek
Data Flows 02.12.2014 09:27:52 System User
Audit 02.12.2014 09:27:52 System User
Rows perpage |10 25 |50 100 1
Figure 126

Document Management System

Document Name 2 Document Tag 7 Date From 2 Date To ?
& o
Actual Path: Root folder/Reporting Upload New File
. ? ) o
Name 4 W YW  System Version &4 W h 4 Last Update Date & Time & W User & W Y  Organization
Reports 27.03.2015 08:47:01 System User
I Templates 27.03.2015 08:47:01 System User I
Rows perpage |10 | 25 |50 100 1
Figure 127

The directory for templates is available only to users with one of following roles currently (otherwise the directory is not
visible in DMS):

1. Report creator

The Report Template has to be created in one of supported formats out of the system. Then the button “Upload New
File” has to be used to open a screen of upload of prepared template and description by metadata.

These metadata related to the file are important because it typically contains also SQL query or defines another source
of data that should be published through the reporting engine. See the window of typical Report Template described
by metadata.
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File:*
Cfakepathiweek report.xlsx Browse File
Description:

Metadata
MName Value Add Entry
name Week Report
== X
dataSource.0.name standardDaily
= X
dataSource.0.sql SELECT DataProviderD,
my.DatallemlD. DataltemDescription, + X
roleName. counti1) as missing h
dataSource.1.name allocationDaily
= X
dataSource.1.sql SELECT DataProviderlD,
[UEAR: , DataltemDescription, + X
roleName. count(1) as missing s
* - required field

[ save |
Figure 128

As you can notice from the window above, there are several items that are always required when you create a Report
Template. Some of them can be present several times however.

Metadata name Description Values Mandatory
/ Optional
engine Metadata specifying a type of reporting EXCEL (default, for XLSX) Optional

engine to be used. When not provided a TEXT (for CSV and XML)
default value is used and set for Excel file
creation.

name Metadata specifying a hame of Report Any string Mandatory
Template that will be displayed to users in
GUI when screen for Ad-hoc reporting will
be used. The use of lower case is
necessary, all metadata are case

sensitive.
dataSource.X.type Metadata specifying type of engine SQL (default, for MySQL Optional
DB)
X representing number, begins with 0. MongoDB (for Mongo DB)
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Metadata name Description

Metadata specifying name of initial data
source that is going to be used for
reporting. This name is used and
referenced in files of Report Templates
themselves.

dataSource.X.name

X representing number, begins with 0.

dataSource.X.sql Metadata intended for definition of data

source for report. SQL query is inserted as
a value. It is recommended to verify that
the query is correct and working directly in
database environment before it is used in
reporting.

X representing number, begins with 0

dataSource.X.query Metadata for query into Mongo Database

that does not use usual SQL languate.

Table 5
4.15.1.1 XLSX Report Template

UNICORN Systems

Values

String without spaces

SQL query

Mandatory
/ Optional

Mandatory
for initial
data source
“0”/
Optional for
other data
sources

Mandatory
for initial
data source
“0”/
Optional for
other data
sources

The following screenshots depicts the structure of excel template that has to be uploaded into DMS. The layout and
formatting is not limited by reporting engine and can be built by template creator according to needs. The important
part (or parts in templates containing several data sources) is started by #for and ended with #end marks.

The reference to data source name has to be provided on the initial line. This ensures that the platform correctly loads
corresponding sql query. The call of function “reportMetadata.getQueryByName” should not be changed. The alias “d”
representing result of data source can be changed, but please be aware that also references to columns must be

updated with this alias also.

Results of query are then mapped to required places determined by column names from sql query.

A B C D
1 Daily and Intraday Data ltems
2
3 | Standard Data ltems
4 Data ltem !"‘“*“ Beauida |Missing Values |Expected Values
5 |#for din reportMetadata.getQueryByNamfp('standardDaily') | reference to dataSource.0.name
6 |S{il.dataltemDescription} |${d roleName} |${d missing} El.expec’[ed} :|
7 |#end
2
9 |Allocation Data ltems
10 Data ltem |Data Provider |Missing Values |Expected Values
11 |#for d in reportMetadata.getQueryByName('allocationDaily'
12 |5{d.dataltemDescription} |${d.r0IeName}- |${d.missing} |${d.expected} |
12 1 #and

Figure 129
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4.15.1.2 CSV Report Template

The screenshot bellow depicts the structure of CSV template. The first row is a header of the report that will be displayed
as a first. The second line list columns of the report. Notice that items are separated by semicolon.

Part for results is started by “<#list> and ended by ,</#list>" tag. The system is very similar to Excel template. The
value of data source is referenced so that correct query could be loaded by the system.

Then columns of the result data source are defined. These columns are also separated by semicolons.

Data Providers reference to

Mame: E
~=:#Hst as role> dataSource.0.name

$iroleroleNamet; ${role. ~oleDescriptiont

</ #list>

Figure 130

4.15.1.3 XML Report Template

The screenshot bellow depicts the structure of XML template. There is no special format or XSD dedicated for outputs
in form of XML. The creator of template creates its own needed structure of XML.

The reporting part with results is started in the same way as CSV report. It is started on line with “<#list>* and ended
by ,</#list>" tag. The structure of XML is built between these tags. In this case, columns are represented by special
attributes, defined on separate rows.

<dataProvider
<#list[zoles fos role> reference to dataSource.0.name
<dataProvider>
<name>$ {role . froleName ¥</name>
<eic»&{role,roleDescription| </eic>
</dataProvider>
</#li=t>
</dataProviders>

Figure 131

4.15.2 Report creation

Reports are based on existing Report templates and their creation is triggered on a screen called Ad-hoc reporting
which is available in administration menu.
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% ; jan. kaderavek@unicornsystems.eu FAQ
Central collection and publication m generation, X : @ Y v

e n t S o@ transportation and consumption dataand information > P | S

for the pan- European market. New messages: 0
Transparency Platform s

; : -
‘ﬁ Load ?  Generation ?  Transmission ?  Balancing ? Outages 7 Congestion Management 7 = Administration
Application Management and Settings Data Administration Monitoring
Document Management System Application Seftings Configuration Matrix Data Flow Monitoring
Update Static Content Manual File Upload Cther Monitoring
Organization Management Allocation Definition Audit Log
Role Management Allocation Calendar System Unavailability
Human User Management Reference / Master Data Ad-hoc Reporting n
Machine User Management News Management Download Stafistics !
Reporting
Report:*
‘Week Report u
Version Date Author File Size [kB]
2 10.04.201510:29 Michal Svondr 18,02 RA
10.04.2015 07:44 Michal Svondr 18,02 kA

ltems perpage 10 | 25 &0 100

Figure 132

Be aware that that creation of report is not a synchronous process. This means that report will not be offered
to you immediately as a response of button clicking and you can continue using the application. The reason
is that the generation can take some time, depending of complexity of queries inside Report Templates.
User is informed by message in Message Board once the Report is finished and available for download.

There are actually three ways how to download generated Report

2. Through a link provided in message of Message Board

3. Through a download button on Ad-hoc reporting screen after selection of corresponding template name
4. Directly in DMS

Similarly to Report Templates, also all Reports are stored in DMS. A directory Reporting\Reports is used
for storage. As any other file in DMS, it can be versioned. Therefore a new creation of a report actually
does not create a new record in DMS, but it creates a newer version of the existing report. Of course, all
previous versions are available for download. Both from Ad-hoc reporting screen and DMS folder.

415.3 Roles
Three types of Roles are offered

1. Report Template Creator

1. This role can access both “Reporting/Reports” and “Reporting/Templates” folder in DMS. Users in
this role can upload Report Templates and modify their metadata in DMS.
2. Reporter
1. This role can access only “Reporting/Reports” folder with generated reports in DMS. Templates are

not available for this role.

> 141 <



EMFIP UNICORN Systems

EMFIP Documentation
Administration Guide v4.3

2. Reporter can access the Ad-hoc reporting screen, download created reports and also trigger new
generation based on existing template

3. Report Viewer

1. Users in this role can access the Ad-hoc reporting screen, however they are not able to trigger cre-
ation of new version of the report. They can only download existing versions of Report.

4.16 Web API

Administrator can enable access to Web API both to Human and Machine users.

416.1 Web API for Human users
To enable human user's access to web API, Platform Administrator has to assign a special role to human users.

This can be done in Human User management. Select required user and go to edit through the pencil button. Then
select role “Web APl Consumer” in Available roles and move it to field for Roles Associated to User. Changes need
to be saved.

Be aware that the “Web APl Consumer” role is not inherited from any of other roles and needs to be always used
together with a different role (e.g. registered user).

Once the Role is assigned and saved, the selected user will see a new section “Web API Security Token” in the My
Account Settings screen where the token can be generated. User has to log out and log in again so that correct
roles/rights are loaded.
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My Account Settings

Personal Information Competency

Titie [Roles:; Analyst

| Data Provider
Organization: CEPS

First name * Last name *

Alan Conpar

Mobile Phone Number Offica Phone Number 5 oot

+ | 420 + | 420

Web API Security Token

Login Information

Emall Addrass * 25597 Ged -daea-45bT -abBa- 19600841226

@

Password * Repeal your password to confinm *

Additional Account Settings and Information

Country ? Prefiered Timezone 7
| Proga select country w | | CET(UTC +1)J CEST (UTG +2) -

Position and Responsibilites 7

* - reguired field

X ovasrma

Figure 133 - Role Web API Consumer brings new section in My Account Settings

As Administrator does not have an access to My Account Settings of each user, it will not be possible to find out the
Web API Security Token. The Token will be available only for the user himself.

To remove the access to Web API, System Administrator or Backend support member needs to remove the role Web
API Consumer from the user and save such settings.

To change the Web API Security Token, it is needed to remove the role of Web APl Consumer, save such settings
and then again add the Web API Consumer role.
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4.16.2 Web API for Machine users

Before a machine user may access the web API, Platform administrator must enable the access. This is done in List
of Machine users, on Edit screen accessible through the Pencil icon on a row of required Machine user. The Edit screen
contains (visible only for Platform Administrator and Backend support members) a section called “Web API Access”
with a checkbox “Enable Web API Access”. The checkbox is not checked by default.

Edit Machine User

Hame "
WEPS

Channel Type "
Please select one (or mom] of the dyta-sending channels,

ELCP - ECP Endpoint Code:

#FTES 7 FTPS Password: sewsssenies

Ve sepges o Selach strateqy: Pul Push

el AP Access

Figure 134 - Enabling of Web API Access for Machine users
The same logic is used also when a new Machine user is created.

When checkbox is checked and user saved a new section is available in expanded row of the Machine user in the list
of Machine users. This new section is called Web API Security Token and contains the value of the token that needs
to be used during communication via Web API.
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Machine User Management | Create new machine user |
I 1 T T |
User AV Y Organization AW Y saus AV Y
weps@emfip test WEPS Active e X 7 <+
tso-cyprus@emfip test Cyprus TSO [ Suspended e X 5 +
terna@emfip test Temna ' Suspended 2 X 75 -
General Information Integration Channels
Name: terna@emfip.test ECP:TER
Crganization: Terna FTPS: configured

Web service: Pull

Wep API Security Token
255976e4-4aea-45b7-ab8a-1969d841226¢

T
Name Organisation name Active Q X ra +
Name Organisation name Suspended g X 75 +
Name Organisation name Active ® X s +
Name Qrganisation name Suspended e X 7 +
Name Organisation name Active ® X 75 +
Name Organisation name Suspended o X 7 +
Name Organisation name Active e X 75 +

Rows per page: 10 25 50 100 123..15 Next==

Figure 135 - Security token of Machine users with enabled Web API Access

The Security token is available only for those Machine users that have enabled Web API Access by Administrator or
Backend support.

As opposed to Human users, Token can be seen by Platform Administrators, Organization Administrator.

To remove the access to Web API, System Administrator or Backend support member needs to uncheck the checkbox
Enable Web API Access in Edit screen of the Machine user and save it.

To change the Web API Security Token, it is needed to uncheck the checkbox Enable Web API Access in Edit screen
of the Machine user, save the change and again check the same checkbox.

416.3 HTML Web API Guide

The documentation of Web API is available in DMS and published as one of links on Help page of Transparency
platform. As any other static content, Administrator can update the HTML file in the screen of Update Static Content if
needed.
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4.17 Data Repository

Administrator can allow usage of Data Repository for both Human and Machine users.

4171 HTML Data Repository Guide

Data Repository Guide is also available in DMS and published as one of links on Help page of Transparency platform.
Data Repository Guide references Web API Guide since the XML request format (Status Request document) is the
same.

4.17.2 Data Repository for Human users

To enable human users to query the data repository, Platform Administrator must assign them a special role.

This can be done in Human User management. Select required user and go to edit through the pencil button. Then
select role “Data Repository User” in Available roles and move it to field for Roles Associated to User. Changes need
to be saved.

Be aware that the “Data Repository User” role is not inherited from any of other roles and needs to be always used
together with a different role (e.g. registered user).

Once the Role is assigned and saved, the selected user has access to Submit Request for Data Export use case and
to Message Board. User has to log out and log in again so that correct roles/rights are loaded. The UC Submit Request
for Data Export is one of menu items available when user clicks on his name in upper right corner.

4.17.3 Data Repository for Machine users

Usage of Data Repository for machine users is not enabled by default and can be allowed by Platform administrator.
This is done in List of Machine users, on Edit screen accessible through the Pencil icon on a row of required Machine
user. The Edit screen contains (visible only for Platform Administrator and Backend support members) a section called
“Data Repository Exports” with a checkbox “Allow Data Repository Exports”. The checkbox is not checked by default.
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€ Close without saving

Edit Machine User

MName *

WEPS
Channel Type *

Please select one (or more) of the data-sending channels.

[ ] ECP - ECP Endpoint Code:

ETPS 2 FTPS F’assword:|

D Web semvice 7 O F’uIIO Push

Endpoint:

Certificate:

Web Api Access

D Enable Web Api Access

Data Repository Exports

D Allow Data Repository Exports

Organization *

‘SEPS

Description |

* - required field

Figure 136:Enabling of Data Repository exports for Machine Users

To remove the access to Data Repository feature, System Administrator or Backend support member needs to un-
check the checkbox Allow Data Repository Exports in Edit screen of the Machine user and save changes.
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Be aware of validation covering case when both Data Repository exports and Push method in web service channel are
enabled. This combination is not allowed and only Pull method can be used for Data Repository functionality.

Also please follow a recommendation on use of Data Repository Requests via FTP. As the FTP is not dedicated for
Data Repository, but common with the one used for regular data submission according to Regulation 543-2013, Data
Providers could have mixed their input messages with Status Requests documents. To avoid this situation, it is recom-
mended to have a dedicated Machine user for requests on Data (that will lead to creation of separate folder on FTP).
Similar situation is valid also for Web Services.

4.18 Explanatory Notes for Allocation Data

There is a possibility of adding the explanatory notes even for data items, that are not based on the Configuration
Matrix, but on the Allocation Calendar.

Since these Data Items have no Business Dimensions in the Configuration Matrix the Explanatory notes cannot be just
configured via CM, but a dedicated register is created for it.

This register can be found in the Administration menu > Reference / Master Data > Reference Data > Manage Al
Explanatory Notes.

Choose Item to Configure

Search ltem

Browse ltems

== Reference Data

Area Management

Manage Reference Data

Manage Applicable Filters

=+ Master Data
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1 admin@entsozeu v

e n t S OQ Central collection and publication of electricity generation; = -Jﬁ—éq Ef _*_'.

transportation and consumption data and information - = 5
¥ * New messages: [817
Transparency Platform for the pan-European market. H P ‘,f'-

L ¥ "

ﬁ Load » Generation » Transmission » Balancing » Outages » Congestion Management » System Operations » Administration

Manage Al Explanatory Notes

@ Change Reference Data Download Reference Data

Choose reference data

Select xml file

Upload reference data

Version: Mobile | PC Terms & Conditions - Sitemap - About ENTSO-E & - Contact Us™®
Designed and Developed by Unicorn Systems a.s.

In order to view the Use Case, the user has to have assigned respective rights.
Note the rights are bound to a role, not directly to a user.

e Al Explanatory notes — Manage: Allows the user to use the write rights for all Al Explanatory Notes
registers.

e Al Explanatory notes — Browse: Allows the user only to read(download) all Al Explanatory Notes
registers.

In case of a need of assigning the rights to another role or creating a dedicated role for such purposes, the Role
Management UC shall be used. See the section: 4.6 Role Management.

4.18.1 Publication of the Note

The note will be displayed on the data view under the table as a part of the body of the data view itself.

It will not be a part of the published instance and thus it will be visible even when no data is published on the data view.

Each data view will load notes from both configured directions. It will work the same as it is already implemented for
standard Dls.

In case that both directions of a the same border on the same data view have identical Note configured in the register,
it will be displayed only once.
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L admin@entsoe.eu w

== A
transportation and consumption data and information e i] New messages | 2501
Transparency Platferm for the pan-European market o Jf;

S . "
e n t S O@ Central collection and publication of electricity generation, =
i
i f .

ﬁ Load » Generation » Transmission » Balancing » Outages » Congestion Management 2 System Operations 2 Administration

Explicit Allocations - Intraday

Offered Intraday Transfer Capacity [11.1]
Explicit Allocations - Use of the Transfer Capacity [12.1.4] (infraday)

Day Range
From n 18092020 ﬂ|
Border - Control Area Border - Bidding Zone Border - Bidding Zone Aggregation e | 11.11.2020 E |
Area = oMl Showfullscreen  Subscribe
u | Belgium (BE) w Class. BZN|NL > BZN|BE BZN|BE > BZN|NL
BZN|BE - BZN|DE-AT-LU Time = oc RC AC Price oc RC AC Price
— interval €3t Sed- [11.4] [124.A] [1214] [12.1.A] [M1.1] [M21.A] [M21.A] [12.1.A]
e MW] MWI MW] [Cumencymw] (MW MW MWD [Cumency/mw]
BZN|BE - BZN|FR 26.09.2020
BZN|BE - BZN|GB 00:00 -
~| BZN|BE - BZNJNL 27.09.2020 Base 1 1 1
00:00
Bosnia and Herz. (BA) w
) (CET)
Bulgaria (BG) v
_ Explanatory note will be displayed here. 1
Croatia (HR) =
Crech Republic (C7) v ltems per page |10 25 | 50 100
Nenmark MK w 4

418.2 Active Flag Handling

As mentioned in the section above, each note will have assigned an active flag that will describe, whether a note shall
be displayed on the data view or not.

When a user creates a new Note with the active Flag set to true, the Note will be deemed as a valid and will be
published.

In case that a new note is uploaded, while another note with the same dimensions already exists in the register, the
new record will overwrite the old one.

In case that a user will decide to hide already published note from the data view, a new version of XML file will have to
be uploaded with the specific note either set to false or completely removed from the XML file. Each of these options
will set the active flag to false in the register.

4.18.3 Data View Code

In general, each Data View is identified by a code (it will be filled in the attribute Data View code) in the system. Thus,
it will not be possible to configure notes in a separate register item per each data item in case of shared data views
such as Explicit Allocations — Intraday. In case of a need to have separate notes per data item on a composed data
view, the data item can be specified within the text of the note itself.

In case of evolution data views, these data views have the same data view code as the standard OC intraday data
views. Thus, notes for these data views will be submitted in the same XML document. Whether the note will be dis-
played on the standard OC intraday data view or on the evolution data view, it will be differentiated by the evolution
flag in an item register.
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4.18.4 Displayed Name

This name will be a free text, that will be stored in the Explanatory Notes Names register, alongside the Data View
Code.

The displayed name will be used to list the registers on the filter on the management UC in a more user-friendly way.

In the XML it will be placed in the header of the document where it will be editable. Default value will be he Data view
Code.

The following table contains the list of affected Data items.

Covered Data items

Offered Year-ahead Transfer Capacities [11.1]

Offered Month-ahead Transfer Capacities [11.1]

Offered Week-ahead Transfer Capacities [11.1]

Offered Day-ahead Transfer Capacities [11.1] — EXPLICIT

Offered Day-ahead Transfer Capacities [11.1] — IMPLICIT

Offered Intraday Transfer Capacities [11.1] — EXPLICIT

Offered Intraday Transfer Capacities [11.1] — IMPLICIT

Other Offered Transfer Capacities [11.1]

Explicit Allocations - Use of the Transfer Capacity [12.1.a] — Yearly
Explicit Allocations - Use of the Transfer Capacity [12.1.a] - Monthly
Explicit Allocations - Use of the Transfer Capacity [12.1.a] - Weekly
Explicit Allocations - Use of the Transfer Capacity [12.1.a] — Daily
Explicit Allocations - Use of the Transfer Capacity [12.1.a] — Intraday
Explicit Allocations - Use of the Transfer Capacity [12.1.a] - Others

Total Capacity Already Allocated [12.1.c] — Monthly
Total Capacity Already Allocated [12.1.c] — Weekly
Total Capacity Already Allocated [12.1.c] — Daily

Total Capacity Already Allocated [12.1.c] - Intraday

Transfer Capacities Allocated with Third Countries [12.1.h] — Yearly

Transfer Capacities Allocated with Third Countries [12.1.h] - Monthly

Transfer Capacities Allocated with Third Countries [12.1.h] - Weekly

Transfer Capacities Allocated with Third Countries [12.1.h] — Daily

Transfer Capacities Allocated with Third Countries [12.1.h] - Intraday

Transfer Capacities Allocated with Third Countries [12.1.h] — Others

Implicit Allocations - Congestion Income [12.1.e] — Daily

Implicit Allocations - Congestion Income [12.1.€e] - Intraday

Explicit Allocations - Auction revenue [12.1.a] — Yearly

Explicit Allocations - Auction revenue [12.1.a] - Monthly

Explicit Allocations - Auction revenue [12.1.a] - Weekly

Explicit Allocations - Auction revenue [12.1.a] — Daily

Explicit Allocations - Auction revenue [12.1.a] — Intraday

Explicit Allocations - Auction revenue [12.1.a] - Others

NTC-based capacity allocation and network utilisation - Day Ahead [CACM 2.2 & 2.3]
NTC-based capacity allocation and network utilisation - Intraday [CACM 2.2 & 2.3]
NTC-based capacity allocation and network utilisation - Result - Day Ahead [CACM 2.2 & 2.3]
NTC-based capacity allocation and network utilisation - Result - Intraday [CACM 2.2 & 2.3]
Flow-based capacity allocation and network utilisation - Day Ahead[CACM 2.2 & 2.3]
Flow-based capacity allocation and network utilisation - Intraday [CACM 2.2 & 2.3]
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4.19 Handling of Acknowledgement Receiver Role

The default value of the Receiver Role is set by default to A39 (Data Provider), however the contents of the element
may vary with respect to the content and the processing result of the document that is being acknowledged.

In case that the document that is being acknowledged was properly processed, the default value is replaced by the
value submitted in the Sender Role element of the original file.

In case that the original file was rejected the content of the Receiver Role element depends on how far the processing
reached before it failed.

If the file is rejected because of for example XSD validation or version validation the Receiver Role of the ACK is
defaulted to A39.

If the processing is in such an advanced state that the Sender Role of the original file is already known (for example
failure during Time Series processing) the default value is replaced by the value submitted in the Sender Role element
of the original file.
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5. PART 3: MONITORING USING EXTERNAL TOOLS

5.1 Used technologies

51.1 Zabbix

Access has been provided to maintenance Zabbix via a VPN tunnel. The rights have been granted to personal accounts
of ENTSO-E personnel where requested.

To access the Zabbix application, please follow these steps:
1. Log in to the Global Protect VPN provided by Unicorn
2. Navigate to http://172.17.193.103/zabbix/

3. Log in using the credentials provided by Unicorn
4. Select the chosen environment and navigate to the requested UC

For more information please refer to the official Zabbix documentation: https://www.zabbix.com/documentation/cur-
rent/.

5.1.2 ELK

ELK stack has been created, consisting of Filebeat, Logstash, Elasticsearch and Kibana tools:
Filebeat Tool collects logs from the servers and sends them to Logstash through SSL layer.
Logstash Tool receives logs and makes operations for better writes to Elasticsearch.
Elasticsearch Core database for storage of information from the logs.

Kibana Frontend application connected to Elasticsearch for browsing the data.

B o == = «K

beats logstash elasticsearch ~ kibana
Data Data Indexing & Analysis &
Collection Aggregation storage visualization

& Processing
Figure 137: ELK stack

5.1.2.1 Collection of logs

Logs are collected in ELK from virtually all parts of the application infrastructure. The retention period is 90 days, after
which the logs are deleted by an automated scheduled process.

Application servers
A unified convention is applied on server instance naming. Below, it is explained and demonstrated on an example.
EMFIPTDGASO1

All server names begin with the code EMFIP for obvious historic reasons (black colour). Then rest of the host name
contains the following information:

> Environment (marked in red)
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- PROD: S
- IOP: T
- UAT:P
> Server function (market in green)
— Listed in the table below
> Sequence number (marked in blue)

WPLB Web Portal load balancer (Apache)

DGLB Data Gateway load balancer (Apache)

WPAS Web Portal application server (Tomcat)

DGAS Data Gateway application server (Jboss)

APAS Web API application server

MYDB MySQL database server

MGDB Mongo DB server

DRCS Data Receiver - FTP

GOPEE SPA Front end application server (Tomcat) + Load

balancer (Apache)
GOPBE SPA Back end application (Tomcat)

Installed log sources

Server function Log sources

WPLB apache2, auditd, system

DGLB apache2, auditd, system

WPAS system, Transparency.webportal

BEAS auditd, jboss, system, Transparency.datagateway,
Transparency.publication, Transparency.subscription

APAS auditd, system

MYDB mysql, system

MGDB mongodb, system

GOPFE auditd, system

GOPBE auditd, system

5.1.2.2 Kibana

Access has been provided to Kibana via a VPN tunnel. The rights have been granted to personal accounts of ENTSO-
E personnel where requested.

To access the Kibana application, please follow these steps:
5. Log in to the Global Protect VPN provided by Unicorn
6. Navigate to https://172.17.14.44:1443/ (PROD) or http://172.17.18.29:5600/app/kibana (I0OP)

7. Navigate to the requested UC. No credentials are required to access Kibana
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The following sections describe the main sections of the Kibana tool used. For more information please refer to the
official Kibana user guide: https://www.elastic.co/quide/en/kibana/6.3/index.html.

Discover

This section of Kibana tool allows user to see and filter gathered log files. It is possible to define fields which should be
retrieved from input logs. A dashboard depicts log data receiving during selected time period. The time range can be
chosen by user. The complete list of gathered logs is available as well.

® 0 ® [ Discover - Kibana x |+
< C @ NotSecure | 172.18.4.79:5607/appjkibanaidiscover?_g=(refreshinterval: display:Off pause:!f, value:0),time: from:now-2ah,mode:quick to:now))8_a=(columns:(_source),index:1{66eda0-abd6-11e8-ab92-abaa685454.. v @
5,505,712 hits New Sawve Open Share Reporting C Auto-refresh < @ Last2dhours >
K «ibana Search.. e 5tatus:200 AND extensionPHP) opions [N
@ Discover Add a fitter +
. fllebeat-* - October 2nd 2018, 07:37:56.337 - October 3rd 2018, 07:37:56.337 —  Auto N
e Selected Fields -
* source
Timelion .
Available Fields o 5
APM Popular - B )
Devtos : = I
Top's values in 5001500 records e o ’
Wonitoring ©timestamp per 30 minutes
17:10:41 ) [gateLstener-3) DEBUG.. Q. @,
Management me source

41 [ [gateListener-3] DEBUG,.. @@,

Octeber 2nd 2018, 19:18:41.784  prospector.type: log fields.env: cloudie message: 17:10:41 [1 [ACCEPTED_AGGREGATED_OFFERS_Listener-1] INFO eu.unicorn.uop.mnt.

ALANCING_PRICE...
LT R imp1.Datol temGateMoni torServiceSPIInpl 2018-18-82T17:10:41.771Z Gate close monitoring FINISHED host.name: systemlogs

etinastang: October 2nd 2018, 19:10:41.784 filoset.modula: systes filesst.names syslog of
17:10:41 [) CB_BALANCING PRICE... @ & — amatomodutar & SRR =70 W&

+ 16,195,758 beat.version: 6.3.
2 beat.names systemlogs beat.hostoame: emfip2-devl-jbossl tages systemlogs, beats input_codec_plain_opplied iaput.types log
1041 ) [gateListener-2] DEBUG..@.@, dversion: 1 source: fopt/emfip/jhoss/standalone/log/enfip-debug.log _id: gb3ICMYB7IKIbIJMrONL _cype: doc _index: filebeat-6.

October 2nd 2018, 19:10:41.784  fields.env: Cloudie prospector.type: log message: 17:10:41 [] [ACCEPTED_AGGREGATED_OFFERS_Listener-1] INFO eu.unicorn.uop.mnt.

@ @timestamp impl.DatolterMonitorServiceSPIImpl 2018-10-82T17:
& O ystenlogs @eimestamp: October Znd 2018, 19:18:41.784 fileset.module: system fileset.name: syslog effset: 16,196,138

0:41.771Z Gote close dote item monitoring STARTED. 1 itess stored host.name: §

beat.version: 6.3.2 beat.hostname: enfipZ-devli-jbossl beat.name: systemlogs tags: systemlogs, beats_input_codec_plain_opplied

t input.type: log @version: 1 source: /opt/emfip/jboss/stondalone/log/emfip-debug.log _id: gF3CNWYB7IKIBIMrgMl _type: doc

t _index

October 2nd 2018, 19:10:41.78%  fielda.envi cloudie prospestor.type: log messages 17:10:41 [] [ACCEPTED_AGGREGATED_OFFERS_Listener-1] INFO eu.unicorn.uop.mat.
#® _score impl.DataltemMonitorServiceSPIImpl 2018-10-82T17:10:41.771Z Gate close dota item monitoring STARTED. 1 items stored host.name: S
t _ype ystemlogs dtimestamp: October Znd 2018, 19:10:41.784 fileset.module: system fileset.name: syslog offset: 16,196,138

beat.version: 6.3.2 beat.hostname: emfipZ-devl-jbossl beat.name: systemlogs tags: systemlogs, beats_input_codec_plain_opplied

¢ beathostname input.type: log Bversion: 1 source: /opt/emfip/jboss/standalone/log/emfip-debug.log _id: GbICNNYB7IKIBIMrgOF _type: doc
t beatname
v October 2nd 2018, 19:18:41.784  progpector.type: log fislds.env: cloudie message: 17:10:41 [] [ACCEPTED_AGGREGATED_OFFERS_Listener-1] INFO eu.unicorn.uop.mnt.
t beatwversion impl.DateltemMonitorServiceSPIImpl 2018-10-82T17:10:41.771Z Gote close data item monitoring STARTED for 2018-18-82T17:00:00.0007
Frer TR £41 :10: st.names affset:
e systen syslog October 2nd 2018, 19:10:41.784 hast. systenlogs offaet: 16,195,

O colapse

931 beat.version: 6.3.2 beat.name: systemlogs beat.hostname: emfipZ-devl-jbossl tage: systemlogs, beots_input_codec_ploin_app

Figure 138: Discover screen
Visualize

The user is able to create a new chart via Visualize screen. The chart is based on fields defined in Discover screen. It
is possible to set various chart types (e.g. area, bar, pie), orientation, labels, aggregations and other features. The
screen immediately displays result of the created configuration.
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Figure 139: Visualize screen

Dashboard

Dashboard screen is the main output for users. It allows to display several charts and relevant logs defined in previous
screens. It is possible to create many independent dashboards. User is able to select displayed time range and refresh

interval.
5.1.2.3 Maintenance

Additional infrastructure has been added into IOP and Production environments to accommodate the ELK tools. Pro-
visioning has been incorporated into the standard release procedure.

> Standalone server for Kibana and Elasticsearch DB
> Filebeats configured on individual application servers (see description above)

A stable version of the ELK solution is deployed. Any eventual version upgrade will be handled identically to other parts
of the technology stack: After a processed request (initiated either by the Customer or recommended by UNI in case
of necessity), it will be performed by the Maintenance team.

Filebeat outage

In case of Filebeat outage, the Maintenance team will be notified by infrastructure monitoring. In order to ensure the
capture all logs, 5 latest log files (100 MB of logs each) are being kept at all times. This allows long enough retention
of logs so that all are available for processing by Filebeat if the outage is handled inside SLA reaction times.

Dashboard creation/update

Users are able to create custom dashboards themselves (see description above). Any maintenance intervention must
be requested by standard CR procedure:

> Design and implementation of new dashboards
> Updates of existing dashboards

> Restoration of dashboards corrupted by user changes
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5.2 Monitored features

521 Via Zabbix

5.2.1.1 Hardware monitoring
Hardware is monitored by maintenance team via Zabbix with appropriate naotifications.
From the menu, the following hardware performance indicators are available:
> CPU
> Memory
— Used up memory
— Auvailable memory

— Ready to use memory

\%

File system
Network interfaces

\%

\%

Server running

— Boottime

— Running time

— Number of processes

5.2.1.2 Data gateway monitoring

The Zabbix tool visualizes Data Flow and Data Item processing tasks waiting in queues and measures their delays.
The maintenance team is automatically notified in case some task exceeded defined threshold.

> ActiveMQ Task data
— Queue count
— Queue size

The user can access the Queue monitoring through menu and inspect graph:

EMFIPSAMQO1: 17 items

Figure 140: Data Gateway and Publication queues graph
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CPU (14 ltems)
Filesystem

General (5 ltems)
ICMP (3 l[tems)

Java Memory (4 [tems)
Memory (6 ltems)
Network interfaces (6

05 (10 ltems)

J-dataltemProcessHistoricalQu:
J-dataltemProcessLargeFileQueu
ItemProcessLo

ataltemPro

AQ-publication-se
J-publication-se
Q-publicationHistorical Que
-publicationLargeFil
Q-publicationMigratio
-publicationMev
J-publicationM
-publicationQu

Security (2 ltems)

Zabbix agent (3 ltems)

UNICORN Systems

Figure 141: Data Gateway and Publication queue monitoring

5.2.1.3 Publication monitoring

The current instance of Zabbix tool visualizes publication tasks waiting in queues and measures their delays. The
maintenance team is automatically notified in case some task exceeded defined threshold.

> ActiveMQ Task data
— Queue count

— Queue size

The user can access the Queue monitoring through menu as shown in Figure 4.and Figure 5

5.2.1.4 Web portal monitoring

The relevant monitored values describing the Web portal operations are as follows:

> Availability of the 8080 TCP port for Tomcat application

> Java memory usage

> Actual version of Tomcat
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The user can access them through menu:

Application (4 [tems)
Cache (4 Items)

CPU (17 Items)
Filesystems (30 Items)
General (5 ltems)

HTTP (1 ltem)

Interface (1 Item)

Java Memory (4 ltems)
Java memary committed
Java memary init

Java memory max
Memaory used

Memory (6 ltems)
Network interfaces (6 ltems)
0S (10 Items)
Performance (13 ltems)
Processes (4 ltems)
Security

Tomcat-AJP
Tomcat-HTTP (9 Items)
Tomcat-Info (1 ltem)

Tomcat version

Zabbix agent (3

- other -

Figure 142: Web portal monitoring options

5.2.1.5 Communication monitoring

Communication monitoring is being performed proactively. Zabbix monitoring checks expiration of SSL certificates.
There are several triggers to announce SSL certificate is about to expire with levels of severity assigned to them. Actual
connection attempts can be tracked via the Apache Load Balancer log monitoring in ELK.
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EMFIPPWP SSL certificate (1 ltem)

SSL certificate (L ftem)

SSL eertificate (1 ltem)

EMFIPTWPLBO1 SSL certificate (:

EMFIPPWPLBOL

EMFIPECPPWPLB

>
ert Check External old:SSL certificate on {HOSTNAME} expired SWPAS01:zext shj-d {HOST.CONN}{$SSL_PORT}
Tlast(0)}=<0
Cert Check External old:SSL certificate on {HOSTNAME} expires in less than 7 days (I TEM.VALUE} days {EMFIPSWPAS01:zext_ss|_cert shj-d {HOST.CONN}{$SSL_PORT} Enabled
remaining) [ESNILlast(0)=<7
High Cert Check Exiernal old:SSL certificate on {HOSTNAME]} expires in less than 15 days ({ITEM.VALUE} days {EMFIPSWPAS01:zext, sh[-d {HOST.CONN},{$ Enabled
remaining) [5SNNlast(0)}<15
Average Templa Cert Check External old:SSL certificate on {HOSTNAME]} expires in less than 30 days ({ITEM.VALUE} days {EMFIPSWPAS0 1.z sh[-d {HOST.CONN}{$SSL_PORT} Enabled
remaining) [3SNN]last(0)}<30
Warning Templa Cert Check External old:SSL certificate on {HOSTNAME]} expires in less than 60 days ({ITEM.VALUE} days {EMFIPSWPAS01:zext_ss|_ sh[-d {HOST.CONN} {$SSL_PORT} Enabled
remaining) [5SNNlast(0)}<60
Not Template SSL Cert Check External old:SSL certificate on {HOSTNAME] expires in less than 90 days ({ITEM.VALUE} days {EMFIPSWPAS01:zext, [-d {HOST.CONN}{$SSL_PORT} Enabled
classified remaining) [5SNN]last(0)}<00
Tem ck External old: {$SNI} SSL certificate validity Triggers 6 zext_ssl_cert shi-d {HOST.CONN}{SSSL_PORT}{SSNI]  1d 1w 365d  Extemal check SSLcerfificate Enal
>

Figure 144: Certificate expiration severity levels

5.2.1.6 Database monitoring

Mongo

In the section Monitoring > Graphs the user can discover data for monitoring Mongo database. Of most interest should
be the graph Mongo connections:

| ZABBIX Monioring inventory  Reports
oa veo L Trggers  Graphs

Graphs Group |[ENTSOEEMFPTP-PROD [ Host emfipsmgabo3

Zoom: 5m 15m 30m 1n 2h 1d 3d 7d 14d 1m 3m Al
“«

«« 1m 7d 1d 12h 1h 5m | 5m 1h 12h 1d 7d im

emfipsmgdb03: Mongo connec

Figure 145: Mongo connections graph

Usage of disk space can be found in the graph Disk space usage. When observing the trend of the graph, the user can
usually also extrapolate/predict future evolution to some degree:
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ZABBIX Monitworing |

Triggers  Graphs

Group EntsoEeuFPTPPROD [ B capn|o

last

Figure 146: Mongo DB disc space usage graph

MySQL

In the section Monitoring > Graphs the user can also discover data for monitoring MySQL database. Of most interest
should be the graph Mysq| operations:

ZABBIX Monitoring 1
2 SN rouns ggers  Graphs

Graphs Group ENTSOEEMFPTP-PROD [ Host| EMFIPSMYDBOI B crapn | MysQL operatons

Figure 147: MySQL operations graph

The MySQL bandwith graph is important as well:
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ZABBIX

Monitoring

UNICORN Systems

Graphs

EMFIPSMYDBOL

e |

1d 3d 7d 14d 1m 3m 6m ly A

52.2 Via ELK

5.2.2.1 Detail logs

Tomcat

Figure 148: MySQL bandwith graph

ELK is collecting Web portal Tomcat Catalina logs. These are reachable on the dashboard Transparency — Tomcat.
The top graph shows number of logs differentiated by host-name on a time-line. The table below contains the details
of the individual logs. The user can easily filter the records.

Dashboard

Timelion

Infrastructure

Logs

APM

DevTools

Monitoring

Management

Default

O colepse

JBoss

Dashboard /

Time

February 13th 2019, 103455719

February 13th 2019, 10:34:55.719

February 13th 2015, 103455719

February 13th 2019, 103455719

February 13th 2019, 103455719

Transparency - Tomcat

Fullscreen  Share Clone Edit CAutorefresh € @lastdhours >

Options Refresh

timestamp per 5 minutes

-S0of646 <

source: /optlemfipRomcatiogsiatalina.out @timestanp: February 13th2019,10:3455.719 tags: systemlogs fields.envi cloudie fields.mem.events: 4096 beat.name: systemlogs beat.hostname: EMFIPTWPASO beat.versio

n: 660 host.name: systemiogs offset: 51,621 log.file.path: fopuemfiptomcaviogs/catalina.out message: 13:31:12,327 |-INFOinchaos logback cor nac h

named [emfip-info-async) to Log

ger(ROOT] dnput.type: log prospector.type: log _id: kOISmgBUDKQIMPhctD _type: doc _index: flebear6.6.0-2019.0213 _scort

source: /optiemfipromcatiogsicatalina.out @timestamp: February 13th2019,10:3¢:55.719 fields.env: cloudie fields.mem.events: 4096 beat.name: systemlogs beat.hostname: EMFIPTWPAS02 beat.version: 660 host.name
¢ systemlogs log. file.path: /opvemfiptomcatiogs/catalina.out message: 13:31:12,327 |-INFO classic tion.Cont End

offset: 51891 _id: KullSmgBUDKQTMIPKIID _type: doc _index: flebeat:6.60-2019.0213 _score: -

. tags: systemlogs prospector.type: log input.type: log

Source: Joptiemfipfomcatiogs/catalina.out @timestasp: February 13th 2019, 10:34:55.710 offset: 51,757 message: 13:31:12,327 |-NFOIn ch.qos logback core joranaction AppenderRefa

o - Attaching appender named (logstash-async] to L
oggerlROOT] tags: systemlogs beat.name: systemlogs beat hostname: EMFPTWPASOZ beat.version: 660 log.file.path: fopvemfiphomcatiogsicatalina.out prospector. type: log input.type: log fields.env: cloudie fi

lds.mes.events: 4,006 host.name: systemlogs _id: kellSmgBUDKQIMrPkAD _type: doc _index: flebeat60-2019.0213 _score:

source: opemfiphomcatiogs/catalina.out @timestamp: February 13th 2019, 10:3455.719 message: 22an-2019 13:32:35.556 INFO[main] org.apache.catalina.startup HostConfig. deployt ployment of web application directory lior

ost.name: systemlogs offset: 52,133 log.file.path

fiphomeativebapps/ROOT] has finished In [90,346) ms tags:  systemlogs. prospactor. type: log beat.hostname: EMFPTWPASO2 beat.version: 660 beat.name:

= /optiemfipromcaudogs/catalina.out input.type: log fields.env: cloudie field ts: 4096 _id: lon KQIMIPKIID _type: doc _index: fiebeat-6.6.0-2019.02.13 _score:

source: /optlemfipfomcatiogsicatalina.out @timestamp: February 13th2019,10:3¢:55.719 host.name:  systemiogs log.file.path: /opuemfipromcatiogsicatalina.out tags: systemiogs fields.env: cloudie fields.mem.events: 40
447 message: 22Jan-2019 13:32.35.

10-8009°] prospector. type: log _id: Iul1SmgBuDKQIMIPKAD _type: doc _index: filebeat6:6.0-2019.02.13 _score:

96 beat.name: systemiogs beat.hostnane: EMFIPTWPASO2 beat.version: 660 input.type: log offset: 52 nain] arg.apache coyote Abstra tart Starting iandler ["ajp-n

Figure 149: Tomcat Catalina logs dashboard

ELK is collecting logs from Data Gateway, Web APl and Web services JBoss servers. These are reachable on the
dashboard Transparency — JBoss. The top graph shows number of logs differentiated by host-name and severity on a
time-line. The table below contains the details of the individual logs. The user can easily filter the records.
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Dashboard / Transparency - |Boss Full screen  Share Clone Edit CAutorefresh &  @last15minutes §
> Options Ref
Add a filer 4

visuslze
Transparency - JBoss - timeline

Dashboard

Timelion
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Machine

Inf

Logs

APM

stimestamp: Descending

Dev Tools
JBoss - emfip - server

Monitoring

|4
(C]
1
©
o
@
o
’
*
&

February 13th 2019, 1350:37.781  JBoss. severity: ERROR source: g beat. hostnane: offset: 20652044 log.file.path: /opuemfipjboss/standaloneriog/server log JBoss.time: 12:59:37.665 JBoss.messa

ge: [stderr) (publicationListener-1) Security framework of XStream notintalized, XStream s probablywuinerable. prospector.type: log fileset.module: jboss fileset.name: server tags: systemiogs input.type: log @timestamp:
February 13th 2019, 13:59:37.781 beat.name: systemlogs beat.version: 650 host.names systemiogs event.dataset: jbossserver fields.mem.events: 4036 fields.env: cloudie _id: 0P3zSmgBUDKQIMPrySP _type: doc
_index: flebeat-6.60-2019.02.13 _score: -

February 132019, 135937.781  JBoss.severity: ERROR source: % beat.h 5 offset: 20651654 Nog.file.path: /opvemfipjboss/standalone/log/serveriog JBoss.tine: 12:59:36,198 JBoss.messa
ge:  (stderr] (dataFiowListener-3) Security framework of XStream notintallzed, XStream s probably vulnerable. prospector. type: log fileset.module: jooss fileset.name: server tags: systemiogs input.type: log @timestamp: Fe
bruary 13th 2010, 13:59:37.781 beat.name: systemiogs beat.version: 660 host.name: systemiogs fields.mem.events: 4,006 fields.env: cloudie event.dataset: [bossserver _id: 2f3zSmgBUDKQIMrPrysP _type: doc _in
dex:  filebeat:6.6.02019.02.13 _score: -

February 132019, 135937.781  Joss.severity: ERROR source: beat. hostnane: offset: 20651782 og.File.path: joptiemfipjboss/standaloneriog/serveriog JBoss.tine: 12:50:36,535 JB0ss.messa
ge: (stderr) (publicationListener-1) Security ramework of XStream notIntalized, XStream Is probably vuinerable. prospector. type: log fileset.module: jboss fileset.name: server tags: systemlogs input.type: log @timestamp:
February 13th 2019, 1359:37.781 beat.name: systemiogs beat.version: 660 host.nasme: systemiogs event.dataset: joossserver fields.mem.events: 4096 fields.env: cloudle _id: zvazSmgBUDKQIMIPrySP _type: doc _
index:  filebeat-6.6.0-2019.02.13 _score:

February 1360201, 135934225 Jgoss.severity: ERROR source: best. hostnane: offsets 20650999 1og. File. path: foptemiipibossstandalonerog/server og J80ss. time: 1255:34111 Jgoss. nessa

ge: [stderr] (publicationListener-1) Security framewerk of XStream notinitalized, XStream is probably vuinerable. prospector.type: log fileset module: jboss fileset.name: server tags: systemlogs ENput.type: log @tisestamp:
February 13th 2019, 13:59:34.226 beat.name: systemlogs beat.version: 660 host.name: systemlogs fields.ne.events: 4096 fields.env: cloude event.dataset: jbossserver _id: SP3zSmgBuUDKQIMIPKSSh _type: doc
© colapse _index:  filebeat:6,6.0-2019.02.13 _score:

Figure 150: JBoss logs dashboard
Syslog

Syslog visualization is split into several dashboards. The main dashboard Syslog displays host-names and processes
and lists all syslog events.

Dashboard / [Filebeat System] Syslog dashboard Full screen  Share Clone Edit CAutorefresh ¢ @ Last1Sminutes >
oo Options Update

C Add a filter 4

Visualize Dashboards [Filebeat System]

Dashboard

Syslog | Sudo commands | SSH logins | New users and groups
Timelion

Syslog events by hostname [Filebeat System] Syslog hostnames and processes [Filebeat System]

Canv

Machine Learning

» E M a0 E QP

W

Infrastructure

Logs

|

& 3

timestamp per 30 seconds

s [Filebeat System]

1-500233 € ¥

3 system.syslog hostname system.syslog program system syslog message
v February 13th 2019, 16:05:01.000  EMFIPTWPLBO1 systemd Created slice User Slice of root.
+ February 13th 2019, 16:05:01.000  EMFIPTWPLBO1 systemd Started Session 327079 of user root.
»  February 13th 2019, 16:05:01.000  EMFIPTWPLBO! systemd Removed slice User Slice of root.
» Fabruary 13th 2019, 16:05:01.000  EMFIPTWPLBO1 systemd Starting Session 327079 of user root.
> February 13th 2019, 16:05:01.000  EMFIPTWPLBO! systemd Starting User Slice of root,
Defaulc v February 13th 2019, 16:05:01.000  EMFIPTWPLBO1 journal falled to read server-status: <urlopen error [S5L: UNKNOWN_PROTOCOL] unknown protocal (_ssl.c579)>
O colapse »  February 13th 2019, 16:05:01.000 EMFPTWPLBO1 systemd Stopping User Slice of root

Figure 151: Syslog dashboard

The dashboard SSH login attempts visualizes attempted, successful and failed logins. A map showing location from
which the login attempts were made is also included.

> 163 <



EMFIP UNICORN systems

EMFIP Documentation
Administration Guide v4.3

Dashboard / [Filebeat System] SSH login attempts Fullscreen  Share Clone Edit CAutorefresh € @Last24hours ¥
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- Options update

Add a filter +

sards [Fllebeat System]

Syslog | Sudo commands | SSH logins | New users and groups

SSH login attempts [Filebeat System]
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Successful S5H logins [Filebeat System]
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55H users of falled login attempts [Fllebeat System)
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Figure 152: SSH login attempts dashboard

The dashboard Syslog sudo commands visualizes sudo commands executed by server OS users (please do not mis-
take for TP users) on the servers.

Dashboards [Filebeat System]

kibana

Syslog | Sudo commands | SSH logins | New users and groups

Top sudo commands [Filebeat System]

Dazhboant system.auth.sudo.command: Descending system auth.user: Descending Count

Timelion Ibinssu development s
fin/systemctl restart filebeat development 1
foinvi Jetcffilebeat/filebeat.ym| development 1

Sudo commands by user [Filebeat System]

Count

Default Sudo errors [Filebeat System]

Figure 153: Syslog sudo dashboard

Audit log

The dashboard Audit Events visualizes much information about system commands:

> Overview of the commands used
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Users executing the commands
Most frequent commands
Event results

Location from where the commands were triggered

vV V. V V V

Time of execution

»  February 13th 2019, 16:4528.470 PATH 75917,208

Figure 154: Audit Events dashboard

Apache Load balancer log

UNICORN\Systems

Dashboard / [Filebeat Auditd) Audit Events Full screen  Share Clone Edit CAutorefresh € @ Last24 hours >
’ kibana
/:y 5 Options Update
CUSEE Event Account Tag Cloud [Filebeat Auditd] Top Exec Commands [Fi
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Command (arg 0) Count
-]
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=
b cut 57,601
(4] " mongo 34848
@ ro Ot grep 23305
g curl 21221
I 21,220
i sed 18734
we 6074
/in/sh 3565
Count - auditd.log.acct: Descending date 1.850
Event Results [Filebeat Auditd; s d)
Audit Event Results A
™ \
Wsuccess -
9 mralure -e
u
.
u °-
e o
o
o
g OpenStreetMap contributors, Elastc Maps Service
Audit Events [Filebeat Auditd)
1-500f 8828528 < > ‘L
Time auditd log.record_type auditd Jog sequence auditd Jogacet

The dashboard Access and error logs visualizes the internet traffic coming to the platform:

> Map with locations of unique IP addresses
Number of requests by HTTP response codes in time
Top most successful URLs in the means of response code

Overview percentage by Operating system and browser

vV V V V

Table showing detailed log information
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©
No results found
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Figure 155: Access and error logs dashboard

5.2.2.2 Database monitoring

MySQL

The dashboard MySQL Overview visualizes queries and errors occurring in the MySQL DB:
Graph of slow query (a query taking excessive time to process) occurrences over time
Overview of slow queries

List of the slowest queries including user and duration

Error logs over time

Error log counts by level

V V. V V V V

List of the error logs including timestamp, level and message
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S ®
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Slow queries over time [Filebeat MySQL]
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&

@timestamp per 3 hours

Slow logs breakdown [Filebeat MySQL]

-

Top slowest queries [Filebeat MySQL]

Query
SELECT count(*) FROM emfip.dataflowinstance where SubmissionTS >= 1417537584826 LIMIT 0, 1000;

select abstractou!_OutageTypeCode as col 0_0_from OutagePowerResource outagepowed_inner join

UNICORN\Systems

Save Cancel Add Options Share CAuto-refresh

Options

{ OThisweek >

Update

@ | Errorlogs over time [Filebeat MySQL] &
@ Slow queries ° @ Error logs
L, 4
&
S
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01:00 03-1301:00 2
@timestamp per 3 hours
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@ | Error logs levels breakdown [Filebeat MySQL] &
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@ | Eror logs [Filebeat MysQL] <
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User Query
time Time mysqlerror.level mysql.error.message
root 785294 »  March 14th 2019, 19:07:05.247  Note InnoDB; page_cleaner; 1000ms intended loop took 4698ms. The settings might n
otbe optimal. (flushed=192 and evicted=0, during the time)
root 16.095

Figure 156:
Mongo

MySQL Overview dashboard

The dashboard MongoDB Overview visualizes events occurring in the Mongo DB:

> Graph showing percentage of logs by severity

> Table of error logs including component, context and the error message

> Table of all available logs including component, context and the error message

Dashboard / Overview [Filebest MongoDB] Fullscreen  share  Clone  Edit  CAutorefresh €
' kibana
/Y >_ Searc tus exte P Optior
@ Add a filter #
[L) Visualize serit or logs ongoDB]
b vis ogs Severity [File rror logs MongoDB]
®  Dashboard
.
B Timelion
- v March COMMAND
€9 Machine Lesning
@  infrast
" .
v March :40:58,961 COMMAND connS76ESS!
> Il logs >8]
@ Monitoring
L& war
' NETWORK read]
. NETWORK s name: "Mong:
05 Linux release 7.
B NETWORK rread
B NETWORK
v March 140 2019, 0 NETWORK hread cepred from 127.0.0.1:56812 43003721 (37 conrections now oper)
b March 140 2019, 0 NETWORK 56812 cor
v Me NETWORK tread 27.0.0.1:56814 #300
» Masch 14zh 201 516 NETWORK 56814 conn:
Defaut 5
© coliapse

Figure 157: MongoDB Overview dashboard
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5.2.2.3 Data gateway monitoring

The dashboard Transparency Datagateway visualizes the procedures and phases of Data Flow and Data Item pro-
cessing:

Elapsed Time @ e @ Max Transparency da.

> Timeline with numbers of Data Flow instances (i.e. files) in processing

> Table showing the length of the full processing in milliseconds

> Graph of procedures and their phases which have been performed

> Maximal duration of Data Flow processing at a given time

> Detailed overview of all the procedure phases including time elapsed since the procedure’s initiation

K kibana ashbe Tra y Datagateway 0.15 Full screen  share Clone  Edit  CAutorefresh < .OVL.D
@

[

& b .
-]

- .

@ M

s

,

L]

&

0 5 —

EMFIPTDGASO2 761

EMFIPTDGASO a3 - - -
EMFIPTDGASD 13

EMFIPTDGAS02 1,527

EMFIPTDGASO2

EMEIPTDGASD 14,582

DataFlowld Documentld Procedure Name Procedure Phase Data ltem Elapsed Time
3 start null
start null 0

start SCHEDULED_COMMERCIAL_EXCHANGES

£52581FAEA41 38288324 0F lock_data_flow scquired null

Figure 158: Transparency Datagateway dashboard

5.2.2.4 Publication monitoring

The dashboard Transparency Publication visualizes the procedures and phases of the publication process:
> Timeline with numbers of Data Flow instances (i.e. files) in processing

Table showing the length of the full processing in milliseconds

Graph of procedures and their phases which have been performed

Maximal duration of Data Flow processing at a given time

vV V V V

Detailed overview of all the procedure phases including time elapsed since the procedure’s initiation
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Figure 159: Transparency Publication dashboard

5.2.2.5 Application Error and Warning logs

The dashboard Transparency Error visualizes the warnings and errors occurring during data processing and publica-
tion, including subscriptions:

> Graph showing Error and Warning counts in time

> Detailed overview of the errors including timestamp, component, trigger event and message

> Table containing all Error and Warning logs

Detailed overview of all the procedure phases including time elapsed since the procedure’s initiation

It is possible to inspect Subscription dispatching errors and warnings on this screen. Specifically, the user should filter
for the component “eu.unicorn.emfip.messaging.channels.ws.WSPushChannel” and the approximate time span the
subscription should have been sent in.
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Figure 160: Transparency Error dashboard
5.2.2.6 Web portal monitoring
The dashboard Transparency Webportal visualizes statistics of Web Portal usage:
> Sum of request response times per Data Item including
> Sum of request response times per Data Iltem and user
> Table containing all Web Portal logs
> Number of requests per Data Item and user
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Figure 161: Transparency Webportal dashboard
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5.2.2.7 Custom dashboards
With the information present in ELK, the user can create custom dashboards to their liking as described in the ELK
process.
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